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Abstract — In this day of rapidly advancing technology, small
hardware and software designs have become almost natural
forces. The Software Defined Networks (SDN) introduced the
idea of soft implementations, which it implements as three
independent tiers of layers that are referred to as ""Data Plane,"
""Control Plane," and "Application Plane." The load balancing
techniques and energy-saving techniques are the main
attractions for high performance network improvement. Load
Balancing of the network can be achieved at number of stages,
and similarly energy efficiency. Managing the allocation of
resources, congestion management and using single or multi
controller environments the load of the whole network can be
shaded. To achieve efficient networking a combination of basic
analysis and Quality of Service (QoS) parallel processing will
give a comprehensive solution to the readers. The analysis
focuses upon i) preventing inefficient resource use, and ii)
balancing the load. iii) to secure the network iv) Tool and
Technique Selection. This article reviews SDN and Software
Defined Edge Controller architectures, emphasizing their roles in
addressing network congestion, inefficient resource allocation and
energy consumption. It explores load balancing techniques,
security issues and SDN’s programmability through tools like
OpenFlow. The outcome is a novel modular SDEC framework
that enables efficient edge computing, dynamic control and
reduced carbon emissions. The study demonstrates how SDN,
combined with intelligent controllers and local OTH services,
offers a scalable low- power and eco-friendly alternative to
traditional infrastructures. It is a novel work and provides rich
knowledge about effective tools and techniques in SDN for load
balancing, energy efficiency and security.
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Index Terms — SDN Technology, Software Defined Edge
Controller (SDEC), Energy Efficiency, Load Balancing, Security,
Review, Analysis, Carbon.

1. INTRODUCTION

With the advent of 5G networks the user demand has
exponentially increased for the services from the server. The
increasing number of android, window and Mac users is
growing day by day. The traditional network infrastructure is
not capable enough to provide high processing, ubiquitous
access and dynamic management, due to which it immersed
itself into congestion, and service request failures. To avoid
such type of failures the integration of SDN, Network Function
Virtualization (NFV) with edge computing leverages Al-driven
orchestration to enhance resource management [1] which
intends helps in load balancing. Literature-based evaluation
on hybrid cloud-edge-fog designs, cryptographic integrations
and threat detection strategies using Machine Learning (ML)
techniques reveal that hybrid architectures improve workload
distribution [2], however scalability and dataset limitations
hinder real-world deployment. At the same time, to mitigate
congestion and service request failures several infrastructures-
based solutions, architectural and algorithmic solutions were
proposed and implemented for better results [3]. Software
Defined Networks and Edge computing are newly touted ways
for solving the challenges that occurred in the network for
giving services to the end users. Software Defined Edge
Controller (SDEC) works on the concept of defining the
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fundamental definition of the terminal devices and other
resources along with virtualizations for the same resources.
Figure 1 shows that SDEC has decoupled itself into Software-
Defined Edge Devices (SDED), Software-Defined Edge
Storage (SDEStr), Software-Defined Edge Computing
Resources (SDECR) and Software Defined Edge Service
(SDES) where all of these decoupled divisions work in-line
with each other in order to cultivate the network for better yield
[4]. The network response time is improved using decoupling
of the layers for providing support to distinguished services.
Figure 1 also shows that the actual internal processing takes
place in edge-based service provisioning. Taking SDEC in
consideration a few challenges or issues can be mitigated in
Edge ecosystems. Load Balancing, energy efficiency, resource
allocation and carbon emission are a few challenges which can
be completely resolved or partially optimized, depending upon
the severity of the problem.

The traditional network suffers from dynamic and automatic
management, carbon emission and reconfiguration, also the
present network conditions urge for optimization of the
network performance such as network device performance and
quality assurance for user experiences. The current network
deals with the local information and has no exposure to global
information of the network. The SDEC supports internet
ecology in less carbon emission by providing the
services/solutions on the house (OTH). OTH service is a
solution provided to the users without the use of internet and
solution is locally available. It then reduces carbon emissions
by physical infrastructure. In the field of networks congestion
caused due to imbalanced traffic, load management and
response time from server is major bottlenecks. To give a
balanced service to the whole network without any kind of lag
in response time and load management a potential approach
SDN must be utilized. SDN became a prominent technology
for serving network problems; however, there are many tools
which can be utilized for implementing the SDN fundamental
network, therefore, to identify which terminology is useful to
reach an optimized solution. In Figure 2 The impact of edge
computing in SDN along with controllers is discussed and
represented in the present article.

The Software Defined Network with the help of its unified
approach which includes Load Balancers, Routers, Switches,
Firewall and Network Address Translation (NAT), which are
automatically managed and controlled through programming.
Data Plane collects the data and sends it to the Edge Cloudlets
as depicted in Figure 2. The data reaches to the edge cloudlets
with the help of Base Station. A seamless connectivity is
provided to base station and edge cloudlet. The edge cloudlet
can be connected to Software Defined Edge Services, where
Software Defined Edge Controller manages Software Defined
Edge Devices, Software Defined Edge Storage and Software
Defined Edge Computing Resources. The next plane
encountered is the Control Plane: It is set responsible for
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Control Synchronization, Control Decision and Resource
Management [5].
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Control Plane is also connected with the Edge Servers and
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The control plane can be stated as the mind of the whole
Software Defined Networks. It is also responsible for
defining the routing tables and setting packet handling
policies [6]. These controllers are programmable and with
soft interventions they can tout good and efficient results [7].

SDN does not require any separate infrastructure for
optimizing the network, it can be easily achieved by
programming and with its help capacity awareness can be
shared with the controller [8]. The network in this scenario
is not rigid but placement of the controller plays a vital role in
the management of the network [9-11].

The advantages of using SDN rather than traditional routing
strategy:

e SDN architecture removes the routing protocols at the
hardware level thus it provides an improved network
management and diagnosis [12].

o Controller and intelligent load balancer with the help of
Open Flow protocol, makes data path control decisions
[13].

¢ Running time can be saved using SDN- Load Balancer.
o SDN can be used for low power 10T devices.[14]

e SDN reduces the CO2 emissions caused by traditional
networking devices.

With rising user demands and 5G deployments, traditional
networks face challenges like congestion, energy inefficiency
and poor dynamic management. This article is motivated by
the need to overcome these limitations using SDN and SDEC.
It introduces a modular SDEC framework-comprising SDED,
SDEStr, SDECR and SDES for efficient load balancing,
reduced carbon emissions and intelligent resource
management. The work contributes by integrating edge
computing with SDN, detailing control and data plane
interactions, highlighting SDN’s programmability benefits
and presenting key tools and strategies for performance
optimization in next generation sustainable networks.

The flow of the article: Section 1 discusses the introduction and
applications of the SDN and SDEC. Section 2 represents the
load balancing and routing in the field of SDN, further in the
current section 2 it represents resource allocation management,
delivers information for load balancing in SDEC and discusses
the security in defined software networks. The next section 3
discusses the materials and methods. Followed by section 3
the next section 4 discusses the results and section 5 explains
conclusion of the article.

2. LOAD-BALANCING AND ROUTING

In recent years, high service provisioning (HSP) and user
demand for more efficient and secure services has grown in
theworld. With the advent of this many challenges evolved up
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in Software Defined Edge Computing environment. The
user’s service requests are increasing day by day with an
exponential speed and posing extra burden on the existing
cloud and edge infrastructure. The service requests can be
handled by a Software Defined Single controller or with the
help of Software Defined Multi Controller. The approach of
using Single Controller or Multi Controller or distributed
controller [15] brings in a lot of challenges which can be
traced out as: efficiency, reliability, energy consumption,
resource allocation and security. The following literature is
reviewed in the field of Software Defined Edge Computing

Resource allocation is a vital part of the network to enhance the
performance of the network, not only allocation matters
placement also plays an important role [16]. A few articles are
considered for review, and they are as follows:

An algorithm for efficient resource slicing which allows first
respondents to share their activities was proposed [17]. It
focuses on Cellular Networks 3GPP to 5G and B5G. The
authors have built a system model which uses thinning function
when BSs are not operational due to the impact of catastrophic
events. The author has used thinned Poisson Point Process
(PPP) for building Voronoi tessellation, where only those BS’s
(Base Stations) are represented which are working. A
Probability Mass Function was utilized to identify the User
Equipment (UE) in the Voronoi Cell. Power path loss of a BS-
to-UE link was identified in the article.

The probability of success for delivery of a packet was
analyzed using signal-to-interference-plus-noise ratio. The
SINR expression displays that all the left-over BS’s compose a
new scenario where the area is made larger to cover all the UE’s
in the disaster struck city/state/country. The transmission
power keeping it at the same rate as SINR can decrease along
with quality improvement and latency in the transmission. The
probability of transmission’s success about a packet can be
extracted with the help of SINR equation. If the SINRf is
greater than the threshold value, then the packet is successfully
delivered. Using joint optimization algorithm and model users
can send messages with a low latency in emergency services.
The proposed solution is for disaster situation where in few
Base-Stations (BS) are exposed and are no more operational.
The parameters on which the results are analysed are time,
frequency, reliability, and low latency. Energy efficiency was
left behind due to resource slicing and reliability management
for first responder. The tool used for experimental setup is NS-
3.

Energy efficiency can be taken into consideration and using
terminology and algorithms we can devise a system for
Wireless Sensor Networks using SDN where energy efficient
data transfer can be made available to the UE [18].

Resource Allocation schemes in high performance networks
play an important role in network performance. The authors
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considered resource allocation in grid computing, multi-core
systems, edge computing and fog computing. Also, the authors
have compared all the resource allocation schemes on common
parameters [19].

A new framework which dynamically balances the resources
and allocates them in such a manner which itself increases the
accuracy was discussed in [20]. The proposed algorithm is not
using a priori approach where task types of parameters and
associates’ characteristics are considered. The algorithm
dynamically searches for sufficient resources which can
provide accuracy of desired level. Based on comparison with
straw man approach DREAM loosely decoupled the allocation
of resources which is further connected with divulgence. The
DREAM project follows allocation settlement based on Task
Accuracy and Target Accuracy. The straw man approaches can
be explicitly said as i) resources can be allocated by using
convex optimization and ii) to perform the optimization
singularly independent, where in admission control is
dependent on Traffic Change at the time of Resource
Allocation. CO is convex optimization; OSI stands for
Optimization Singularly Independent. Resource allocator
based on switches uses the final accuracy to rearrange the
resources from high priority task to low priority task. DREAM
makes the decisions based on epochs and optimizes the growth
and loss of TCAM resources [21]. In the experimental setup the
authors have used JAVA and Floodlight controller. The code
in java is nearly 20000 lines. A Novel approach of resource
allocation where the authors have utilized the advanced version
of K-Mean++ algorithm for creating the clusters of the
network. The highly required/demanded data is kept on the
higher quality clusters where the number of hubs and delays is
very low. The authors have increased the number of
groups/clusters in the network to increase memory. The
proposed scheme has used the memory capacity and balancing
of the load in the network with memorization capability. K-
means++ algorithm is used for forming cluster of similarity
which is measured on delay and hubs. With the increased
number of clusters and a significant decrease in the servers the
load balancing is reduced hence the quality is degraded in
normal conditions. The authors have used two clustering
methods k-means++ and spectral clustering for evaluating the
proposed method. The average load on the server was
calculated. The time complexity of the k-means++ algorithm
and spectral clustering was evaluated specific theorems. The
authors suggested that in SDN context each challenge is
opportunistic and can be considered as a topic of the research
[22].

Congestion is a major bottleneck of the network. An analysis
on the concept of load balancing using transmission delay
between controllers and software defined networks (SDN)
switches when network is experiencing heavy traffic was
discussed in [23]. The authors proposed an algorithm for load-
balancing which is based on Link State prediction. Adaptive
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Load-Balancing Architecture based on Link-State Prediction
(ALBLP) generated a prediction model to identify the state
ofthe link and to identify it uses long short-term memory
neural network. To achieve optimization, model the authors
worked upon the bandwidth of the network. If there is an
existence of the link between i and j then the result will be a
positive real number and if there is no link establishment then
the result will be (-1). If the link exists between nodes i and j
then the result will be a positive real number and if there is no
link establishment then the result will be (-1). To identify the
link utilization ratio of the bandwidth which is used to the
bandwidth of the link has been taken. The tool used for
experimental setup was Mininet and the algorithms compared
with the proposed algorithm are OSPF, RMBQL. The
controller used for implementation is Open V-Switch and Ryu.
The authors have used GEANT topology at the time of
implementation where 23 switches 37 links, 3 different
bandwidths: 10 Ghps, 2-5 Gbps and 155 Mbps were used [24].

An algorithm for minimizing the cloud delay and using
distributed services rather than using centralized managed
services was found to be more promising rather than using
different infrastructures. There were two single objective
algorithms which are hybridized as joint optimization. By
using deep programmability in Software Defined Network the
author was able to reconfigure the hosting and routing services.
There were two major objective functions which were involved
in the present research i) Optimized delay problem ii)
Optimized service host problem. The communication amongst
vehicles and the deployed RSU’s (Roadside Units) was
adopted using {IEEE802.11p} wireless communication
standard. Poisson distribution in combination with the history
of traffic was used for modelling. To address the fundamental
objective functions of the present research MILP (Mixed
Integer Linear Programming) was used in combination with
certain Cloud resource manager and capacity planner tools
such as VMware Capacity planner. Ultimately load balancing
was achieved using MILP, it supports the network when a
single RSU is overburdened it sends the part of the request to
the other RSU’s with less demands and a load balanced
network was achieved. Limitation imposed on the maximum
number of hosts on a single RSU allowed better performance.
The optimization problem related to delay was converted to
(MCF) minimum multi-commaodity flow problem. As per the
statistics related to the minimization of the service hosts, the
problem was scheduled into the NP-hard section, and it was
converted to (MWVC) minimum weighted vertex coverage
problem to reach an optimized solution [25].

Hampering the stability and robustness of the network
congestion is a key factor. The author has given an algorithm
for congestion control on IP network and named it as Software
Defined Congestion Control Algorithm (SDCC). The
algorithm devised works upon TCP and UDP characteristics.
There are several other algorithms which have already been
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proposed and working on congestion control named Veno,
Cubic, Westwood and Hybla, but all these algorithms work
upon packet loos judgement. The SDCC algorithm works upon
the data flow condition in real network and the author focused
upon TCP and UDP data flow. The proposed algorithm first
finds out an estimate for congested links and to identify this it
uses Link Layer discovery protocol (LLDP) and uses
bandwidth as a calculating factor. In the second step the
algorithm identifies and reroutes the links and the fundamental
base of the algorithm is link and node’s distance. Using the link
and node’s distance it finds the new route for sending the
packets. In the third and final step the authors have chosen TCP
data flows for rerouting because UDP data flows always
demand short transfer time and high efficiency. The authors
have also proposed a new method for judging node congestion
using the algorithm the author achieved optimized utilization
of the rerouted links [26].

Due to semi-automatic management of the network systems
there may be challenging performance environments for the
5G systems because of heavy and heterogeneous traffic. The
author proposed a novel framework based on cutting-edge
technology, like software defined networks and network
function virtualizations. The proposed framework is project
named as “SELFNET”. There are many large-scale projects in
this area and none of the projects achieved full integrated and
coordinated Software Defined Networks- Network Function
Virtualization except “SELFNET”. The SELFNET project is
scalable and has service integration with cutting-edge
technologies like SDN, CC, SON and NFV. The name of the
project suggests that it is self-dependent and will organize
self-optimization, self- protection and self-healing. The
SELFNET six layers architecture topology introduced
artificial intelligence, and automatic organizing of the
network which decreased the Capital Expenditure (CAPEX)
and Operational Expenditure (OPEX) [27].

Semong T. et al. surveyed certain intelligent load balancing
strategies. Authors have studied and summarized the
importance of providing intelligent load balancing services
using the software defined networks (SDN) and Network
Function Virtualizations (NFV). The authors have also
discussed the tools used by several researchers for
implementing and testing strategies and algorithms. Mininet
was identified as the best emulator for SDN devices [28]. SDN
gives an edge to the researchers and provides them with the
flexibility to develop and design their own load balanced and
optimized resource allocation strategies. To reach the
optimized or intelligent routing decisions network topology is
used for achieving optimized results. Load balancing in SDN
can be performed on controller and server using the
communication path and finding the best device in the whole
network web and gear up the performance. The division of
network load into several service locations can lead to
minimum congestion in the networks [29]. The load balancing
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in the case of multiple controllers is discussed in [30] and an
approach is proposed for managing the adverse network
conditions. The scenario was replicated at the time of splitting
up of the planes of SDN [31]. Traditional networks uses LSR,
OSPF and IS-IS to reach the metrics and network topology
details [32]. Due to the approximate synchronization between
the routers the transient network traffic loops are formed as and
when the metric is updated in LSR or OSPF [33]. The authors
in [30] worked on the relative load on several different
networking instances where on the contrary others have
worked on round-robin [34]. The intelligent load balancing is
also discussed at top level of academic achievement in the field
of SDN, where genetic algorithms are used for server load
optimization. An algorithm in [35] was proposed and it has
used 3 form factors Selection, Crossover and Mutation, for the
selection of crossover and mutation form factor roulette wheel
was used which has given better results as compared to random
and round-robin algorithms. Single controllers cannot manage
the heavy traffic due to restricted capability. The authors
suggested that if multiple controllers are implemented on the
control plane it may become easier to achieve high network
quality performance and a robust communication system. With
these authors proposed a scalable load balancing algorithm
which is based on migrating switches [36]. MDCLB, an
algorithm on ISSDN-IoT was proposed in the article and on
comparing with DLBNB (Dynamic load balancing based on
Nash Bargaining), ESMLB (Efficient Switch Migration Load
balancing algorithm) and EASM (Efficiency Aware Load
Balancing). The problem of scalability and reliability were also
addressed by parallel load balancing. Delay in the network
causes many issues related to throughput, frequency, reliability
and energy which leads to poor QoS. The delay is dependent
on the queuing delay. Further, for the implementation of
proposed scheme using linear topology was done with the help
of Ryu Controller and Mininet, communication between
controllers and switches was performed with the help of
OpenFlowl.3.

An efficient software defined network (SDN) load balancing
scheme based on variance analysis for massive mobile users’
authors analyzed and proposed a probabilistic method for
managing the load on the network based on variance analysis.
A Single SDN Controller for monitoring the data traffic and
Open Flow Switching technology is used for implementing the
single controller environment. The method proposed in the
article provides the services using open flow switching
technology for dynamically managing the traffic load. There
are two vital strategies i) Probability based selection ii)
Variance Analysis. The usage of SDN empowers the services
by offering higher flexibility and rapid routing of traffic flow.
The F-Test was used to detect the variations within the group
and between the group. The results are generated based on
dispersion amongst the unbiased sample and the population
mean. MSh and MSw means between group difference and
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within group difference respectively. dfp and dfw means

degree of freedom between group and degree of freedom
within group respectively. SSt ,SSh and SSw are named as
total sum of squares, between group of sums of squares and
within group sum of squares respectively. When SSp is
divided with the degree of freedom between the groups and
capable of finding out the numeric results to MSp. Multiple
T-test were used to identify which group has more significant
level of dispersion and the authors have used null hypothesis
approach in implementing and finding the results. The authors
have used Mininet 2.1.0 in Ubuntu 14.04.3-desktop-amd64
with Floodlight Controller version 1.0 and Open vSwitch
2.3.2 was used to simulate the environment. The results
obtained have low cost, increased reliability and it is scalable
[34]. An algorithm for controlling adaptive load balancing
(GCALB) for load balancing in SDN was proposed in [35].
The algorithm proposed by author when compared with the
present reference algorithm finds the (GCALB) more efficient
based on throughput and response time. The tool used for the
experimental setup was mininet and floodlight. The properties
analyzed and taken into consideration are throughput and
response time [37]. Multiple Controller environments give
effective services to the high-performance networks. An
algorithm using multiple distributed controllers was proposed
and analyzed with existing algorithms for load balancing. The
parameter for comparing the performance was considered as
CPU utilization. The tool used is mininet for experimental
setup and the controller used is Ryu. The algorithms compared
are Distributed Hoping (DHA), Switch Migration Based
Decision Making (SMDM) and Online Controller load
balancing (OCLB) [38]. The authors have identified the latency
as a parameter for comparison. The architecture utilized of the
controller is centralized, and the controller used is Ryu
controller, authors have utilized 3 controllers, (OVS) open
virtual switches were used for experimentation and the protocol
used is openFlowl.3. The load testing tool was iperf and tests
were conducted on the traffic generated from TCP/UDP [36].
The disbursal of the load was calculated by taking ratio of
complete load of the controllers and average load of the
controllers. An automatic load-balancing architecture which is
based on reinforcement learning gives a different direction for
managing the load of the network. The proposed design
balances the ftraffic load at peak times and uses deep
deterministic policy gradient to find the optimal path. The
authors have used mathematical model and reinforcement
learning for load balancing. The tools used for experimental
setup are Mininet simulations and the controller used is Ryu
controller and Open Flow. Pytorch is used for implementing
reinforcement learning. The authors have compared OSPF,
RSIR, EARS, ALBRL where the ALBRL is the proposed
algorithm and it outperformed the other algorithm based on
better performance, stability and faster convergence rate [39].
It is a cumbersome task to manage and maintain huge number
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of network traffic and devices, decision making becomes slow
and complicated. So, the ALBRL alone could not reach the
optimized solution, and then the authors utilized Deep
Deterministic Policy Gradient (DDPG). The DDPG model
used Sum-Tree binary structure for optimizing the method. The
contribution of the article is the improved algorithm for
performing well in the heavy load time on the network and
another contribution is a mathematical model which was used
to evaluate the network load in heavy traffic situations. The
load balancing was achieved with a mathematical model. The
authors were inspired by this necessity of software defined
networks SDN that the network must be disclosed with the
vulnerabilities in the heterogeneous SDN operational
scenarios. The authors proposed a framework which uses
fuzzing modules to discover unidentified or unknown security
issues in SDN. The authors introduced a new framework
DELTA which is compatible with Open Day Light Controller
and other SDN Controllers. The authors have used fuzzing
models to reach the reliability of the proposed framework.
Energy efficiency, load balancing and latency was not
considerably focused upon in the article, although on the
ground of security this is the first article which elaborates the
security concerns with all the prominent attacks threatening the
security of all the controllers in SDN [40]. Security is
mandatorily required in any network and architecture which
provides end to end security to multiple SDN domains is the
requirement of the networking environment. The authors have
used a language-based approach which provides security to the
SDN services. Authors have also discussed dynamic security
which is again policy based and providing security at service
layer which makes the approach more robust in providing
protection to the available network devices. The proposed
approach dynamically secured multiple devices at the same
time, with various types of attacks. The security policies are
prepared at granular level and take every untouched corner into
consideration [41]. The authors consider that many measures
are developed to counter the threat in SDN, but the
effectiveness must be evaluated on certain parameters. The
authors also believe that it will become difficult to secure SDN
without using a systematic approach. The author proposed a
new graphical security model which is a systematic approach
for evaluating attacks, threats and counter measures [42]. A
scheme for establishing security in SDN was proposed in [43].
The authors in this research paper have presented a system
model for effective usage of SDN and Internet of Things (1oT)
and drawn attention on mitigating the masquerading attacks in
SDN-IoT environment [44]. A survey on security threats and
challenges in Software Defined Networks (SDN) was
discussed in [45]. The SDN increases the visibility of the
network. Security challenges can be easily mitigated by
securing each plane separately. The author has focused on
future and present challenges in security [46]. Security
improvement and DDoS detection in SDN-enabled loT
environments necessitates machine learning-based approach
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accuracy 99.99%

using RF algorithm on a synthetic dataset. The methodology of
implementation involves benchmarking against recent hybrid
and optimization-based models, this methodology followed by

results achieves superior which

outperformed related works in DDoS detection effectiveness
[47]. The present requirement is to construct an attack
taxonomy and analyze existing attacks behavior and security
solutions [48].

Table 1 Summarization of Different Techniques/Tools/Terminologies in SDN

Author Technique Used EE | LB |NQP | LL [ ST | SC | SE | RB | HG | loT | EC
B Kaziet.al. | Systematic Literature Review v v x x | x | x |V | x x x x
[1]
MishraSR Literature Review 4 v | x vV i|x | x |V | x v | v | x
et. al. [2]
A.Gebremari | Stochastic Geometric Tool x x |V vV vV vV Vv Y Y Y
amet. al.[17]
L Hongming | Deep Programmability Globally v x | x VvV ix | x |V |V |V
[18] Distributed Manner
Y Hu [19] Centralized Control x v | v v |V | x x |V |V v v
N. Pedro Virtualized Network (SELFNET) | x x |V vV IV vV Y |x |V |V |V
[21]
H. Babbar et. | Multi Controllers x v | v vV o|lx |V | x |V |V |V v
al. [35]
Zhonget.al. | Switching Technology x v | v Vilx |V | x | x |V |V |V
[36]
J. Chenet.al. | Reinforcement Learning x v | v vV IvVi|x | x | x |V |V |V
[39]
L Seungsoo SDN Penetration Tool x x 4 x vV vV |V |V |V v v
[41]
Varadharajan | Policy Based Attack Detection x x 4 x vV vV |V |V |V v v
V. [42] (PbAD)
Ali J. et.al. Clustering (Multi Criteria x x |V vV | x |V | x | x x v |V
[45] Decision Making)
Karmous N DDoS 4 x x Vi |x | x |V | x x v v
et. al. [47]
Nsaif M.et. | Integer Programming Model v v | v x |V | x | x |V |x v | x
al. [48]
SimoesR. et. | Multi Access Edge Computing x vo|x x | x |V | x | x |x v |V
al. [49]
Simoes R. et. | Network Function Virtualization v v |V v o |x |V | x | x v v |V
al. [49]

ISSN: 2395-0455 ©EverScience Publications 529



International Journal of Computer Networks and Applications (IJCNA)
Volume 12, Issue 4, July — August (2025)

DOI: 10.22247/ijcna/2025/32

x

REVIEW ARTICLE
3. MATERIALS AND METHODS

The materials used for statistical analysis are procured from
reputed journals[49], the techniques terminologies and
methods used in the articles published were considered as a
base for finding out the suitable performance cluster. The
cluster formed will give birth to a robust approach for
attaining optimized solutions [50]. The method utilized is
parallel implementation of similar type terminologies to attain
optimized Load Balancing and security in Software Defined
Networks. The tools were categorized according to the
number of times it is used by the authors in different research
aspects. The terminologies identified through literature are
based on the number of times the terminologies are utilized in
a similar kind of environment and on same or different test
beds. While analyzing the tools we find that Mininet became
the most utilized tool for testing the virtual scenarios for
SDN. There are several topologies which can be utilized for
implementing algorithms; according to the literature, topology
has provided better results [51][52]. The potential work done in
the field of network function virtualization in SDN can be
extracted from a considerable number of articles out of 80
articles considered for identifying the thrust area of research in
the field of SDN. The potential articles are 15 in number,
where a good amount of result-based content can be read by
the researchers. However out of 15 articles only 13 articles
discuss all the parameters considered for qualitative
performance and make 86% of the total articles considered for
analysis. However, it leads a path for identifying the
prominent tool and technique which can be followed to attain a
better result according to the recent trends.

4. RESULTS AND DISCUSSION

The article considered for the review of the current research in
the field of Software Defined Networks, pilot an established
and collaborative analysis of techniques utilized in SDN and
tools for implementing the techniques. Table 1 represents a
summary of the techniques and terminologies. The schema of
the table considers Author, Technique name, and then 11
parallel Quality of Service parameters which can be utilized for
extracting out a better result. Few articles were considered for
the comparison and collaborative analysis where a utilization
of effective techniques and terminologies was reaped out at
the time of review and a comparison table was formed.
Stochastic Geometric Tool is the technique used for finding
efficient solutions, but it lacks energy saving and maintaining
the load balancing of the network. We find that Network
Function Virtualization is capable enough to provide
energy efficiency and load balancing of the network.
Stochastic Geometric Tool outperformed all other techniques,
and the worst technique is Multi Access Edge Computing. A
total number of 80 articles considered for the review process.
However, the articles considered for comparison are 13 out of
80 where 7 articles claim the potential work done for load

ISSN: 2395-0455

balancing. Similarly for edge computing 12 articles
prominently discussed the potential empowerment of edge
computing in improving the network performance out of the
13 articles selected from a cluster of 80 articles. The
reinforcement learning technique covered 7 performance
evaluations parameters out of 11 parameters. There are
techniques covering almost all parameters using a single
technique. The process of selecting such a technique is
rigorous and cumbersome[53]. Similarly other techniques and
tools can be read and considered for evaluation and analysis
about the techniques covering number of parameters. Under
the label of parallel techniques usage, a graphical
representation displays a clear picture of techniques
utilization. This suggests that on a parallel basis energy
efficiency is not considerably outgrown in the field of
Software Defined Networks and Edge Computing. Edge
Computing was individually focused by 92 % of the total
articles considered for the rigorous analysis and overall
considered by 15% of the articles, which suggests that there is
a remarkable difference between the parallel techniques used
to achieve optimization and efficiency in the field of Software
Defined Networks and Software Defined Edge Computing.
Similarly, Network Quality Performance (NQP), Low
Latency (LL) , Scalability (SC), Heterogeneity (HG) , Load
Balancing (LB) are individually focused QoS Parameters with
84%, 75%, 75%, 75% and 58% respectively and as displayed
in Figure 3 their contribution in the overall judgement of
usage is 12%, 11%, 11%, 11% and 8% respectively. The
information generated leads to finding out a thrust area to
work upon in the future interest of Software Defined
Networks and Software Defined Edge Computing.

BEE
®LB
uNQP
LL
mST
mSC
SE
RB
HG
IoT
EC

Figure 3 Favorable Relationship Representation Amongst
Techniques

The difference found in parallel usage is below average and a
good amount of work can be done in parallel optimization of
load, energy and scalability. A lot of work is done on these QoS
parameters individually and has given an optimized result at
the end, but there is a lack in parallel utilization and
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optimization. Not every article considers energy and load
balancing at equal proportion [54], or a blend of QoS, which
may lead to better results. However, this article can be
considered as a maiden article to lead us to reach the thrust
areas in the fields of SDN and SDEC.

Low
Latency,
92% of ..
Reliability.  articles Scalability,
35%o0f  considered 30%of
articles E_Improved, articles
considered 28% of considered
articles
| considered |
//
~~_Other,
92%

Frequency, Time, 92% of E dropped,
85%of articles 14% of
articles considered articles

considered considered

Figure 4 Quality of Service

The summary of additional articles based on QoS parameter
metrics can be analyzed and read from Table 2. The schema
considers Server Response Time, Packet Frequency,
Packet Reliability, Network improved it can be identified
from Table 2. The graph also shows that there can be a strong
prediction that when energy improves in the system, network
latency, packet frequency and response time all of these
quality-of- service parameters improve. Figure 5 represents
the environmental impact and states that the carbon emission
footprint reduces when we use software defined networks.
Figure 6 suggests that tool NS-3 is minimally utilized in SDN
environment, similarly GEANT, BT North America and
CONUS topology are minimally utilized. Mininet simulators
and Iperf protocol are maximally utilized in the field of SDN

for testing and experimenting purposes.

Latency, Energy Efficiency [55] [56] and Scalability as
primary parameters for identifying the improvement in the
performance using several select techniques along with the
above-mentioned service parameters, the fundamental
element for testing and experiment is also considered in the
schema along with the algorithm, approach and the utilized
method. Using the analysis from Table 2 a graphical
representation of the whole table is represented in Figure 4.
The graph displays the most focused quality of service
parameters equal or parallel to other parameters. Improvement
in Response time from SDN controller/server is improved in
92% of the articles considered for the comparison in
Table 2.

The total number of 80 articles considered for the complete
analysis out of which 15 articles potentially work in software
defined and edge computing networks. However, 14 articles
pilots about low latency. The E_Improved 28% states that
energy consumption improved in 28% of the articles considered
and where energy is improved except the reliability, the rest of
the parameters have suddenly improved, it can be identified
from Table 2. The graph also shows that there can be a strong
prediction that when energy improves in the system, network
latency, packet frequency and response time all of these
quality-of-service parameters improve. Figure 5 represents the
environmental impact and states that the carbon emission
footprint reduces when we use software defined networks.
Figure 6 suggests that tool NS-3 is minimally utilized in SDN
environment, similarly GEANT, BT North America and
CONUS topology are minimally utilized. Mininet simulators
and Iperf protocol are maximally utilized in the field of SDN
for testing and experimenting purposes. Python language is
utilized 11% and the most prominent Controller can be named
Ryu Controller. This article will support future research in the
field of SDN, for finding out a good technique and good tool
which is prominently utilized in the current field of research.
Table 3 gives a summary of articles where the schema of the
table is described as research. Challenge, proposed solution in
the published article and what can be the future scope for the
proposed solution.

Table 2 Summary of Limitations in Different Techniques Used in SDN for Load Balancing

Server Environment Algorithm/
Em?e{ggﬁSUsed/ Response | Packet Packet Network g:gpdly Network Tool Used Approach/
Time Frequency Reliability Latency 19y Scalability Method
Efficiency
Stochastic Not {Joint
Geometric Tool Improved | Improved Improved Less Dropped Considered NS-3 Optimization
[17] Algorithm}
Deep MILP
Programmability Not Not Python and Mathematical
Distributed Improved | Improved Improved Less Considered Considered Gurobi Equation
Manner [18]
Dynamic Improved | Improved Not Less Not Not Java and DREAM
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Resource Considered Considered Considered Floodlight
Allocation [19] Controller
. K means++
Hybrid Not Not Not Python and
Clustering [20] Improved | Improve d Considered Less Considered Considered | Iperf and Spe_ctral
Clustering
Mininet
Open Software
Congestion Imoroved Not Imoroved Not Not Not Flow Defined
Control [21] P Considered P Considered Considered Considered Switches, Congestion
POX Control
Controller
Reliable Load
. Balance
Opendaylight .
Controllers Improved | Improved Improved Less Improved Yes Controller, Aware Multi-
Deployment [27] Mini Controller
ininet
Deployment
(RLMD)
Ryu .
Multiple
_ Controller, | pigtributed
Multiple Mininet,
Improved | Improved Improved Less Improved Yes Controller
Controllers [35] OpenFlow, Load
Linear Balancin
Topology 9
Mininet Approach:
o 2.1.0 Variance
Switching Not Not Not : g
NA . . Less . Yes Floodlight Analysis and
Technology [36] Considered | Consider ed Considered Controller Probability
Open vSwitch | Assignment
Ryu Load
Migrating Balancing
Switches in Improved | Improved Not - Less Not . Yes anFroIIer, Algorithm for
Considered Considered Mininet, 2
SDN [38] OpenElow Migrating
P ' Switches
Ryu .
Controller, Automatic
Load
Deep OpenFlow B .
- alancing
Det_e rministic Improved | Improved Not - Less Improved Yes 13 Architecture
Policy Gradient Considered protocol
- based on
[39] Mininet Reinf
and einforcement
Pytorch Learning.
Ryu
Controller,
Open Adaptive
vSwitch, Load-
OpenFlow Balancing
Prediction Imoroved Imoroved Not Less Drooped Not 1.3, Architecture
Model [40] P P Considered PP Considered Mininet based on
and Link-State
GEANT Prediction
Topology, (ALBLP)
Iperf
protocol
Switch
Minimum Migration
Number of Imoroved Not Not Not Python and Based
Connections P Improved Considered Less Considered Considered CONUS Controller
[45] [49] [51] Topology Placement
Algorithm
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Switch .
Migration and Not Beacon i/lmi“trcazion
Decision Improved | Improved Considered Less Improved Yes Controller, Degision
Making [50] Mininet Makin
[54] ’
Jellva,dl_ h Self Adaptive
Not Not Floodlight Load
SALB [52] [55] | Improved | Improved . Less . Yes Controller and .
Considered Considered Geant Balancing
Topology Scheme
120%
100% /\\
80% e
0% / \/\ / \
40% / \/ \
20%
0% T T g
E L NOP L S S S R H Io E GIC
Figure 5 Carbon Emission Improvement
. i Ryu Controller used ) .
Floodlight Controller in
used in :
11%ofarticles
Begcor; Controller 8% of articles c;ns idered
used in 3% of articles considered Open Day Light
considered Controllerusedin
3 % of articles
considered
Python Mininetused in
used in 2 5% of articles
11%of considered
articles NS-3 uzed in
considered Other 3% of articles
37% considered
CONUS Topology
Java used 1 3%
5% of articles
considered GEANT Topology_/
used in
Iperfused m TCP/UDP 3% o_f articles BT North Topology
17%of tl_xe articles used in 5%ofarticles considered vsedin 3%ofarticles
considered considered considered
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Table 3 Summary of Articles with Research Challenges and Proposed Solutions

Ref. No. Research Challenge Proposed Solution Future Scope

A special k-mean++

clustering algorithm is used can be used to extract

Resource allocation is done using several
algorithms, but resource allocation requires

optimization.

[20] P _ _ _ to form the clusters. out the different set of
At the time of resource allocation memory is not Capacitive memory is also results for comparison.
utilized. RS

utilized in the network.
The stability and robustness of the network is A congestion control
hampered by congestion. algorithm which uses link The work can be
[22] Data flow conditions are less monitored. !ayer discovery protocol_and exter_1ded and can be
is based on software defined | applied toacomplex data
The judgments for congestion are taken on the congestion control network center.
basis of packet loss. mechanism.
Decoupling of the plane in SDN causes reliability . .
challenges. A new strategy proposed by Certain scenarios must

[27] _ _ RLMD which improved be considered such as
With the separation of planes controllers drown | reliability and balances the migrating switches and
n manag|ng and balanCIng the |Oad Of the |0ad_ dynamic |Oad balancing_
traffic.

Using a single controller to manage the heavy o o
traffic drops the quality of the service. Itidentified the root cause of | It can be utilized in the

[36] . the problem and came up road network and on the
There are very a smaller number of techniques | with a new algorithm: network to manage the
introduced with scalability and also addressing MDCLB on ISSDN-IoT. congestion.

the reliability challenges at the same time.

Open Shortest Path First (OSPF) lacks in dealing
with multiple links at the same time and uses
fixed packet forwarding scheme which is
congestion prone.

Equal Cost Multipath Routing (ECMP) it also

Extending the topology

Proposed a new algorithm and improving the

ALBRL which improved

[39] uses fixed packet forwarding scheme, and it throuahput as compared to convergence rate of deep

uses numerous links to use maximum of the gnp P reinforcement- learning

. OSPF, RSIR and EARS. -

bandwidth algorithms.

Heuristic Algorithm (HA) due to less or very

less experience HA can generate models for

only stable/fixed networks.

In high-load conditions a new Due to limitation of
. T . scheme is proposed which ue to limiation o

Dlsruplt(ed distribution of the traffic in the dynamically adjusts the hardware Base threshold
[53] network. threshold value. maximum level cannot

Distance monitoring of switches from controller . be increased, solution

and vice-versa The proposed scheme is related to this can be

' highly suitable for a large explored.

real-time-network.
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[56] To stop/minimize the wastage of the MEC
resources and introduce load balancing.
To support scalability in heavy-network traffic

scenarios.

Remote clouds can be
utilized for allocation of
the controllers.

Proposed a new agile and
flexible architecture capable
enough to meet the
requirements of loV.

5. CONCLUSION

Many techniques can be utilized to attain better performance in
a communication network. However, not all of the techniques
fulfil the requirement of the framed objectives. To identify
prominent and useful techniques a review about potential
techniques is discussed and evolved up with transitory results.
Although there are very powerful tools in existence for
experimental implementation, due to massive growth in the
field of networking, there is always a scope of improvement.
All the techniques and tools considered are helpful in decision
making for researchers in the core field of SDN. The reduction
in carbon emission by using SDN can be significant by using
the tools considered for evaluation. 25% of the total carbon
emission can be reduced by using soft implementations rather
than hardware equipment installation. According to the reports
2% of the carbon emission is from network industry. Out of 2%
it can be reduced to 1.50%, if SDN is utilized. The QoS table
used in the article suggests that almost all the authors have
considered these parameters for evaluating and analyzing
quality of service. All the tools and techniques performed well
according to the specification considered for the
implementation environment. The analysis extracted out leads
to a clear comprehension for the readers of which tool with
which technology and which technique to be implemented to
reach an optimized solution. The analytical view in the field of
SDN addresses energy efficiency, load balancing and resource
allocation challenges in massive user environment. The parallel
processing approach plays a vital role in addressing the
research challenge and it can be optimized in future. There are
11 QoS parameters considered for performance evaluation
where Stochastic geometric tool technique covers 9 QoS
parameters out of 11 covering almost 81% of the parameters.
The extended part of the article can be used as a base for finding
out solutions in SDN’s. The gaps identified in the article and
the techniques suggested in the article which are mostly utilized
can be collaboratively used for energy efficiency, balancing
load, improving network quality performance, scalability,
environment impact and security.
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