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Abstract – In today’s era, IoT, and cloud computing are used in 

all domains for data transition by cost optimization, fast 

execution, and low maintenance at the user end. In continue to 

this, all services from different technologies can be opted, if they 

are secure in terms of reliability, confidentiality, authenticity, 

and integrity. Security plays a vital role while transmitting data 

whether it’s about IoT-based devices and applications, cloud or 

self-hosted websites, or any other services. Security of cloud 

services will be included as a preferable topic for researchers but 

web service security is also exigent. In this paper, a comparative 

analysis is presented between IoT, cloud-based, and web-based 

services based on different research parameters to explore the 

major issues and challenges while adopting cloud and web 

services based on various security parameters. For conducting 

this study, we have considered more than 250 articles from WoS 

and Scopus databases, out of which more than 100 articles have 

been included in this study. We have classified the security into 9 

parameters and studied each parameter for cloud and self-

hosted web services and presented the comparison in tabular 

form, graphs, and charts. This work aims to observe which of the 

two services is better. Additionally, open research issues and 

challenges are discussed in the work. 

Index Terms – Cloud-Based Services, Web-Based Services, 

Security, IoT, Bibliometric Analysis, Firewall. 

1. INTRODUCTION 

The main components of this review are Cloud, IoT, and 

Web-services which has been considered to explore various 

challenges while deploying application in highly secured 

platform. The integration of the above services is very useful 

in various applications. The operative procedure of IoT 

devices are ensure to collect data, and Web services are being 

transferred those data and trigger the actions between various 

controlling systems. Data is processed by Cloud computing 

stores and processes the data, providing scalability and 

accessibility. 

For the past decades, cloud computing is included in 

emerging technologies due to its characteristics and its 

services. One can access cloud services with the help of a 

Cloud Service Provider (CSP) through the internet. Popular 

CSPs are Amazon, Microsoft Azure, Google, and many more. 

The appropriate choice of any service provider depends on the 

need of the user [1]. The growing IT industry requires ample 

resources, instead of purchasing these resources, cloud 

computing provides these resources as streamlined and at a 

cheaper cost to the client efficiently [2] [3]. If a person is 

interested in using cloud services, then he just needs a 

machine with no special configuration and a good internet 
connection. As the data is stored and communicated through 

the internet, then it becomes necessary to make the 

transmission secure. 

Security in the cloud is the main concern either in terms of 

data storage or efficient data access [4] or something else. The 

design and architecture of cloud computing exposed 

numerous organizations to several attacks. The approach of 

different cloud deployment and service models are used to 

provide data access to the users from cloud storage [5] [6]. 

One of the main challenging tasks is to involve third-party for 

data handling [7]. To ensure the security a trusted third party 
is introduced which ensures confidentiality, authentication, 

and integrity. Secure transmission of data over the network is 

a complex issue [8]. Moreover, various layers of the cloud are 

vulnerable to typical attacks and threats [9], like the two core 

layers that are the application layer and the platform layer are 

prone to attack [10]. Besides the different layers, the services 
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of the cloud are also vulnerable to attacks like Software as a 

service (Saas) [11]. One example of an attack is the DOS 

attack, it causes websites in a nonworking state for a long 

period, it can cause much damage to the cloud computing 

environment. This can cause high damage to the cloud as the 
cloud resource become unavailable [12]. Another example of 

an attack is the authentication attack. It occurs between the 

cloud platform and end-users. To avoid unauthorized access 

from the servers, cryptography keys are used [13] [14]. Using 

identical tokens, malfunctioning of the servers can be 

identified in cloud data security and because of this block-

level security design is introduced [15]. In comparison with 

private clouds, public clouds are more prone to external 

threats [16]. Mitigation measures and restrictions are poor or 

do not exist, which results in internal threats to public clouds 

[17] [18] [19] [20]. 

1.1. Motivation 

Trust is the main key to opt any web services from service 

providers. Due to different security challenges and issues 

most of the users are distracted from online services [21]. To 

investigate this, Authors Alloghani et al., conducted the study 

on security challenges in cloud, including investigation 

studies, reports, features, and generic information. In his 

work, he discussed the relative research from 2014 to 2020 

and classified all of them based on various parameters such as 

type of document, year-wise article distribution, journal-wise, 

and so on [22]. Author Kim J. et al., proposed the solution to 

such challenges one of the authors providing efficient and 

flexible security to consumers without installing security 
equipment [23]. In continuation, Yassin W. et al., proposes a 

new service of cloud which is based on Intrusion Detection. 

This system detects malicious activities over the network and 

can also be implemented for public and private cloud [24]. 

It can be concluded that security in the cloud is one of major 

area that need to be address. In this paper, an investigation has 

been conducted on cloud-hosted services based on the most 

useful parameters like authentication, password security, 

CAPTCHA generation, and others. To be more focused, not 

only cloud web services, the self-hosted web services also has 

been considered for different security issues, and compared 
with the cloud web services, to understand the best choice 

based on the consumer’s need. In this investigation, more than 

100 research works have been considered to conduct the 

comparative analysis between both the services and the 

outcomes are presented in graphical form by the countries of 

the research, year of publication, publishers, and others with 

different challenges with possible solutions. In table 1, the 

basic difference between Cloud, IoT, and web services are 

presented. 

Table 1 Comparative Analysis Between Cloud vs IoT vs Web Services 

Feature / 

Parameter 

Cloud Computing IoT Web Services 

Definition Delivery of computing services via 

internet 

Network of physical devices 

connected online 

Standard protocols to enable 

software apps to interact 

Usage Storage, computing, software as a 

service 

Automation, real-time monitoring, 

data collection 

Data exchange and application 

communication 

Technologies Virtualization, APIs, containers, 

orchestration 

Sensors, microcontrollers, 

connectivity (Wi-Fi, Zigbee, etc.) 

SOAP, REST, HTTP, XML, 

JSON 

Communication Server-to-server / Client-server Device-to-device / Device-to-

cloud 

Application-to-application 

Data Handling Scalable storage and processing Real-time data capture and 

transmission 

Structured communication using 

protocols 

Examples Google Drive, AWS EC2, Azure 

SQL 

Smart thermostat, fitness tracker Google Maps API, Amazon 

Product Advertising API 

Interdependence Supports IoT by providing 

infrastructure 

Uses cloud for storage and 

processing 

Used in both IoT and cloud for 

integration 

Security Data breaches, misconfigured 

cloud settings 

Device security, privacy, data 

integrity 

Authentication, encryption, data 

validation 

The integration of Cloud, IoT, and Web Services are as 

follows:  

These three technologies often work together in modern IT 

ecosystems: 

 IoT devices collect data. 
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 Web services transfer data and trigger actions between 

systems. 

 Cloud computing stores and processes the data, providing 

scalability and accessibility. 

The Workflow of these technologies can be understood 

through Figure 1. 

 
Figure 1 Integration of Cloud, IoT, and Web Services 

The section 2 is deal with the related work and it is 

categorized into twelve sub section, in continue with this 

section 3 deals with comparative analysis of cloud, IoT, and 

Web Services based on various parameters. Section 4 explains 

the various issues and challenges while deploying these 

technologies with some open research problems, and section 5 

conclude the overall discussion. 

2. RELATED WORK 

In this paper, more than 250 related research articles have been 
studied, out of which more than 100 research have been 

included. This section includes the literature review based on 

research parameters. These parameters are being researched for 

the cloud and as well as for web services too. Further, Section 3 

consists of detailed comparative analysis in the form of tables, 

graphs, and charts. After an in-depth analysis of Section 3, 

Section 4 presents the open research issues and challenges. At 

last, section 5 concludes the work. The review approach has 

been shown in Figure 2. The following area has been classified 

while conducting the investigation, and analyzed the different 

aspects between cloud and web-services.  

Before discussing the literature review, the research 

parameters are mentioned below: 

 IoT Cloud-based model 

 Generation of Public or Private key or Cryptography 

 Generation of Certificate and validation 

 Self-protection 

 Secure logging 

 Spam filtering 

 Data storage and protection 

 Password hashing and storage 

 CAPTCHA generation with its verification 

 Software widgets like password strength meter 

 Security Scanner 

 Firewall 

Now, the literature review is based on these parameters 

discussed below: 

2.1. IoT-Cloud Based Models 

This section includes the study on the current issues of IoT 

Cloud-based models and their applications. Based on the 

current study conducted by Chen, F. et al., IoT Cloud models 

[25] are categorized into 10 categories as follows: 

Web camera: The flash memories and their interfaces are 
unprotected; however, the password is hardcoded, but still at 

the time of communication it uses plain text API’s which can 

be the reason of data leakage which unveiled the user privacy. 

Healthcare facilities: In such applications, password strength 

is generally not good, also the memory card is unprotected, in 

some extent, this can be the cause of unveiled the privacy of 

the users. 

Smart Plugs: Plain text APIs in common LAN; insecure 

protocol; Weak authentication; firmware is unprotected. 

Baby monitor: Plain text APIs used; data stored in clear text; 

weak authentication; hardware’s are not protected; weak 

authentication in IoT Cloud devices. 

Industrial Equipment: Hardware are unprotected; weak 

interfaces; weak data privacy and protection. 

Smart Home: Large encrypted files, unnecessary data 

monitoring, and collection; weak privacy handling. 

Human factors: Privacy concerns; data transmissions are not 

secured; poor authorization; data removal issues. 

Children’s Toy: multiple uses of POST token; authentication 

is poorly defined; privacy leakage while HTTP response. 

Smart-Things: Control over interoperability is insufficient; 

control over access issues; one-to-one authentication 

technique; cloud and its user SMS handling issues. 

Smart-Voice Assistant: Third-party handling issues; 

recognition of voice; user identification is tough; similar 

private key over the cloud. 
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Figure 2 Review Approach 

2.2. Generation of Public or Private key or Cryptography 

Figure 3 presents an overview of the above work, i.e., a 

comparison between services based on cloud and web by 

cryptography. 

Many authors described a few standard cryptography 

techniques along with hybrid techniques of cryptography. 
Author Chaudhary, compares the efficiency of both and 

concluded that hybrid algorithms are more efficient for any 

procedure [26]. In continue to this, another author Kumar, 

introduces a combination of RSA and DES algorithms to 

improve the system’s security for IoT applications and data 

storage in the cloud [27], where, author Mahalle, combines 

RSA and AES and uses three different keys in cryptography 

and a unique key generation method [28]. Sengupta proposes a 

hybrid encryption method that provides security to the cloud 

over the server, at the client’s location, and over the network. 

This system is designed so that the hacker will take more time 

for decryption compared to others [29]. An efficient method 
based on the RSA algorithm is used by the author to increase 

the security of stored data in the cloud [30]. For increasing the 

data security, the author presents an asymmetric and symmetric 

algorithm, i.e., RSA and AES, and then after the encrypted data 

is hidden in an image using the LSB algorithm. Moreover, test 

images are tested which results in improve data compression, 

next, in the phase of data validation SHA algorithm is used 
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which overall results due in high data security [31]. Gugnani 

explained that while using cloud-based services, confidentiality 

is enhanced for the end-users by implementing DNA 

encryption in it. The main focus is to protect the XML 

document from inappropriate information disclosure [32]. 

 

Figure 3 Comparison Between Services, Based on Cloud and Web by Cryptography 

Other than hybrid algorithms, the authors propose variant 

methods for cryptography one author introduced encryption 
based on a password to protect sensitive data. Without storing a 

user’s password, the user is authenticated with the help of 

encryption or decryption keys. Moreover, the performance 

matrices are investigated in the study. The experimental results 

for the same are shared [33]. For the access control mechanism 

in the mobile cloud computing environment, the author 

proposes MA-ABE which is agent-based. Both dynamic and 

static attributes are used for the encryption of data. Moreover, 

in the presented work, the secret key is used and the proposed 

work is compared with the previous under certain parameters 

[34]. For hybrid cloud services, the authors should discuss the 

various means of password encryption [35]. For protecting 
users’ data, authenticating the user before data access, 

establishing secure channels, and data encryption are suitable 

[36]. Another author analyzed the risk of data security over the 

cloud and thus proposes encryption as a service using a private 

cloud, which eliminates the security risk and reduces the 

encryption inefficiency on the client side [37]. 

Besides, cloud key generation for websites is also discussed by 

the authors. Gondaliya proposes a hybrid RSA which combines 

two different keys, that is, the combination of the private with 

the public key for both encryptions as well as for decryption. 

This is then compared with RSA and ERSA [38]. The author 
presented the communication between the client and server 

using a targeted symmetric key using the first, second, and third 

data structure [39]. Other authors propose an advanced 

algorithm that combines cryptography and stenography for 

enhancing the security of private information. It also uses 

Unicode for the same. Arabic text is used for stenography and 

the result shows that the scope of Arabic carriers is increased 

[40]. Hao focuses on the security of data communication which 

is based on XML. This model is for sender-side encryption 

which can encrypt the signature [41]. 

2.3. Generation of Certificate and Validation 

Figure 4 presents an overview of the above work, i.e., a 
comparison between services based on cloud and web by 

certificate generation and validation. 

 

Figure 4 Comparison Between Services Based on Cloud and 

Web by Certificate Generation and Validation 

For certificate generation, the author implemented Trusted 

Computing Technology for the certification of cloud services 
[42]. The author provides a certificate generation method that 

uses key pairs. This pair is the combination of a public key with 

a private key. This pair of keys is used for signing the 

certificate, the end-user is validated during the signing window. 

If the window is expired, then the key pair is discarded for that 

particular end-user [43]. Another author introduces an 

advanced framework that increases data storage security and 

protects it from unauthentic access with the help of ADC 

(Associated Digital Certificate) for accessing cloud services the 

user must have encrypted, decrepit, and other certificate 

options. Authentication of the user is initiated by the checking 

of the public key, followed by verification of the role in ADC 
then after the digital signature is provided. After validation of 

the secret key, the user is permitted to access the secured files 
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[44]. Seo worked on the problem of encryption based on 

identity and certificate revocation. For this, they proposed a 

certificate-less encryption method without pairing. Presented 

experimental results show that the proposed approach is more 

efficient [45]. Chakraborty introduces biometric authentication 
with two parameters to enhance security. In this system, a 

digital signature is generated and verified on the cloud. The two 

factors used for authentication are biometric authentication and 

a one-time key. Without verification of these two, a user will 

not be authenticated [46].  

Besides, cloud certificate generation for websites is discussed 

by the authors like, as described how they built let’s encrypt 

and the automated system for interaction and certificate 

generation. Let’s Encrypt be included in the world’s largest CA 

for HTTPS, which issues millions of certificates at low cost or 

no cost. They also described the popularity of the CA all over 
the globe [47] i.e introducing a security token mechanism to 

generate a digital certificate. PKI key pair is installed with the 

digital certificate for verification. If this gets validated, then 

only the certificate is generated [48]. Harn introduces a digital 

certificate for authentication of the user which is generalized. 

This certificate does not consist of any public key of the user, 

rather than this it entails birth certificate information, driving 

license information, etc. It is used as a secret token. Protocols 

based on discrete logarithm and integer factoring are used to 

achieve authentication [49]. 

2.4. Self-Protection 

Figure 5 presents an overview of the above work, i.e., a 
comparison between services based on cloud and web by self-

protection. 

 

Figure 5 Comparison Between Services Based on Cloud and 

Web by Self-Protection 

For self-protection, an automated framework is presented by 

the authors for increasing security in the cloud. The user’s data 

is encrypted automatically to preserve its confidentiality. To 

maintain data integrity, automatic data auditing is presented. 

After this, automated decryption of data is used [50]. The 

proposed method provides self-protecting security from 

malicious attacks to provide continued services to authenticated 

users and is named this approach as SECURE. Experimental 

results showed that the approach works efficiently for false rate 

and intrusion detection [51]. Another author analyzed the new 

mechanism and implements the same, also the results of 
experiments show that the introduced system is efficient and 

improves access control [52]. Another author proposes a 

method where data protection is ensured in two ways while the 

transmission of data. To achieve self-protection, the author uses 

active data bundles for access control, that is fine-grained 

encryption by the attribute is used and for the management of 

secure key RSA threshold is used [53]. Another author 

proposed the idea of adaptive network architecture which is 

self-propagating for multi-agent [54]. An architecture based on 

self-protection is proposed, which overcomes the limitations of 

the previous work. The proposed architecture provides security 
at two levels, i.e., both across and within the infrastructure 

layers. In addition, the introduced security policy is flexible 

[55]. 

Along with the cloud, self-protection is also introduced for 

websites. Yin analyzed script injection vulnerabilities and 

implemented an algorithm to enhance the security of web 

pages. Injection filtering is automatically inserted into the web 

program by it. By analyzing the flow of data, filters are 

automatically inserted, which results in the self-protection of 

the web page [56]. The author proposes an adaptive and secure 

self-protecting architecture for Denial-of-Service attacks. For 

business quality and context, reasoning based on utility is used. 
Rainbow's self-adaptive framework is used in the work [57]. 

For protecting the computing system in a network, the authors 

introduced automatic security management which detects, 

identifies, and estimates the attacks and takes a sequence of 

effective actions for protecting the computing system. 

Experimental results showed that the automated security system 

can defend against various types of attacks efficiently [58]. 

2.5. Secure Logging 

Figure 6 presents an overview of the above work, i.e., a 

comparison between services based on cloud and web by 

secure logging. 

 

Figure 6 Comparison Between Services Based on Cloud and 

Web by Secure Logging 

For upgrading secure logging as a service, an author can assist 

it through blockchain which is capable of handling multi-stack 



International Journal of Computer Networks and Applications (IJCNA)   

DOI: 10.22247/ijcna/2025/23                         Volume 12, Issue 3, May – June (2025) 

  

 

   

ISSN: 2395-0455                                                  ©EverScience Publications       369 

     

REVIEW ARTICLE 

holder collision problems. It ensures integrity by the property of 

blockchain i.e., immutability along with confidentiality [59]. A 

secure logging framework is introduced in the work of another 

author. Signing and verifying of log data were implemented 

and evaluated on it. For the logged user, the public key is 
utilized to validate the integrity, the secret key is used for the 

generation of signatures of the log [60]. We proposed a secure 

logging service where identity proofs are generated in real-

time. If the identity proof is generated by a dishonest CSP, then 

it can’t manipulate or remove the logging data [61]. Kunz 

introduces the secure logging method with a secure database of 

log files. This method could resist internal manipulations, thus 

creating confidentiality [62]. This method gives a solution for 

certificates of data processing that are alleged to secure log 

management that is based on the cloud and introduces a 

framework for it using anonymous protocols. The security 
issues are discussed in the work during all phases of the log. 

One of the distinctive challenges is outsourcing log 

management [63]. Zawood introduced and implemented secure 

logging as a service for network logs, which ensures the 

confidentiality of the cloud users. Furthermore, to preserve the 

cloud’s integrity, proofs of previous logs are recorded [64]. 

Rajalakshmi analyzed the problem and challenges of secure 

logging and introduced homomorphic algorithms as a solution. 

The proposed framework fulfills confidentiality, integrity, 

privacy, and correctness [65]. The website also implements 
secure logging; the author worked on the detection of fraud 

certificates and introduced certificate transparency for logging 

through cryptography. It is based on Merkle tree hashing along 

with authentication. Two security goals are achieved in the 

work, which is secured against malicious loggers and malicious 

monitors [66]. Another author proposes a method to protect 

sensitive data. It secures the log entry by encrypting the random 

cryptography key and the auditor’s secret key. Moreover, the 

fake key is encrypted by using the secret key of the auditor 

[67]. 

2.6. Spam Filtering 

Figure 7 presents an overview of the above work, i.e., a 

comparison between services based on cloud and web by spam 

filtering. 

 
Figure 7 Comparison Between Services Based on Cloud and Web by Spam Filtering 

Spam filtering is an important security measure. For this, an 

author analyzed the two main problems, that is, data protection 

and data filtering for data owner and data recipient, 

respectively. Spam image is detected with the help of soft 

computing methods for intelligent character recognition. The 

authors analyzed the problem of HOG and overcame it by 

proposing STRHOG. This improved method helps in beneficial 

in intelligent character recognition and the nearest neighbor 

classifier is used by the authors to present a fair comparison 

between the proposed and the existing one [68]. Aun studied 

different techniques and challenges of spam filtering. 

Additionally, spam filtering based on the server is deployed on 
a cloud environment for the test which results in a bad impact 

on scalability. To address this issue, a framework is proposed 

for cloud spam filtering which is scalable [69]. She studied the 

problem of bulk spam. They proposed a method in which spam 

is filtered on clouds with the help of fingerprint sharing [70]. 

Spam filtering for web services like social media is also 

important. For this, an author discussed the challenges caused 

by diversity in web service spam. He presented that Monarchies 

can come up with accuracy and protection but this cannot be 

generalized. Moreover, they found that spam purposing emails 

are different from spam campaigns purposing Twitter. The 

result shows Monarch’s scalability and this can protect Twitter-

like service [71]. Additionally, another author proposes a 

method for spam message filtering for Twitter [72]. 

2.7. Data Storage and Protection 

Figure 8 presents an overview of the above work, i.e., a 
comparison between services based on cloud and web by data 

storage. 
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Figure 8 Comparison Between Services Based on Cloud and Web by Data Storage and Protection 

Author Odun studied data storage in the cloud. Issues on the 

services of cloud storage were discussed in the work along with 

the trends of cloud storage. At last, the author provides a 

comparative analysis between IBM cloud object and Amazon 

S3 [73]. The author proposes a flexible method for data storage 
in the cloud which is encryption based on the cipher-text policy 

which makes user revocation efficient. This is implemented by 

using the policy of the user group. Moreover, to avoid a 

collision attack, a certificate is attached to the private key of the 

user. The result shows that the computation cost is 

comparatively low for limited resource devices [74]. Another 

author studied storage as a service for enterprise solutions and 

explained its pros and cons. From this paper, it can be 

concluded that storing data on the cloud is more beneficial than 

local server storage [75]. An intelligent cryptography method is 

proposed by Li, through which partial data cannot be reached 

by cloud providers. It divides the files and stores them on 
distributed servers. AD2, SED2, and EDCon algorithms are 

included in the work [76]. Hu proposed a secure scheme of 

access control for the storage of big data in the cloud. This 

scheme is based on the NRTU cryptosystem. It overcomes the 

failures of the original NRTU. The cipher-text is updated with 

the updated access policy précised by the data owner, this also 

helps in the validation and recovery of plain text [77]. 

Secure data storage on websites is as important as securing data 

on the cloud. For the same, the author presents a 

communication system where the user needs not to 

communicate with each server individually. Besides, the 
information is communicated between the first and second 

servers. The first request is received by the first web server and 

then after any one of the second web servers receives the 

request from the first web server [78]. Fanli introduced a 

method of storing data by making copies of it and storing them 

in different blocks. These copies are periodically checked as per 

the recent importance level [79]. 

2.8. Password Hashing and Storage 

Figure 9 presents an overview of the above work, i.e., a 
comparison between services based on cloud and web by 

password hashing and storage. 

For achieving confidentiality, the password needs to be secure. 

Madabatulla enhances the security of OTP by implementing 

one more layer which comprises special information of the 

user. This system consists of four-layer protection that is 

secure, traditional, highly sensitive, and responsive [80]. A 

method is proposed which can detect frequent and infrequent 

patterns of passwords, which results in a validation system and 

uncommon password creation. Its overall results in improved 

password strength [81]. The author studied different password 

hashing techniques with practical proofs that are GPU based. 
With the help of cloud computing, password hash dumping is 

also investigated. A comparison between the cracking time of 

distinct password hashing is provided in the paper [82]. For 

hybrid cloud services, the author discusses various means of 

password encryption. Data owner and data receiver encryption 

are also discussed using hash functions and diagrams for the 

same are provided. In the work, a prevention system is 

presented against the Brute-Force attack. Using the hash 

function, a new cryptographic key is generated which makes 

the system secure, and to enhance it one time a password is also 

used. The result showed that not a single time the proposed 
system is unsuccessful in protecting against Brute-Force attack 

[83]. Proposed password management approach which does not 
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store passwords like others, three parameters are used in it to 

identify the user who is stored on a local device [84]. 

End users are interacting with websites too, so password 

security on web servers is also required. In the work, Machine 

learning is used. Existing passwords are used to train the 
machine and then the passwords are categorized and created 

after which the strengths of the passwords are calculated [85]. 

The default framework of web applications and CMS settings 

are essential for password protection. Password guessing types 

of attacks are formulated with hashing schemes for famous 

CMS along with web applications discussed. The study 

concludes that the majority of CMS and web application 

frameworks use antiquated hash functions [86]. The author 

enhances the security of the website by providing a random 

hash function to the user. They address the problem that if in 

case a database is hacked then the salt can be cracked after 
being easily identified. That’s why salt is variable or 

continuously changing and hidden [87]. For the data protection 

of the information system, two-component authentication is 

used. The first is a one-time password that is time-based and 

another is SHA1. The result shows that the proposed system is 

secured against attacks. Test results show that 30 seconds are 

sufficient to prevent a hacker’s logging in [88]. 

 

Figure 9 Comparison Between Services Based on Cloud and Web by Password Hashing Storage 

2.9. CAPTCHA Generation with its Verification 

Figure 10 presents an overview of the above work, i.e., a 

comparison between services based on cloud and web by 

CAPTCHA generation for its verification. 

Besides, passwords, CAPTCHA generation, and verification 
need to be secure. The author proposes a hybrid captcha 

method for implementing multilevel authentication of users. It 

defines an advanced category of cognitive captcha [89]. 

Another author focuses on the copy puzzle CAPTCHA and 

used supervised learning for the detection of bots. Access logs 

and previous attacks, by adding flags to them, are used as the 

training dataset. The result shows high accuracy and better 

performance of the proposed system [90]. Althamary 

introduced a new method for authentication where a user’s 

password is combined with a CAPTCHA to generate a new 

passkey. It results in being resistant to various types of attacks 

and the problem of password guessing [91]. A configurable and 

robust CAPTCHA service based on the cloud is proposed in the 

work. It uses hand gestures that are animated to present the 
sequences of characters [92]. Improved CAPTCHA generation 

for mobile devices is introduced by the author, which uses 

distributed verification. It also leads to less response time for a 

user [93]. For a long course of time, CAPTCHA is used for 

securing web servers. The author proposes a method that uses 

linguistic CAPTCHA, it is generated using the language of a 

particular region that will be difficult for an automated bot to 

crack [94]. CAPTCHA based on an image is introduced by das 

along with multiple choice questions on the given set of images 

which results in a higher level of difficulty for bots to crack. 
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This CAPTCHA is generated by implementing deep learning 

[95]. Another author proposed a robust CAPTCHA generation 

method that uses a modal completion to enhance the security of 

CAPTCHA. Aftereffects and colors are added to enhance its 

visibility [96]. For protection against smart bots, Torky 
proposes Necklace CAPTCHA which is based on an image and 

generates its test result on a necklace graph. The result proved 

that the introduced system is more efficient and more secure 

than the compared ones [97]. 

 

Figure 10 Comparison Between Services Based on Cloud and 

Web by CAPTCHA Generation with its Verification 

2.10. Software Widgets Like Password Strength Meter 

Figure 11 presents an overview of the above work, i.e., a 

comparison between services based on cloud and web by 

password strength meters. 

 
Figure 11 Comparison Between Services Based on Cloud and 

Web by Password Strength Meters 

After studying the existing problem of password security for 

websites, researchers have made a password strength meter that 

tells whether the chosen password is either durable or not or the 

time taken to crack it. Tabular analysis of Password meter 

websites is also presented in the work [98]. The author 
proposed a password strength meter which is based on the 

Markov model. Mathematically, it shows that this model 

prevents the attack of password guessing and shows improved 

results in terms of accuracy and security [99]. Sachin 

introduced a password strength engine which is used to 

calculate the strength of the password. The complexity of the 

password is calculated and with the help of the protection 

function, the estimated cracking time is also calculated [100]. 

Evernote note-taking application is discussed in the work in 

which the password strength meter is used to create secure 

passwords for the user [101]. 

2.11. Security Scanner 

Figure 12 presents an overview of the above work, i.e., a 

comparison between services based on cloud and web by 

security scanning. 

 

Figure 12 Comparison Between Services Based on Cloud and 

Web by Security Scanning 

For a cloud computing environment, security scanning is 

achieved by using security as a service and for web 

applications, effective security scanners are proposed like 

Andrain developed security scanner to incorporate security 

problems [102].  

Another author Seng scan the web application by simulating 
pen tester action. It penetrates web application attack strings 

[103]. Also, Idrissi evaluated different WAVSS based on their 

effectiveness and it was concluded that the performance of 

every scanner depends on the type of vulnerability [104]. 
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2.12. Firewall 

 

Figure 13 Comparison Between Services Based on Cloud and 

Web by Firewall 

Figure 13 presents an overview of the above work, i.e., a 

comparison between services based on cloud and web by 

Firewall. 

Authors proposed different types of firewalls for cloud 

computing environments like Hempfling and did a detailed 
study and implementation of firewalls using packet filtering by 

IP tables for cloud computing [105]. 

Dezhabad introduced a firewall as a service that is implemented 

in the environment of cloud computing virtualized network 

functioning. Auto scalability of a firewall that is dynamic is 

proposed in it [106]. Additionally, praise the proposed firewall 

that is based on reinforcement learning with pattern matching 

[107]. Another author introduced for smart grid networks 

DDOS attack is prevented by the proposed open flow firewall 

[108]. 

For web applications, the author thoroughly discussed the 
benefit of a web application firewall with an overview of 

models of traffic filtering [109]. Sahin worked on an efficient 

firewall, a system is proposed by implementing KNN, and 

efficient results have been achieved [110]. Ito proposed a 

system that overcomes the problem of different malicious 

attacks by using the approach of character level convolution 

neural network which gives accuracy up to 98 percent [111]. 

In this section, most relative worked done by the researchers 

has been addressed. Over 100 research has been considered and 

discussed in various categories in this review. The novelty of 

this reviews is to identify and categorized the comparative 

parameters into twelve different categories as discussed above. 
The comparative analysis and bibliometric analysis of recent 

work in the research filed has been discussed in the next 

section. 

3. COMPARATIVE ANALYSIS 

A thorough study of several papers is being conducted in this 

paper. These papers are studied with different research 
parameters. Furthermore, both cloud-hosted and web-hosted 

services are discussed. A comparative analysis of both hosted 

services was also discussed by a few authors in 2010 Molnar 

compared and analyzed the cost and benefits of both cloud-

hosted services and self-hosted services. Furthermore, the 

threats, countermeasures, and shared infrastructure of cloud 

hosting were described. This study concluded that the cloud is 

economic in terms of cost and elasticity compared to self-

hosting infrastructure presented by these research parameters 

[112]. 

In 2015, Ravichandran proposed an automated tool that 
migrates a website from one hosting architecture to another. 

The first server architecture consists of services that are specific 

for one website and the second one consists of plural services to 

multiple machines and unaffiliated websites [113] and in 2017, 

Lorenc compares IAAS with traditional web hosting in terms of 

its cost. Three distinct types of sites are analyzed during the 

work. It was concluded that in terms of availability and 

Resilience both are same. For the selected sites, traditional 

hosting comes out to be better than cloud in terms of cost [114]. 

Only during these years, the above authors compared cloud-

hosted services with web-hosted services. After that, no specific 

work is found in this area. So, this work aims to focus on a 

detailed comparison between these two. 

3.1. Review Outcomes 

In this review, a detailed comparative analysis between cloud-

hosted and web-hosted services is presented by the research 

parameters. Table 2 and Table 3 present the comparative 

analysis of cloud and web hosting services based on different 

security parameters as classified by SLR. 

Most of the research papers consist of comparative analysis in 

the form of tables. In this work, the comparative analysis is 

presented in the form of graphs and charts. This analysis is 

done on several bases like the related work done in different 
countries, related work done from the year 2010 to 2020, and 

more. From this type of analysis, a few conclusions have been 

made which are discussed in the next section. These graphs are 

presented in Figures 14 to 16. 

Figure 14 presents three field plot captures of the authors who 

worked on the mentioned research parameters or the related 

research keywords that are included in the work from 2010 to 

2020. Most cited journals are included in this graph. The 

included authors belong to different countries and published 

their work in different journals. It can be concluded that: 
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Most of the authors are interested in cloud-hosted services. 

Another prominent topic among the authors is the Internet of 

things and web-hosted applications. The least prominent topics 

are the rest of the research parameters. 

Table 2 Comparison Between Cloud-Based and Web-Based Services Based on Cryptography, Certificate Generation, Self-

Protection, Secure Logging, Spam Filtering, and Data Storage 

Parameters Criteria 
Pros and 

Cons 
Cloud-Based Services Web-Based Services 

Cryptography 

Hybrid method 

Pros 

Combination of RSA and 

DES [27] or a 

combination of RSA and 
AES [28][31] 

Combination of cryptography 

and steganography [40] 

Cons 
Only a combination of 

RSA with others is found 

Combination of RSA with 

others not found 

Encryption based 

Pros 
Password [33] and Agent 

i.e., MA-ABE.[34]  

XML based encryption [41] 

Cons - Passwords are not used 

Certificate 

Generation 

Generation 

Pros 

Key pair, the combination 

of the public and private 

key, is used for it [43] 

Automated certificate 

generation [47]  

Security token mechanism 

using PKI pair is used [48] 

Cons 
No automated framework 

for certificate generation 
Key Pairs are not used 

Authentication 

Pros 

Two-factor authentication 

details biometric 

authentication with one 

time key [46] 
A generalized digital 

certificate is used for user 

authentication [49] Associated Digital 

certificate is used to 
prevent unauthorized 

access [44] 

Cons 

Generalized and multi-

factor authentication not 

found 

Multi-way authentication not 

found 
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Self-protection 

Automated 

framework 
Pros 

Automated `data 

encryption and data 

auditing [50] 

Automatic security 

management detects, 

identifies, and estimates the 

attacks and takes a sequence 

of effective actions for 

protecting the computing 
system [58] 

Malicious attack 

Pros 

For intrusion detection, 

an approach namely 

SECURE is used [51] 

An adaptive and secure self-

protecting architecture for 

Denial-of-Service attacks is 

introduced [57] 

Cons 
Worked only on a few 

types of Attacks 

Worked only on a few types 

of attacks 

Secure-logging Secure log entry Pros 

Public and secret key is 

used for signing and 

verification of log data 

[60] 

 

 

 

Secures the log entry by 

encrypting random 

cryptographic key and 

auditors secret key [67] 

 

 

Identity proofs are used 

for secure logging [61] 

  Cons 
Most researchers worked 

on encryption only 

Most researchers worked on 

encryption only 

Spam- filtering   

Pros 

Soft computing methods 

like STRHOG are 

proposed [68] 
Monarch can be used to 

protect Twitter-like services 

[71] 

 
Fingerprint sharing is 

used for spam filtering 

[70] 

Cons - No robust system 

Data storage Data storage 

Pros 
Encryption based on 

cipher-text policy [74] 

Storing data by making 

copies of it and storing them 

in different blocks [79] 

Cons 
Copies are not 

maintained 
Encryption is not used 
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 Data protection  Pros 

An intelligent 

cryptography method is 

proposed through which 

partial data cannot be 

reached by cloud 

providers [76] 

Communication system 

where the user needs not to 

communicate with each 

server individually. Besides 

the information is 

communicated between the 

first and second server [78] 

Table 3 Comparison Between Cloud-Based and Web-Based Services Based on Password Hashing, CAPTCHA Generation, 

Software, Widgets, Security Scanner, and Firewall 

Parameter Criteria 
Pros and 

Cons 
Cloud-Based Services Web-Based Services 

Password hashing 

Security 

enhancement 

Pros 

Security of OTP is 

increased by 

implementing one more 

layer [80] 

Machine learning is used to 

calculate the strength of the 

passwords [85] 

Cons 
Machine Learning not 

implemented 

Worked only on password 

strengths 

Hash function Pros 

Data owner and data 

receiver encryption is 

discussed using hash 

functions [35] 

Many of the CMS along with 

web application frameworks 

implement antiquated hash 

functions [86] 

CAPTCHA 

Generation 

Different 

methods 

Pros 

Hybrid captcha method 

for implementing 

multilevel authentication 

of user [89] 

Linguistic CAPTCHA is used 

[94] 

Animated hand gestures 

are used for CAPTCHA 

generation [92] 

CAPTCHA based on the image 

is introduced along with 

multiple choice questions on 

the given set of images [95] 

Capy puzzle CAPTCHA 

and supervised learning 

for the detection of bots 

[90] 

Amodal completion to 

enhance the security of 

CAPTCHA [96] 

Cons - 
Less work on artificial 

intelligence 
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Software widgets 
Password 

Strength Meter 

Pros No specific work Based on Markov Model [99] 

Cons 
Automated framework 

missing 

Automated framework 

missing 

Security Scanner Scanning 

Pros Security as a service 

Scan web application through 

simulating pen tester action 

[103] 

Cons Specific work not found 

The performance of every 

scanner depends on the type of 

vulnerability [104] 

Firewall 

Different 

methods 
Pros 

firewall using packet 

filtering by potables [105] 

firewall with an overview of 

models of traffic filtering [109] 

Artificial 

intelligence 

 

Pros 

firewall based on 

reinforcement learning 

with pattern matching 

[107] 

An efficient firewall system is 

proposed by implementing 

KNN [110] Character level 

convolutions neural network is 

implemented [111] 

Cons - - 

Figure 15 and Figure 16 presents the related work done in the 

following countries. There are ample of other countries where 

the research work with same parameters is done. 

In Figure 15, it would be tedious to mention all countries, so 

only the major of them are presented in the chart. The 

remaining countries are Republic of China, Greece, Germany, 

Pakistan, Saudi Arabia, Israel, New Zealand, Australia, UAE, 

Malaysia, California, Kentucky, South Korea, Japan, Poland, 

Iraq, Egypt, Canada, Bangladesh, Nigeria, Spain, Indonesia, 

Russia, Bahrain, Mississippi, and France. 

In Figure 16, all countries are shown in the form of a world 

map. The darker shade of blue implies the most relevant 

sources included from that specific country. 

From this graph, it can be concluded that China and USA are 

the countries where most of the research work on the same 

parameters is done. 
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Figure 14 Three Plots Capture the Authors and Research Parameters 

 

Figure 14 Country-Wise 
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Figure 15 World Map 

4. OPEN RESEARCH ISSUES AND CHALLENGES 

The major objective of this study was the produce different 

issues and research problems for the research community. After 

analyzing Table 2 and Table 3 and all graphs and charts, the 

following research challenges have been concluded: 

 Hybrid algorithms are not introduced for web-based 

services 

Hybrid algorithms are used by the authors for enhancing 

security in cryptography. For web-based services, the authors 

proposed an advanced algorithm that combines cryptography 

and steganography for enhancing the security of private 

information [26]. A combination of RSA and other algorithms 

similar to this is not used in the related work. 

 In the field of cryptography, for cloud-based services, most 

of the work combines RSA with others 

because of the advantages of RSA, it is one of the widely used 

algorithms in public-key cryptography for reliable data 

transmission. Hence, it is used by many authors in hybrid 

algorithms. One of the authors proposes a hybrid RSA which 

combines two different keys, that is, the combination of a 

private key with the public key for encryption and decryption 

[38]. 

 In the field of cryptography, for web-based services, 

encryption based on passwords is not used 

For web-based services, a key pair combination is not found for 

certificate generation. For web-based services, multi-factor 

authentication of digital certificates is not used. The work done 

for the authentication of digital certificates uses the general 

information of a user. The introduced certificate does not 

contain any public key of the user, rather than this entails birth 
certificate information, driving license information, etc. It is 

used as a secret token. Protocols based on discrete logarithm 

and integer factoring are used to achieve authentication [49]. 

 A generalized digital certificate can be implemented in the 

cloud too 

For the authentication of digital certificates in the cloud, the 

most recent work implements two-factor authentication 

entailing biometric authentication with one-time-key [46]. The 

idea of using a generalized digital certificate that entails birth 

certificate information, driving license information, etc. No 

automated certificate generation framework is found for the 

cloud computing environment. 

For a self-protection environment, more malicious attacks can 

be tested other than DOS and intrusion detection. 

For web-based services, the authors tested a self-protection 

environment for DOS attack, this attack makes the website 

unavailable for a course of time, and for cloud-based services 

intrusion detection is tested. Other than DOS attacks and 

intrusion detection, password attack, SQL injection attack, Man 

in the middle attack, etc. can also be tested further. 

 Mostly encryption is used for secure logging 

To protect data or information from no secure access, 

encryption is used. This is the method that secures the data. 
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Therefore, it can also be used for secure logging. Signing and 

verifying of log data is implemented and evaluated in previous 

work [60]. For the logged user, the public key is implemented 

to validate the integrity, the secret key is used for the generation 

of signatures of the log. Secure logging can also be ensured by 

validating the user by other means. 

 No robust work is introduced in web-based spam filtering 

In general, spam filtering is used in emails and social 

networking sites. As cloud services are getting popular and 

widely used all over the globe, they are also prone to spam. 

Hence, certain authors implement spam filtering for the cloud 

by using certain methods and fingerprint sharing [68] [70]. 

 No robust system for web-based data protection 

For data protection in web-based services, most recent work 

uses a communication system where the user needs not to 

communicate with each server individually. Besides, the 
information is communicated between the first and second 

servers, hence the protection data [78]. Likewise, cloud-based 

services implement an intelligent cryptography method through 

which partial data cannot be reached by cloud providers [76]. 

 Machine learning is not used for cloud-based password 

hashing and security 

Machine learning is an intelligent method to train the system. It 

has been observed that for the security of passwords and 

password hashing, machine learning is not used in the previous 

works, which can be implemented by observing the patterns of 

passwords and many more. 

Machine learning is less used for web-based CAPTCHA 
generation: For cloud-based services, the detection of bots is 

implemented by using supervised learning [90]. For web-based 

CAPTCHA generation, different methods have been used as 

discussed in Table 1 and Table 2. For the same, machine, 

learning can also be implemented. 

 No specific work is done for cloud-based password strength 

meters and security scanning 

Most passwords are used for secure logging on a web service. 

Hence, most web services implement password strength meters. 

Along with authentication, for secure logging in the cloud, 

password strength meters can also be implemented. Along with 

it, security scanning comes under security as a service only. 

Spam filtering and software widgets are the least favorite topics 

among authors: Spam filtering and software widgets are the 

least favorite topics among authors who publish their work 

between the years 2020 to 2011. 

The above observations are open research problems identified 

based on a systematic literature review of both cloud and web-

hosting services with different security parameters. These 

research gaps are the need to minimize and encourage the 

researchers to develop some new mechanisms to provide more 

security to both techniques. 

5. CONCLUSION 

The objective of this work is to compare cloud-based and web-

based services based on particular research parameters. For this, 
more than 250 articles have been studied out of which more 

than 100 papers have been cited. These papers are collected 

from 32 different countries. The comparison between cloud-

based and web-based services is done based on eleven research 

parameters. These parameters are mentioned in Section 2. A 

detailed comparison is presented in Tables 1 and 2 and a 

comparative analysis of the same is provided in Section 4. This 

section presents the comparative analysis in the form of graphs 

and charts. This cannot be concluded which one is better either 

cloud-based service or web-based service. However, as the 

cloud’s services and characteristics provide lots of 
functionality, it is the main concern and highlighted topic in the 

IT sector. Because of this, most researchers are interested in 

cloud-based services. However, few web-based services are 

more advanced than cloud-based. Furthermore, in the future 

this comparison can be done with other parameters and analysis 

can be made using other graphs and charts. 
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