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Abstract – Fog computing complements cloud computing by 

locating computational resources near end-users, sharply 

lowering latency and enhancing data processing efficacy for 

mission-critical applications. With the rapid proliferation of 

Internet of Things (IoT) devices and data generated from them, 

it has become crucial for efficient and dynamic management of 

resources in fog environments. Classic resource provisioning 

approaches tend to depend on fixed algorithms or heuristics, 

which are weak in coping with the extremely dynamic and 

heterogeneous nature of contemporary fog networks based on 

changing workloads, user mobility, and diverse network 

conditions. We propose and test a Q-learning-based optimization 

approach in an endeavor to improve performance in a simulated 

fog computing network. OMNeT++ is used for simulation, a 

sophisticated network simulation platform. The suggested 

solution employs a hierarchical fog network topology composed 

of master and slave fog nodes that collaborate to carry out user 

requests and allocate resources. Employing Q-learning, an 

algorithm for reinforcement leaning, the system learns in terms 

of real-time network status, allowing it to dynamically maximize 

resource allocation and task scheduling choices to enhance main 

performance metrics. The performance of the system, that is, 

throughput, response time, and drop rate, is assessed for 

different user loading scenarios (5, 10, 15, 20, and 21 users). The 

experiment is conducted in two different configurations: one 

being the baseline without the suggested Q-learning mechanism 

("without Q-learning") and another with the Q-learning 

mechanism enabled ("with Q-learning"). The baseline case has 

deteriorated performance metrics as the user base grows, 

reflected in higher response times, reduced throughput, and 

increased drop rate, which indicate congestion and poor 

resource management. Conversely, the situation employing Q-

learning shows drastic improvements in all the metrics tested. 

Outcomes indicate a higher throughput, an enormous reduction 

in response time, and a lower rate of drops, particularly under 

heavy user loads. The Q-learning algorithm efficiently alleviates 

network congestion and optimizes resource allocation by 

learning to choose optimal actions from a dynamically updated 

reward system based on network state information. The 

simulation setup details, such as particular configurations of 

mobility patterns (circular and linear), radio wave propagation, 

network elements (compute brokers, base brokers, routers, 

access points), and MQTT app parameters, are introduced. The 

state space, action space, and reward function of the 

reinforcement learning model are specified, including Chapman 

probability to potentially serve to improve state transition 

modeling and decision-making precision within dynamic 

contexts. The findings show that the Q-learning-based approach 

significantly surpasses the conventional approach (embodied by 

the baseline) in sustaining network effectiveness, controlling 

congestion, and maximizing resource allocation under different 

loads and mobility. This research confirms the viability of 

reinforcement learning methods for resource optimization in 

complex fog computing environments, with a view to future 

investigation of more sophisticated machine learning 

approaches. Subsequent work would involve investigating 

hybrid learning models, testbed implementation in real-world 

environments, and thorough scalability analysis to enhance 

system responsiveness and resilience further. 

Index Terms – Fog Computing, Q-Learning, OMNeT++, 

Reinforcement Learning, Resource Management, Throughput, 

Latency, Task Scheduling, IoT. 

1. INTRODUCTION 

Fog computing, as an extension of cloud computing, is placed 

strategically nearer to end-users and Internet of Things (IoT) 

devices. This allows for the delivery of computational, 

storage, and networking facilities at the network edge, largely 

minimizing the use of remote cloud data centers [1, 2]. The 

main aim of fog computing is to reduce latency, contain 

bandwidth usage in the core network, and improve the 

efficiency of time-constrained and spatially dispersed 

applications, especially those generated due to the widespread 

proliferation of IoT devices.[3, 4, 5] 

The fast pace of development and ubiquitous deployment of 

IoT devices across diverse fields, such as smart cities, 

industrial automation, healthcare, and transportation, have 
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resulted in an enormous amount and speed of data generation. 

Conventional centralized models of cloud computing usually 

struggle to cope with the low-latency feedback and high-

bandwidth processing requirements of such applications [6] 

Fog computing resolves this by providing decentralized data 
processing and resource-sensitive utilization features in the 

middle area between edge devices and the cloud [7, 8]. A key 

problem in developing effective fog computing systems is the 

efficient handling and allocation of heterogeneous resources 

across multiple kinds of user requests and dynamic 

workloads. [9, 10] 

It is further complicated by issues such as device mobility, 

network heterogeneity, diverse application requirements, and 

ensuring Quality of Service (QoS) [2, 11]. Traditional 

resource allocation methods, which are based on static 

algorithms or naive heuristics, are often not capable of 
adapting very well to the ever-changing conditions within a 

distributed fog network [4, 12].  

This static paradigm may incur suboptimal performance in 

terms of throughput, response time, resource usage, and 

energy efficiency, particularly under high load or dynamic 

workloads [13]. To break through the shortcomings of static 

methods, smart and adaptive solutions must be employed [6, 

14]. Reinforcement learning (RL), more specifically Q-

learning algorithms, provides a viable paradigm towards 

realizing adaptive resource control and smart task scheduling 

in dynamic fog networks [15] 

RL agents can acquire optimal decision-making policies by 
interacting with the environment, adjusting their policy based 

on measurable performance indicators and rewards. Such 

capability renders Q-learning an ideal solution to optimize 

resource allocation and task offloading choices in real-time 

uncertain fog environments [8, 16]. This study is driven by 

the timely need for intelligent and adaptive resource control 

mechanisms in fog computing networks in order to 

accommodate modern IoT applications' rising complexity and 

magnitude.  

The main aim of this study is to deploy and test the efficacy 

of a Q-learning based dynamic resource management 
technique in a simulated fog computing network developed 

with the help of the OMNeT++ network simulator. 

Particularly, we seek to show how a reinforcement learning 

solution can improve on the throughput, response time, and 

drop rate of key performance indicators over a baseline with 

no such adaptive smarts. [17] 

The architecture of the simulated system in this paper is 

hierarchical with master and slave fog nodes. Slave nodes are 

responsible for performing local data processing operations, 

whereas master nodes perform more sophisticated requests, 

task allocation, and coordination within their clusters. We also 

investigate the integration of Chapman probability functions 

to possibly increase the learning efficiency and decision 

accuracy of the Q-learning agent in dynamic networks [9]. 

The main contributions of the paper are as follows:  

 Execution and evaluation of a Q-learning policy-based 

dynamic resource management scheme in an extensive 
simulation environment for fog computing built with the 

help of OMNeT++.  

 In master-slave hierarchical architecture design and 

simulation of fog nodes are customized to manage 

scalable and resource-conscious workloads. 

 Integration and initial experimentation of Chapman 

probability functions to maybe enhance the Q-learning 

agent's learning performance and decision accuracy in 

resource allocation problems. 

 Extensive experimentation and analysis of system 

performance under different user loads (5, 10, 15, 20, 21 
users) and mobility patterns, determining the effect of the 

Q-learning method on the main performance measures 

such as throughput, response time, and drop rate in 

comparison to a baseline non-adaptive one. 

The rest of this paper has the following arrangement: Section 

2 explains the methodology, the simulation configuration, 

network model, and Q-learning algorithm implementation. 

Section 3 discusses the results from the simulations. Section 4 

offers an extensive discussion of the results, explaining the 

outcomes and comparing the system performance with and 

without the application of Q-learning. Section 5 discusses the 
limitations of the study. Section 6 outlines future work 

directions. Section 7 concludes the paper by outlining the 

primary findings and implications. 

2. METHODOLOGY 

This work applies to a simulation-based approach to 

comprehensively assess the performance of a Q-learning-

based resource optimization approach in dynamic fog 

computing environments. The simulation is conducted based 

on the OMNeT++ network simulator, with configurations 

established for scenarios simulating realistic user mobility, 

varying application workloads, and hierarchical fog network 

architecture. [11] 

2.1. FogNet Computing Model and Simulation Setup 

The fog computing system, which is simulated, consists of 

two distinct clusters with a total area of 1500m × 1500m. One 

of the salient aspects of the proposed model lies in the 

introduction of a hierarchical structure of the nodes within the 

two clusters, which includes master and slave fog nodes. The 

slave nodes are primarily responsible for executing local jobs 

and processing local requests. Master nodes function in a 

coordination role, managing inter-node communication, 

mapping intricate tasks to nodes, and load balancing for the 
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cluster. Hierarchical organization allows for efficient resource 

management and scalability. The simulation also incorporates 

a combination of static user totals (5, 10, 15, 20, and 21) to try 

out the performance of the system under different loads. 

Along with this, to imitate the dynamicity of edge 
environments, two kinds of user mobility models – linear and 

circular mobility – are employed. [18] 

The novelty of the proposed method lies in the integration of 

the Q-learning algorithm, a model-free reinforcement learning 

approach, which aims to facilitate intelligent and adaptive 

decision-making for task offloading and resource allocation in 

the fog network [19]. In order to evaluate the effectiveness of 

this method, simulation and evaluation are performed under 

two scenarios: 

Scenario 1: Without Q-learning (Conventional Setup): 

This is a baseline since it's a more traditional or non-adaptive 
resource allocation approach where task allocation is based on 

pre-established rules without real-time learning. 

Scenario 2: With Q-learning (Intelligent, Adaptive Setup): 

In this scenario, the Q-learning algorithm is pretty much at 

play. The algorithm learns optimal actions from what it 

observes in the system (e.g., node load, delay, available 

CPU/bandwidth) and adapts its policy through rewards 

obtained. The reward system is designed such that it promotes 

the action which gives lesser response time, improved 

throughput, and reduced drop rates. [20] 

Also, as presented in this study, applying the Chapman 

probability functions in the Q-learning algorithm is possible. 

This integration is aimed at potentially increasing the 
accuracy in predicting upcoming state changes, hence 

speeding up learning con-vergence and making more 

informed decisions, particularly in probabilistic and dynamic 

network environments [9]. 

The performance of the system in both scenarios is 

quantitatively determined by key parameters: throughput, 

response time, and drop rate [13]. The use of energy was 

considered but not fully investigated in this work because of 

scope or data available and thus will be addressed in future 

work. The simulated output is carefully examined to 

demonstrate the potential of employing reinforcement 
learning techniques in optimizing performance in fog 

computing systems [17]. Figure 1 illustrates the overall 

simulation process phases, conceptually similar to research 

workflows found in literature [7] and Table 1 provides a 

summary outlining the different phases of the fog computing 

network simulation study, including the tasks performed and 

their expected outcomes.  

 

Table 1 Phases of Fog Computing Network Simulation 

Phase Task Expected Outcome 

Literature Review 

 

Study existing literature on fog computing 

and Q-learning 

Comprehensive understanding of current 

methods and identification of gaps in research 

 Identify key performance metrics 

(throughput, response time, drop rate, 

energy efficiency, computational 

overhead) 

Expanded list of relevant metrics for 

evaluating fog computing performance 

 

Simulation 

initialization 

 

Defining network topology with 2 clusters 

(1800m x 1800m) and multiple 

hierarchical levels 

A comprehensive simulation network model 

that includes nodes, connection, and wireless 

properties 

 Determine Master and Slave fog nodes 

with adaptive task offloading strategies 

Functional fog computing environment with 

hierarchical structure and intelligent resource 

distribution 

 Create user requests using random 

mobility models and different user 

numbers (5, 10, 15, 20, 21). 

Realistic workload and mobility simulation 

for stress testing the fog network 

 

Q-learning 

Implementation 

 

Define state space, action space, and 

reward function, incorporating QoS 

constraints 

Q-learning model tailored to fog computing 

with dynamic resource allocation strategies 
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 Initialize Q-table and parameters (α, γ, ε) 

based on empirical studies and 

hyperparameter tuning 

A refined reinforcement learning model 

prepared for simulation and adaptive training 

 

 Use Q-learning with real-time learning 

updates in a simulation setting. 

Adaptive resource management mechanism 

improving fogNet efficiency 

Data Collection 

 

Run simulations with varying traffic loads 

and static user counts (5, 10, 15, 20, 21). 

Collected dataset including throughput, 

response time, drop rate, and power 

consumption 

 Record performance metrics across 
various load conditions, including energy 

consumption 

Comprehensive dataset for performance 

evaluation and scalability testing 

Performance 

Evaluation 

 

Analyze throughput, response time, drop 

rate, and energy efficiency 

Quantitative assessment of Q-learning's 

impact on fog network optimization 

 Plot and display performance indicators 

for various scenarios.  

Results are shown graphically for better 

comprehension and presentation. 

Comparison with 

Other  

Researchs 

 

Obtain performance numbers from recent 

studies on optimizing fog computing. 

Comparative data for benchmarking the Q-

learning approach against existing techniques 

 Compare Q-learning results with 

traditional methods (e.g., static, heuristic-

based, deep learning approaches) 

Insights into the strengths and potential 

limitations of Q-learning in fog networks 

 

Analysis & 

Conclusion 

 

Interpret results, discuss findings, and 

highlight practical implications 

Comprehensive discussion on the feasibility 

and real-world applicability of Q-learning in 

fog computing 

 Provide recommendations for future 

research, including hybrid learning models 

and real-world deployments 

Future research directions to enhance fog 

computing optimization strategies 

 

 

 
Figure 1 Phases of the Research Simulation Process 
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Figure 1 illustrates the Key Phases Involved in the research 

study, from literature review and simulation initialization to 

data collection, performance evaluation, and analysis. 

2.2. FogNet Simulation Parameters 

FogNet simulator is a simulated environment set to emulate 
an identical wireless fog computing network with wireless 

communication and mobility of the users as the primary 

parameters. These parameters are selected to develop a 

testbed that is manageable yet representative in assessing the 

complexities of the fog computing system. The simulation is 

carried out with OMNeT++, which is a modular C++ discrete 

event network simulator well known for having a very high 

level of flexibility in modeling a wide range of network 

protocols and network structures [11]. The fundamental Q-

learning parameters and simulation parameters are shown in 

Table 2. 

Table 2 Simulation Parameters 

Parameter Value 

Number of Users 5, 10, 15, 20, 21 

Compute Broker Standard Compute 

Base Broker Standard Compute 

Router IPv4 Network Configurator 

Radio Medium Ieee80211ScalarRadioMedium 

Q-Learning Parameters 

Exploration Rate (ε)  
0.1 (after initial decay, initially 

1.0) 

Learning Rate (α)  0.5 

Discount Factor (γ) 0.9 

Number of States 5 

Number of Actions 3 

Q-learning algorithm is employed in the simulation to support 

adaptive control of resources based on changing network 

conditions. Empirical values for the most important Q-

learning parameters: ε (exploration rate), α (learning rate), and 

γ (discount factor) that were selected aim at a compromise 

between the necessity to explore new potential actions and 

exploiting the best known ones at a given moment [6, 21]. 

State space is calculated dynamically from real-time 

observation of decision-making-critical network conditions 

(e.g., queue lengths, node loading, possible delays). Action 
space is the limited number of resource management actions 

available for execution by the agent. The key goal of setting 

up and running the simulation using these parameters is to 

examine the performance of Q-learning in governing 

computing and communications resources in the fog setting. 

In particular, the simulation hopes to accomplish the 

following objectives: 

 Compare the effect of various user mobility patterns 

(linear movement and circular movement) on key 

performance metrics like throughput, response time, and 

drop rate under the Q-learning environment. 

 Examine system performance at different user loads 

ranging from 5 to 21 users to investigate the response and 

scalability of Q-learning-based resource management. 

 Contrast system performance during execution using Q-

learning versus not using Q-learning, focusing on the 

impact of the reinforcement learning technique in 

enhancing decision-making processes and overall net-

work performance [13, 14]. 

2.3. Network Topology and Components 

FogNet simulation environment consists of a set of essential 
components, and each of them has a different role in the entire 

system of the simulated fog computing environment. They 

provide a desired set of features bundled together in an 

attempt to simulate a good fog system with adaptive workload 

distribution capacity and mobile user service delivery capacity 

[11]. OMNeT++ has been utilized as the simulation 

environment [16], which is a C++-based component-based 

simulation environment for communications network 

simulation and analysis [22]. 

1. Compute-Broker 

Compute-brokers are processing nodes of the fog layer. They 

are tasked with running computational tasks and controlling 
system resources. Compute-brokers in this simulation are 

strategically positioned to run computationally demanding 

tasks and process them. They are also tasked with making 

decisions about task offloading, especially in coordination 

with the Q-learning agent for dynamic resource management. 

2. Base-Broker 

Base-brokers are distribution and coordination points in the 

network. They are primarily data routing management and 

low-latency communication facilitation between end-user 

devices and compute-brokers. Base-brokers are an 

intermediate step, distributing the data load and facilitating 

low-latency, efficient traffic in their zones [23]. 

3. Wireless User Devices 

These are the client devices, which are wirelessly linked to the 

fog infrastructure through access points. They are emulating 

real clients with varied traffic patterns and requiring varied 

services. Mobility of devices introduces network dynamic 

topology and load fluctuation, and this is a significant factor 

to prove the responsiveness and resilience of the system under 

various circumstances. 
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4. Router 

Routers are used in the center to forward data packets 

between different segments of the network. Routers in FogNet 

build end-to-end communication between user terminals, 

base-brokers, and compute nodes. IPv4 network configurators 

are used during simulation to route and manipulate addresses.  

5. Access Point (AP) 

Access points provide wireless access for user mobile devices 

to access the fog computing infrastructure. APs simulate 

physical wireless interfaces ubiquitously provided in 

enterprise or urban environments and provide end-users with 

low-latency mobility and service access [24]. 

2.3.1. FogNet Simulation Scenario 

As conceptually illustrated in Figure 2 and Figure 3, FogNet 

is a systematic fog computing framework made up of wireless 

clients, access points, routers, compute-brokers, and base-
brokers. They are all interconnected to simulate real fog 

configurations with distributed processing and decision-

making [25]. Simulation is specifically designed to simulate 

the dynamic of user mobility, task allocation, and impact of 

dynamic resource allocation policies with various traffic and 

mobility patterns [26]. 

We opted for OMNeT++ in this case, as it is very extensible 

and can be applied to simulate tailored network protocols. 

OMNeT++ allows for a good implementation of network 

layer protocols and straightforward integration of, for 

example, machine learning algorithms like Q-learning to 

analyze their impact on the performance of fog computing in 

a reproducible and controlled environment [11]. 

 

Figure 2 A Conceptual Diagram  

Figure 2 Shows the main components of the FogNet 

simulation environment including wireless users, access 

points, routers, and fog nodes (compute/base brokers).

 

Figure 3 Illustrative Layout of a FogNet Simulation Scenario Within the Defined Cluster Area, Highlighting the Interconnection 

and Placement of Key Components Like Wireless Clients, Access Points, Routers, Compute Brokers, and Base Brokers 

2.4. Mobility and Radio Configurations 

To obtain best simulate realism and other dynamic aspects of 

actual fog comput-ing environments, simulation parameters 

are blended alongside tailored settings of user mobility, radio 

transmission, WLAN configuration, queuing behavior, and 

application-layer traffic. They are emulated using the 

OMNeT++ simulator to simulate dynamic wireless user 

behavior and intercommunication between different fog com-
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puting nodes as realistically as possible. The parameters are 

set for a scalable and realistic model to predict the behavior of 

the network in different and hostile environments. 

2.4.1. Mobility Models 

Mobility is the most ubiquitous attribute in fog computing 
networks where end devices are primarily mobile, affecting 

network load, required resources, and connectivity. The two 

specific mobility models are used in different mobility 

patterns: 

1. Circular Mobility 

This model encourage user to move in a circle with certain 

parameters: center location (cx = 400m, cy = 400m), radius r 

= 350m, speed = 50 m/s, and initial direction = 180°. This 

model simulates constant travel in a region, e.g., what 

happens with city hotspots or UAV patrol [27]. 

2. Linear Mobility 

The linear model emulates linear motion, typical of a user 

moving down a road or corridor. It is called at 40 m/s in 

velocity, 0° in direction, zero acceleration, and at an update 

time of 80 ms [24]. Such mobility models are used to offer 

experimental control with varied levels of user dynamism and 

are essential to the verification of mobility's impact on 

performance criteria such as throughput, delay, and packet 

loss ratio [26]. 

2.4.2. Radio Transmission Setup  

Transmitter Power: 2 mW 

The chosen transmission power is consistent with typical real-

world settings for wireless communication in short to medium 
range. This ensures sufficient signal strength for localized 

communication within fog node coverage areas, which is 

essential for maintaining low-latency services and conserving 

energy in fog networks [10].  

2.4.3. WLAN Configuration 

The WLAN settings are tuned based on the IEEE 802.11g 

standard to represent realistic Wi-Fi conditions commonly 

encountered in fog network deployments. Key settings 

include: 

 Operating Mode (OpMode): "g" (IEEE 802.11g) 

 Bitrate: 50 Mbps * Minimum Bitrate: 10 Mbps 

 Enhanced Distributed Channel Access (EDCA): True  

 Frame Capacity: 20 

 Maximum Queue Size: 14 

 RTS Threshold: 3000 Bytes 

 Retry Limit: 7  

 CW Minimum (Data): 30 

 CW Minimum (Broadcast): 30 

These parameters emulate a realistic wireless communication 

system supporting basic Quality of Service (QoS) capabilities, 

such as prioritized traffic handling through EDCA. EDCA's 
ability to provide differentiated access to the wireless medium 

is important for fog networks supporting heterogeneous traffic 

classes with varying delay sensitivities [28].  

2.4.4. Queue Settings 

Efficient queue management is simulated to model network 

load and congestion behavior accurately:  

 Queue Type: Drop Tail Queue  

 Frame Capacity: 40   

 Routing Table Forwarding: true  

The drop Tail queuing is a simple method in which incoming 

packets are dropped when the queue reaches its maximum 
capacity. This behavior realistically replicates conditions 

under heavy network traffic load. Simulating this 

functionality helps in determining how fog nodes handle 

overload situations and maintain service quality when 

resources become limited [23, 29]. 

2.4.5. Message Queuing Telemetry Transport (MQTT) 

Applications 

The Message Queuing Telemetry Transport (MQTT) protocol 

is utilized in the simulation to model lightweight messaging 

between IoT devices and fog nodes. MQTT's 

publish/subscribe model is well-suited for scalable message 
exchange patterns typical of fog environments. The 

simulation employs the following MQTT settings for 

application traffic generation: 

 Message Length: 1MB (Note: This seems unusually large 

for typical MQTT messages. It might refer to the *task 

data* carried over MQTT)  

 Local Port: 127.0.0.1 (Loopback address, likely 

representing local processing or communication within a 

node/cluster)  

 Dest Port: 127.0.0.1 (Same as local port) 

 Send Interval: Various (0.5s, 4s) - Simulating different 

traffic rates.  

 Starting Time: 0.0s  

 Stop Time: 200s or 500s or 1000s - Varying simulation 

durations.  

 Publish To Topics: "Fog Message 1 (MQTT)"  
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 Task Size: 1024 Bytes (1KB) - This seems more 

consistent with a typical task payload size compared to the 

1MB message length. Assuming this is the actual size of 

the data/task being processed.  

These settings allow for studying the network's behavior 
under various application workloads and message rates, which 

directly impact network performance measures such as 

latency, resource utilization, and packet loss [20, 21, 5].  

2.5. Base Applications and Radio Medium 

The intricate simulation configuration is designed to produce 

a realistic representation of a fog computing environment 

within the OMNeT++ simulation framework. The 

configuration supports an extensive examination of 

performance parameters like efficiency in resource utilization, 

end-to-end latency, and data rate under various network 

settings and mobility scenarios [30]. By including 
fundamental fog elements like compute and base brokers, a 

radio medium, and realistic application-level variables, the 

simulation closely represents real-world instances of 

distributed edge computing.  

2.5.1. Base Broker Application Configuration 

 Application Module: BrokerBaseApp3  

 Local Port: 1001  

 MIPS: 0 (since not a computational node) 

The Base Broker, as a master node or cluster coordinator in 

some definitions, is deployed to handle routing of data and 

distribution within the fog network. Although it does not 
engage in direct heavy computational loads (as characterized 

by the MIPS of 0), it is a point of node that will facilitate data 

forwarding and control flow between wireless clients and 

compute brokers [31]. It facilitates task delegation, packet 

forwarding, and traffic balancing through forwarding 

incoming messages to available computing resources 

strategically. Its presence simulates a coordination layer that 

typically exists in actual fog architectures to facilitate 

decentralized decision-making in a coordinated fashion [20, 

21]. 

2.5.2. Compute Broker Application Configuration 

 Application Module: ComputeBrokerApp3 

 Local Port: 1001 

 MIPS Range: 1000–4000  

 Message Length: 100 Bytes (This may be the control 

message size, distinct from Task Size/Message Length 

above)  

 Send Interval: 1 second  

Compute Broker nodes are provisioned to perform 

computationally expensive tasks. Each node is assigned a 

variable amount of MIPS (Million Instructions Per Second) in 

a specified range (1000–4000 MIPS) to simulate the 

computational heterogeneity found in many different edge 
devices. The MIPS range supports experimentation with 

resource scheduling algorithms under underloaded and 

overloaded loads. The setup in terms of message size and 

send interval creates a stream of task requests and enables the 

analysis of task queuing, processing delay, and throughput 

under various workload conditions [21, 5]. This setup 

simulates the loads under which edge devices handle IoT 

traffic data, e.g., smart city or industrial IoT applications. 

2.5.3. Radio Medium Configuration 

 Module: Radio Medium (standard OMNeT++ module) 

Radio Medium module shows the wireless communication 
environment. It simulates the physical layer that is responsible 

for transmitting and propagating signals among wireless 

users, access points, and fog nodes. This module is the key to 

realistically simulate realistic wireless transmission conditions 

like signal attenuation, interference, and propagation delay 

[12]. Its inclusion ensures that, aside from computational 

efficiency, the simulation also accounts for communication 

realism, which is also paramount to establish overall 

performance in fog networks, especially with the variance and 

degradation sensitive nature of wireless links. 

2.6. Free Space Model 

The Free Space Model is applied in signal propagation, where 
signal strength reduces with the inverse square of the distance 

from receiver to transmitter in a free line-of-sight path. The 

model provides a standard in describing performance in 

perfect wireless communication with least environmental 

interference [12, 4]. 

2.7. Master Fog Node Forwarding Function (Baseline Logic) 

In the baseline scenario (without Q-learning), the Master Fog 

Node employs a forwarding algorithm to decide whether an 

incoming job should be processed locally or transmitted to a 

neighboring node or cluster. This decision logic typically 

relies on predefined thresholds and checks the current load or 
status of potential processing nodes. As described in the 

original text, this approach might involve comparing current 

load against a fixed threshold and potentially using 

probabilities (though the link to Chapman probability here is 

less clear than in the Q-learning context). The parameter M—

the maximum number of steps or hops allowed for forwarding 

is also relevant here, influencing the decision scope. As a 

benchmark for this non-adaptive approach, a parameter M = 5 

is mentioned, noted for potentially providing a low drop rate 

and low reaction time in this specific predefined logic [14]. 
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This fixed logic contrasts with the learning-based decision-

making provided by Q-learning. 

2.8. Q-Learning Algorithm Implementation Details 

Q-learning is an off-policy model-free reinforcement learning 

technique in which an agent learns an optimal policy by 
learning through exploration of an environment to maximize 

cumulative future reward.  

The algorithm maintains and updates a Q-table of the quality 

(Q-value) of taking an action in a state. Update rule is derived 

from reward from environment and maximum expected future 

reward from next state [1, 6]. Critical parameters employed 

for our Q-learning agent in this simulation are: 

1. Epsilon (ε) 

Exploration rate refers to how frequently the agent chooses an 

action at random instead of choosing the action with the most 

Q-value (exploitation). Epsilon is initialized to 1.0 in order to 
encourage exploration of the states and actions on a large 

scale. The value is then reduced throughout the range of the 

episode or period to an optimal amount, in this study 0.1, in 

an effort to influence the agent to exploit acquired information 

[6]. The issue is that there is policy maximization 

compromise.  

2. Alpha (α) 

The learning rate indicates the proportion of new information 

that supplants previous information during Q-value update. 

Here, an alpha of 0.5 is employed so that recent experience 

affects the agent heavily without eliminating present 

knowledge completely. 

3. Gamma (γ) 

The gamma-value describes the relative importance assigned 

to rewards yet to come versus immediate rewards. A gamma 

of 0.9 is employed, i.e., high value to future rewards. It 

instructs the agent to learn policies that maximize long-term 

performance, and not the present action by itself. 

4. Number of States 

The states number *S* defines the number of significant 

conditions or settings of the FogNet world which can be 

perceived by the Q-learning agent. States within the paper are 

conceived to be built dynamically from real-time observation 
of network performance metrics and node health. These might 

be aggregation metrics of node loads, queue depth, mean 

response times, or interconnectivity in a cluster. 

Representative state space must be defined prior to learning 

by the agent.  

5. Actions Size 

Action space *A* specifies the range of discrete actions from 

which the Q-learning agent may choose in any state. Such 

activities within this simulation are known as different 

strategies to accomplish an impending task or request under 

the hierarchical fog model. These activities are: 

 Execute the task on the local current (slave) node. 

 Send/offload the task to the master node of the cluster. 

 Repartition the work on a different node in the cluster. 

For every state-action pair (s, a), a Q-value Q (s, a) is kept. 

They are updated progressively in cycles utilizing the Q-

learning update equation with respect to the received reward. 

The reward function is such that reward is positive for 

increased throughput, reduction of response time, and 

decrease in drop rates, and negative for all other cases [23, 

20]. 

2.8.1. Utilization of Chapman Probability in Q-learning  

Chapman probability, traditionally applied in scientific 

studies of sto-chastic processes like Markov chains, is applied 
in the Q-learning algorithm in this study with the intention of 

strengthening state change modeling in the dynamic setting of 

the fog network. The application of Chapman probability can 

ideally predict more accurately what occurs to the network 

state when the agent acts a particular way [10]. 

1. State Transition Modeling 

Using Chapman-Kolmogorov principles, we attempt 

modeling the transition probability of the current network 

state ‘s’ to the future state ‘s'’ via action ‘a’. This makes the 

agent extremely aware of the unpredictability of change in the 

network via its action and outside activities [22]. 

2. Reward Function Design 

The reward function is designed to allow the agent to be 

incentivized to reach good network states. Under probabilistic 

state transitions insight, the reward function can hopefully be 

tuned so that it matches the long-run value of reaching some 

good network states (e.g., low congestion states) [4]. 

3. Q-learning Policy Optimization 

Merging the probabilistic state transition information, which 

was designed on Chapman probability theory, with the Q-

learning algorithm allows the agent to learn an improved 

policy that takes into consideration the natural stochasticity 

and dynamicity of the fog network.  

This may contribute to more stable and efficient task 

scheduling and resource allocation decisions [28, 10]. 

2.9. Network Conditions Simulated in FogNet  

For estimation of the Q-learning mechanism in different 

operating conditions, simulation consists of cases for different 

network conditions: 
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1. Normal Operation 

Devices and users function with ordinary traffic loads and 

patterns in ordinary network circumstances. 

2. High Traffic Load 

High traffic load operation emulates overload scenarios 
through the representation of high amounts of users and data 

packet generation rate, imposing stresses on network 

resources [26]. 

3. Mobility Models 

The users possess advanced connectivity and data transfer 

patterns via the linear or circular mobility models witnessed, 

bringing in resource handling complexity. 

2.10. Various Channel Types Simulated in FogNet 

To evaluate the flexibility and robustness of the FogNet 

platform, particularly when the Q-learning agent is in charge, 

the paper suggests scenarios simulating various wireless 
channel conditions. The changes are introduced to simulate 

real-world problems that deteriorate the network performance 

and need to be resolved by smart management policies [30]. 

2.10.1. Channel Congestion 

Here, the simulation emulates conditions of increased 

congestion of the communication channel that is often caused 

by heavy user activity, transmission data bursts, or low 

channel bandwidth [27]. Channel congestion results in a 

variety of effects: 

 Very high collision rates for data to be retransmitted in 

packets and decreased effective bandwidth. 

 Lower aggregate throughput due to many nodes fighting 

overuse of the channel. 

 Communication latency was enhanced, which influenced 

timeliness of data exchange and task offloading. 

Dynamic routing and task-creation decisions are modified 

using the Q-learning algorithm to mitigate the effects of 

congestion. The agent is learned to identify congested nodes 
or channels and attempts to favor less congested channels or 

task offloading to compute brokers with lower current load 

levels to maximize network efficiency as a whole. 

2.10.2. Channel Attack Simulation (DoS Example) 

A rudimentary test of the system's strength under adverse 

circumstances is carried out by merely simulating a simple 

case of malevolent action, i.e., a Denial-of-Service (DoS) 

attack on portions of the network (e.g., entry points or 

compute-brokers). The attacks are simulated by artificially 

causing high packet frequencies with targeted goals and 

thereby obtaining: 

 Artificially caused starvation of resources at attacked 

nodes. 

 Potential network segmentation or service degradation of 

legitimate nodes attempting to reach the attacked 

resources. 

 Heavy packet loss and overall quality of service 

degradation. 

The objective here is to observe how the Q-learning agent 

reacts in such a scenario. The learning adjustment of the agent 

with respect to real-time performance metrics can enable it to 

recognize poor node/channel performance and route tasks to 
other unaffected regions in the fog environment [24, 28]. It 

therefore has some form of availability of service under 

threat. 

 
Figure 4 Impact of Channel Conditions on Network Performance 
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Figure 4 showing central Q learning agent makes intelligent 

decision, likely for offloading computational tasks from 

wireless users to the most suitable compute broker. The goal 

is to optimize network resource allocation and reduce latency 

by learning the most efficient routing algorithms. Such 
channel variation situations are referred to for understanding 

real-world relevance of reinforcement learning techniques to 

uncertainty management and quality of service provisioning 

in fog-based systems under possibly varying wireless 

environments. 

2.11. Working Mechanism of Simulation 

The working mechanism of the simulation that is used in the 

FogNet system can specifically simulate the fog computing 

network operations in real-time, specifically those involving 

smart decision-making and adaptive resource allocation using 

reinforcement learning [27]. It operates in a sequence of 
crucial steps: initialization phase, then dynamic clustering 

operations, and ongoing interaction with the Q-learning agent 

for improved long-term performance. 

2.11.1. Initialization Phase 

During the beginning of simulation, the topology of the entire 

fog network is set up in the OMNeT++ framework. The 

whole network entities like base brokers, compute brokers, 

routers, access points, and wireless users are instantiated and 

created and initialized with their respective parameters (i.e., 

transmission power, MIPS capacity, queue capacities, and 

initial links). The above setup initializes the fundamental 

simulated fog infrastructure. In the meantime, the Q-learning 
agent is also set up and initialized in preparation for decision-

making during the simulation [24]. The most important steps 

in initializing the agent are: 

1. Q-table Initialization  

The Q-table, where the Q-values for every conceivable state-

action pair are stored, is initialized, often with zeros. The 

zero-filled table is the agent's starting knowledge base, and it 

allows it to start estimating the possible rewards (and 

undiscovered penalties) of different actions in given states by 

learning by trial and error over the course of the simulation 

process. 

2. Epsilon (ε) Setup 

The exploration rate ε is seeded (usually to a value such as 1.0 

initially and then annealed to 0.1 according to Table 2) to 

regulate the probability that the agent selects a random action. 

Large initial ε provides complete exploration of the state-

action space. 

3. Alpha (α) Setup  

The α learning rate (set at 0.5) is determined to control the 

pace at which the agent updates its Q-values using experience 

a new. An optimal alpha should optimize learning new 

information and preserving learned information. 

4. Gamma (γ) Setup 

The discount factor γ (which is set at 0.9) is designed to 

regulate the relative magnitude of rewards at future times. An 
almost-1 setting is designed to emphasize long-term 

improvement in performance. The settings outlined above 

allow the Q-learning agent to start to learn about the 

simulated world and learn optimally an adaptive policy for 

resource scheduling and task offloading decisions. 

2.11.2. Clustering Operation in FogNet 

Clustering is applied in FogNet as a method to enhance 

scalability, efficiency, and administrability of the distributed 

fog computing resources. The nodes in the fog are logically 

divided into clusters, and roles are allocated dynamically in 

such clusters: 

1. Master Fog Node 

A node plays the role of a master node in a cluster. The 

master node runs resources in its cluster, manages inter-

cluster communication, and is generally tasked with 

performing heavyweight or complex operations that may not 

be efficiently performed by slave nodes [13]. Based on 

ongoing performance metrics and recommendations from the 

Q-learning agent (if available), the master node decides on 

load balance, possible task migration (either within a cluster 

or across clusters), and orchestration of services.  

2. Slave Fog Node 

In a cluster, there are slave nodes. They mainly carry out 
normal or localized processing duties. Slave nodes may 

delegate work to the master node or other appropriate nodes if 

heavily loaded or having limited resources. Such hierarchical, 

tiered setup aids in lessening the task management burden and 

resource allocation in an immense number of fog nodes. The 

dynamic nature of clustering is that nodes will have the ability 

to change roles or redefine cluster membership based on 

parameters such as dynamic load, availability of resources, 

and user mobility status [24]. 

2.11.3. Clustering Overhead and Q-Learning Optimization 

Although clustering enhances manageability, it is achieved at 
the expense of overhead in inter-node coordination, 

synchronization, and control for trying to form and maintain 

clusters. Ineffective management of this overhead hurts 

network performance. The Q-learning algorithm is 

incorporated into the simulation to make optimal resource 

management decisions *within* the clustering framework. 

The Q-learning agent attempts to learn dynamic decision-

making policies for situations like:  
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 Which node to execute a task on (local slave, master, or 

another cluster). 

 Potentially affects task distribution strategies to prevent 

overloading certain nodes or clusters. 

 Making resource allocation choices that optimally reduce 

total overhead and maximize performance measures. 

Since it learns through (reward/penalty for its actions), the Q-

learning agent tries to make optimal choices in reducing the 

adverse effect of clustering overhead and maximizing peak 

performance. The agent tries to keep administrative 

complexity in equilibrium relative to computational simplicity 

so that the fog network is dynamic and responsive to changing 

conditions [12, 22]. 

Therefore, the simulation offers a ground for testing the 

influence of resource scheduling algorithms based on 

intelligent learning over such key performance parameters 
such as latency, throughput, resource utilization, and task 

completion ratio in a realistic fog computing scenario with 

hierarchical clustering and dynamic workloads. 

2.12. Simulation Execution and Flowchart 

The core intention of the FogNet simulation, and most 

importantly with the application of the Q-learning-based 
intelligent decision-making model, is to ensure optimal 

utilization of resources, offload task management, and reduce 

latency in an ever-changing scenario of fog computing. All 

this becomes achievable using the OMNeT++ platform that 

allows modular simulation of key factors such as user 

mobility, wireless communication, and processing at the fog 

nodes [8, 9]. The simulation procedure is an observation, 

learning (for when Q-learning is active), and decision-making 

loop as depicted in the flowchart in Figure 5. The flowchart 

depicts the general process flow from user action initiation 

and task generation to the smart management of resources by 
fog nodes (slave/master) and optimization of decisions by the 

principles of reinforcement learning. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5 FogNet Simulation Flowchart 
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1. Simulation Initialization 

Simulation starts with the initialization of the OMNeT++ 

environment and the deployment of all entities of the network 

(base brokers, compute brokers, routers, access points, 

wireless users) along with their initial setting parameters. 

2. Generation of tasks 

Wireless users (node 5, 10, 15, 20, 21) generate service 

requests or tasks according to the given application 

parameters and mobility models [10]. 

3. Initial Routing 

The tasks are initially routed, usually by routers, to the fog 

layer (compute brokers) for possible processing or forward 

routing.  

4. Slave Fog Node Evaluation 

The task being received is first forwarded to a local (slave) 

fog node. It is determined whether this slave node is adequate 

(adequate resources, low load) to complete the task optimally.  

5. Decision Integration via Q-Learning (if running) 

If the slave node determines that it can do the job, or needs to 

decide (in the Q-learning case), the Q-learning agent evaluates 

the present state of the network ‘s’ [22]. 

 From its learned policy (from the Q-table) and current 

state ‘s’, the agent determines an action ‘a’ (e.g., execute 

locally, offload to master, offload to other cluster). 

 The selected action ‘a’ is taken in the simulation 

environment. 

 The environment enters a new state ‘a’’, and the agent is 

rewarded ‘R’ for performing action ‘a’ in state ‘s’. 

 The reward is computed from resulting performance 

metrics (e.g., throughput change, response time, drop 

rate). 

 The Q-value for the state-action pair (s, a) is updated using 

Q-learning formula as shown in the equation (1).  

Q (s, a) = Q (s, a) + α [ R (s, a) + γ max Q (s’, a’) – Q (s, a)](1) 

 We can use Chapman Probability axioms here in order to 

modify the state transitions or modify the reward setup, 

improving the learning accuracy. 

 The current state ‘s’ is updated to the new state ‘s'’.  

6. Implicit Comparison & Decision-Making 

The outcome of the decision-making by the Q-learning agent 

(or the baseline reasoning) decides the destination of the task 

local processing, offloading, or dropping [10]. Performance 

measures (throughput, response time, drop rate) are tracked at 

all times on the basis of these outcomes for both the cases 

with as well as without Q-learning so that the performance 

can be compared directly.  

7. Fallback/Offload to Master Fog Node 

If the priority issue that the task *cannot* be carried out 
efficiently by the slave fog node (either case), or the Q-

learning agent decides offloading, the task is forwarded to a 

master fog node.  

 The master node checks whether it is free (states "Not 

Busy"). 

 If it is a master node, it runs the task. 

 If the master node is engaged or thinks that it ought to 

(possibly because of some Q-learning or baseline 

problem), the task could be queued to another cluster to a 

node to run [22].  

8. Continuous Learning (if needed) 

Q-learning goes on continuously in the simulation. Whenever 

the agent encounters new and difficult situations (states) 

where its Q-values are uncertain or non-optimal, it keeps 

sampling and updating its Q-table so that it can construct its 

policy dynamically. 

9. Log Performance Metrics  

During the simulation run, important performance measures 

like Throughput, Drop Rate, Transition Rate (for task 

migration/offloading), and Response Time are logged for each 

run task. 

10. Comparison and Analysis 

Performance measures achieved when simulation halts in the 
scenario *with* Q-learning and *without* Q-learning are 

compared. Total or average response time, throughput, and 

drop rate are computed under several user load and mobility 

scenarios. 

11. End of Simulation Comparison with Previous Work  

Compared graphically or quantitatively (if there are available 

benchmark results) to other research papers on improving fog 

computing performance. 

12. Termination of Simulation  

The simulation will stop when the stop time is reached as set. 

The above process ensures that the simulation can effectively 
simulate the operation of a fog computing network under 

varying conditions and provide a good foundation for research 

on the impact of the Q-learning-based resource allocation 

policy. 
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2.13. Simulation Mechanisms and Protocols 

The simulation uses some common networking protocols and 

mechanisms to effectively simulate the operation of a fog 

computing system: 

1. Data Packet Transfer 

The data packets are transferred over the simulated network 

based on the base-level wireless and wired communication 

protocols supported by OMNeT++. 

2. Wireless Communication 

The wireless communication model adheres to the IEEE 

802.11g standard, simulating traits such as data rate 

adaptation, possibility of interference, and signal attenuation 

with propagation (using models such as the Free Space 

Model). WLAN fine-grained setup and radio transmitter 

power control are realistic simulations of Wi-Fi network 

behavior [4, 10].  

3. Queue Management 

Drop Tail queuing disciplines are used in network nodes (e.g., 

brokers) for simulating how data packets are buffered and 

served within changing traffic load and congestion conditions 

[20, 23]. 

4. MQTT Protocol 

Message Queuing Telemetry Transport (MQTT) is used for 

simulating the lean messaging behavior of example IoT 

applications sending data (information) to fog nodes [20, 21, 

5]. 

2.14. Mathematical Model 

2.14.1.Chapman Probability (Context in Stochastic Processes)  

Chapman probability are laws of Chapman-Kolmogorov 

equation that are the foundation of Markov chain and other 

stochastic process research.  

The equation offers the likelihood of moving from a specific 

state to another one within an interval of time as opposed to 

all intervening states. 

In this work, these laws are being contemplated to possibly 

emulate the probabilistic transition between one network state 

to another in the fog environment graphically [10, 22]. 

1. Transition Matrix (P) 

When the state transitions in a network are defined as a 
Markov chain, it is possible to use a Transition Matrix P to 

denote the state-to-state probabilities of transition in one step 

[22]. 

P = [
𝑃11      𝑃12 … 𝑃1𝑛

   𝑃21      𝑃22  …  𝑃2𝑛

𝑃𝑛1     𝑃𝑛2 … 𝑃𝑛𝑛

] 

2. Chapman-Kolmogorov Equation 

It helps in finding the transition probabilities over multiple 

steps, enabling the prediction of network state changes over 

time. As shown in equation (2), it expresses the Markov 

property of transition probabilities. 

P(k+n) = P(k). P(n)      (2) 

Integrating these probabilistic modeling concepts into the Q-

learning framework (as discussed in Section 2.8.1) aims to 

provide the agent with a more informed understanding of how 

its actions influence the future state of the dynamic fog 
network, potentially leading to more robust decision-

making[17, 26]. 

These probabilistic model ideas integrated with the Q-

learning setup (outlined in Section 2.8.1) are likely to give the 

agent a clearer idea of how its action is responsible for the 

dynamic fog network's future state and, thus, possibly result 

in more informed decisions. 

2.14.2. Q-Learning Model Formulation 

The Q-learning algorithm relies on the following 

mathematical model 

1. States (S) 

The collection of possibly observable states of the fog 

network ecosystem. These are, as illustrated, dynamic values 

such as node loads, queue lengths, delay, and connectivity. 

The Q-learning agent always knows these states. 

2. Actions (A)  

Finite set of actions that the agent can execute in any state, 

corresponding to task handling choices (local processing, 

offloading to master, offloading to other cluster). The agent 

chooses an action a from action set ‘A’ when in state ‘s’ based 

on an exploration-exploitation policy, e.g., the ε-greedy policy 

 With probability ε to explore, the agent selects a random 

action ‘a’ from ‘A’.  

 With probability 1−ε, the agent picks action a with highest 

Q-value for state s  

It tries to balance exploration of possibly better unknown 

actions. 

3. Reward (R) 

Upon execution of an action ‘a’ by an agent in state ‘s’, the 

environment rewards it with an immediate reward R (s, a) for 

doing so. The reward function is used to measure the 

desirability of the resulting outcome as against performance 

measures. Rewards are rewarded for better throughput, 

response time, and drop rate, and penalty or negative rewards 

are imposed for worse-than-these measures [3]. 
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R (s, a) = Temporary value of executing action ‘a’ in state ‘s’ 

                                                                                               (3) 

As shown in equation (3), R (s,a), it represents the reward 

function, which gives the immediate feedback an agent 

receives after taking action ‘a’ in state ‘s’. 

4. Q-Function (Q) 

The Q-function Q (s, a) is the discounted cumulative expected 

future reward of executing action *a* in state *s* and using 

the optimal policy. The Q-table is iteratively updated by 

employing the Q-learning update rule in equation (4). 

Q (s, a) = Q (s, a) + α [ R (s, a) + γ max Q (s’, a’) – Q (s, a)](4) 

As shown in equation (4) defines the Q-learning update rule, 

where the Q-function Q(s,a) estimates the expected 

cumulative reward of taking action ‘a’ in state ‘s’. 

Where: 

α is the learning rate, controlling the size of the update step. 
γ is the discount factor, controlling the importance of future 

rewards. 

‘s'’ is the next state reached by taking action *a* in state *s*. 

5. Policy (π)  

The Q-function maximizes expected rewards, guiding 

resource allocation decisions dynamically. 

π(s) = arg max Q (s, a)    (5) 

As shown in equation (5), it defines the optimal policy π 

which selects the action ‘a’ that maximizes the Q-value in 

state ‘s’. This policy will cause the agent to select the action 

with maximum probability of future reward maximization and 

thus dynamically optimize the resource allocation decisions 

for the fog network. 

2.15. Pseudocode for FogNet Simulation with Q-Learning 

Following is the algorithm 1 for FogNet Simulation with Q-

Learning. 

Initialize Simulation 

For each user in [5, 10, 15, 20, 21]: 

Connect user to AP 

For each user in users: 

Send data to AP 

For each AP: 

Forward data packet to connected Router 

For each Router: 

Transmit data to Compute Broker 

For each data in Brokers: 

If Slave Node can process data packet: 

Process data packet in Slave Node 

Computing throughput, response time, drop ratio 

Else: 

If Master Node can process data: 

Process data packet in Master Node 

Computing throughput, response time, drop rate 

Else: 

Transmit data to another cluster 

Compute total throughput, response time, drop rate 

Declare Q-Learning parameters 

For each episode in Q Learning function: 

Declare state S 

For each step in episode: 

Choose action A using policy calculated from Q Algo 

Take action A, observe reward R(S, A) and next state S' 

Update Q(S, S) through: 

Q(S, A) = Q(S, A) + alpha * [R(S, A) + gamma * max_A' 

Q(S', S') - Q(S, A)] 

Update state S = S' 

Computing throughput, response time, drop rate with Q 

Learning 

Compare performance results with and without Q Learning 

Analysis performance metrics 

Compare results with other researchs paper 

End of Simulation 

Algorithm 1 FogNet Pseudocode with Q-Learning 

3. RESULTS 

This section presents the results obtained from the OMNeT++ 

simulations comparing the performance of the FogNet 

environment operating without Q-learning (baseline) and with 

the proposed Q-learning-based resource management strategy.  

The simulations were conducted for varying numbers of static 

users (5, 10, 15, 20, and 21) to evaluate performance under 

increasing load. We analyze key performance metrics: 

throughput, response time, and drop rate. The results are 

presented graphically and in a summary table to facilitate 

understanding and comparison [4, 7]. 
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3.1. Performance Analysis Without Q-Learning (Baseline 

Scenario) 

In the baseline scenario, task allocation and resource 

management follow a predefined, static logic (e.g., based on 

simple thresholds or the Master Fog Node forwarding 
function described in Section 2.7) without any adaptive 

learning based on real-time performance feedback.  

The results below show the network performance metrics as 

the number of users increases. Different mobility patterns 

(linear and circular) were tested, but for clarity, the results 

aggregated or representing a typical outcome from these 

patterns are presented to show the general trend of the 

baseline performance degradation under load. 

 

 

3.1.1. Throughput 

Throughput measures the rate at which data is successfully 

transmitted and processed within the network. Higher 

throughput indicates more efficient data handling and better 

network performance. Figure 6 illustrates the observed 
throughput in the scenario without Q-learning as the number 

of users increases.  

As depicted in Figure 6, the network throughput shows a 

noticeable decline as the number of users increases from 5 to 

21. At 5 users, the throughput is relatively high, but it 

progressively decreases as more users contend for limited 

resources at the fog nodes (both slave and master) and 

communication channels. This decline is expected in a system 

using static resource management, as it struggles to efficiently 

distribute the increasing workload and manage congestion 

when demand grows beyond the initial design assumptions. 

 

Figure 6 Throughput Without Q-Learning vs. Number of Users 

3.1.2. Response Time 

Response time is the duration from when a user request is 

initiated until a response is received. Lower response times 

indicate faster processing and better user experience, 

especially crucial for latency-sensitive IoT applications.   

Figure 7 presents the average response time observed in the 

baseline scenario. 

Figure 7 clearly shows that the average response time 

increases significantly as the number of users grows. With 

only 5 users, the response time is relatively low.  

However, as the load increases to 10, 15, 20, and 21 users, 

tasks experience longer delays due to increased queuing at fog 

nodes and communication bottlenecks.  

This indicates that the static resource allocation strategy is 

ineffective in managing workload and preventing delays 

under higher traffic loads. 
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Figure 7 Response Time Without Q-Learning vs. Number of Users 

3.1.3. Drop Rate 

Drop rate is the percentage of data packets or tasks that are 

lost during transmission or processing due to congestion, 

queue overflows, or other network issues. A lower drop rate 

signifies a more reliable network with fewer data losses. 

Figure 8 shows the packet drop rate observed in the baseline 

scenario. 

As seen in Figure 8, the drop rate tends to rise with the 

increasing number of users. While relatively low at 5 and 15 

users, there are noticeable increases at 10, 20, and 21 users. 

This variability might depend on specific simulation instances 

or interaction with mobility, but the general trend indicates 

that under higher loads, the baseline network management 

struggles to prevent packet loss, likely due to queues reaching 

capacity at congested nodes [24, 25]. 

 
Figure 8 Drop Rate Without Q-Learning vs. Number of Users 



International Journal of Computer Networks and Applications (IJCNA)   

DOI: 10.22247/ijcna/2025/22                         Volume 12, Issue 3, May – June (2025) 

  

 

   

ISSN: 2395-0455                                                  ©EverScience Publications       353 

     

RESEARCH ARTICLE 

3.1.4. Effect of Number of Users (5, 10, 15, 20, 21) 

Comparisons Results 

We analyze the network performance metrics with varying 

numbers of users to understand the scalability and capacity of 

the FogNet without Q-learning. 

 Throughput 

Expected to decrease as the number of users increases due to 

higher competition for resources as it is visualized in figure 9. 

 Response Time 

Likely to increase with more users, leading to potential delays 

as it is shown in figure 10. 

 Drop Rate 

May rise with the increasing load, causing more packet losses 

as it is visualized in figure 11.

 
Figure 9 Throughput 

 
Figure 10 Response Time 
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Figure 11 Drop Rate 

3.1.5. Summary of Without Q-Learning Scenario 

The results from Figures 6, 7, 8, 9, 10 and 11 collectively 

demonstrate that the FogNet simulation, when operating 

without an adaptive Q-learning strategy, exhibits predictable 
performance degradation as the user load increases. 

Throughput decreases, response times increase, and the drop 

rate rises, highlighting the limitations of static resource 

management in handling dynamic and scaling workloads in a 

fog computing environment [12, 20]. 

3.2. Performance Analysis With Q-Learning 

In the second scenario, the FogNet simulation incorporates 

the Q-learning agent to dynamically manage network 

resources and task offloading decisions. The Q-learning agent 

learns from real-time network conditions (states) and 

performance outcomes (rewards) to adjust its decision-making 
policy, aiming to optimize overall system performance. The 

results below show the network performance metrics when Q-

learning is applied. 

3.2.1. Throughput 

Figure 12 illustrates the network throughput observed in the 

scenario with Q-learning as the number of users increases. 

Figure 12 shows that with Q-learning enabled, the network 

maintains significantly higher throughput levels across all 

user counts compared to the baseline scenario (Figure 7). 

Although there is still a slight decrease in throughput as the 

user count rises from 5 to 21 (as expected due to finite 
resources), the degradation is less pronounced. At 5 users, the 

throughput is higher than the baseline. More importantly, 

under higher loads (15, 20, 21 users), the system with Q-

learning sustains substantially better throughput, indicating its 

effectiveness in managing resources to process a larger 

volume of data successfully. 

3.2.2. Response Time 

This presents the average response time observed in the 

scenario with Q-learning. As Figure 13 demonstrates that the 

average response time in the Q-learning scenario remains 

considerably lower than in the baseline scenario (Figure 7), 

particularly as the user load increases.  

While response times do increase with more users, the rate of 

increase is less steep, and the absolute values are lower. This 

indicates that the Q-learning agent's adaptive task offloading 

and resource allocation decisions are effective in reducing 

delays and improving the responsiveness of the fog network, 
even under higher congestion levels. The missing data points 

for 20 and 21 users might indicate simulation anomalies or 

data collection issues in those specific runs, but the trend up 

to 15 users is clear. 

3.2.3. Drop Rate 

Figure 14 shows the packet drop rate observed in the scenario 

with Q-learning. Figure 14 shows that the drop rate is 

significantly reduced when Q-learning is employed compared 

to the baseline scenario (Figure 7). For lower user counts (5 

users), the drop rate is very low.  

Although it increases slightly with higher user loads, the drop 

rates remain substantially lower than the baseline scenario 
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across all user numbers. This result strongly suggests that the 

Q-learning agent's ability to adaptively route tasks and avoid 

congested nodes effectively minimizes packet loss, leading to 

a more reliable network [14, 25]. 

 

Figure 12 Throughput With Q-Learning vs. Number of Users 

 

Figure 13 Response Time With Q-Learning vs. Number of Users 
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Figure 14 Drop Rate With Q-Learning vs. Number of Users 

3.2.4. Effect of Number of Users (5, 10, 15, 20, 21) 

Comparisons Results 

We analyze the network performance metrics with varying 

numbers of users to understand the scalability and capacity of 

the FogNet without Q-learning. 

 Throughput 

Q-learning aims to optimize resource allocation, potentially 

maintaining higher throughput even as the number of users 

increases as it is shown in figure 15. 

 Response Time 

As shown in figure 16, the Q-learning could help in managing 

resources more efficiently, thereby reducing the response time 

compared to the scenario without Q-learning. 

 Drop Rate 

The use of Q-learning is expected to minimize packet losses 

by adapting to the network conditions dynamically, thus 

lowering the drop rate as compared to the non-Q-learning 

scenario.

 
Figure 15 Throughput 
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Figure 16 Response Time 

 

Figure 17 Drop Rate 

3.2.5. Summary of with Q-Learning Scenario 

The results from Figures 13, 14, 15, 16, 17 and 18 indicate 

that integrating Q-learning into the FogNet simulation leads to 

marked improvements in key performance metrics under 

varying user loads. Higher throughput, lower response times, 

and reduced drop rates are observed, demonstrating the 
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effectiveness of the adaptive, learning-based approach in 

managing resources and handling increasing workloads in a 

dynamic fog computing environment. 

 

3.3. Comparative Summary of Simulation Results 

Table 3 provides a direct quantitative comparison of the 

average performance metrics for both scenarios (without and 

with Q-learning) across the different user counts.

Table 3 Comparative Performance Metrics: Without vs. With Q-Learning 

The data in Table 3 quantitatively supports the trends 

observed in the individual plots. For instance, at 21 users, 

throughput with Q-learning (87.675 Mbps) is significantly 

higher than without (69.914 Mbps), and the drop rate with Q-

learning (2.987%) is lower than without (3.016%, although 

the difference is smaller at this highest load point compared to 

others like 10 or 20 users). At 15 users, the throughput with 
Q-learning (98.127 Mbps) is substantially better than without 

(74.452 Mbps), response time is lower (33.660 ms vs 43.765 

ms), and drop rate is lower (1.840% vs 2.263%). These 

numbers provide concrete evidence of the performance 

benefits achieved by implementing the Q-learning-based 

resource management strategy in the simulated FogNet 

environment, particularly under moderate to high user loads. 

4. DISCUSSION 

The results from the OMNeT++ simulation outputs are strong 

predictors that the implementation of a Q-learning-based 

solution for resource management significantly enhances the 

performance of a fog computing network compared to a non-
adaptive, static equivalent. Key findings from key 

performance metrics – throughput, response time, and drop 

rate consistently demonstrate the advantages of incorporating 

reinforcement learning in addressing the dynamic volatility of 

fog environments. 

Simulation results show that, without Q-learning, the 

performance of the FogNet worsens in a predictable manner 

as the user load increases. The decrease in throughput (Figure 

6), the rise in response time (Figure 6), and the increase in 
drop rate (Figure 7) for high user counts (10, 20, 21 users 

particularly) indicate the inability of static resource allocation 

methods to scale with increased demand as well as manage 

congestion effectively. This is in accordance with the 

problems of conventional approaches observed in dynamic 

and heterogeneous fog networks [4, 7]. On the other hand, the 

application of the Q-learning algorithm leads to remarkable 

improvement in network performance. 

As observed through Figures 12, 13, and 14, the Q-learning 

system has a better throughput, reduced response time, and 

severe drop rate reduction for different user loads compared to 

the baseline. For example, when there are 15 users, Q-
learning provides approximately 32% more throughput 

(98.127 Mbps vs. 74.452 Mbps), roughly 23% lower response 

Scenario Users  Q-learning Throughput (mbs) Response time 

(ms) 

Drop rate% 

Without Q-learning 5 No 83.45 44.508 2.067 

 10 No 79.762 49.660 3.687 

 15 No 74.452 43.765 2.263 

 20 No 70.013 40.769 3.523 

 21 No 69.914 40.107 3.016 

With Q Learning 5 Yes 124.123 39.760 0.336 

 10 Yes 110.145 37.987 1.919 

 15 Yes 98.127 33.660 1.840 

 20 Yes 90.145 --- 2.238 

 21 Yes 87.675 --- 2.987 
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time (33.660 ms vs. 43.765 ms), and a lower dropping rate 

(1.840% vs. 2.263%) (Table 3). This shows that the Q-

learning agent can learn to make better decisions on task 

offloading and resource allocation by learning the state of the 

network in real time. The strength of Q-learning is its ability 
to learn iteratively from the interactions with the environment. 

By offering rewards or penalties based on the outcome of its 

actions (e.g., how the choice to offload a task impacts 

response time or congestion), the agent continuously updates 

its Q-table to approximate the optimal policy [4, 7]. 

This allows the system to select actions dynamically (e.g., run 

locally, offload to master, offload to other cluster) that are 

most likely to yield better performance measurements given 

the current network conditions. For instance, when a slave 

node is overloaded, the Q-learning agent will figure out that 

offloading workload to a less-loaded master node or another 
cluster yields higher rewards (lower delay, lower drop rate) 

than local processing. This flexibility also provides uniform 

computational load distribution across fog nodes and prevents 

the occurrence of solitary congestion points, thereby 

enhancing overall system efficiency and removing 

bottlenecks. The master-slave hierarchical structure most 

likely supports the Q-learning process by providing definite 

decision points and resource pools. The decisions by the Q-

learning agent between offloading in slave, master, and even 

other clusters utilize the structure to efficiently distribute 

tasks. The simulated mobility patterns (circular and linear) 

introduce dynamic connectivity and load variations in 
distribution, which the Q-learning agent is designed to adapt 

to by learning to modify its policy based on observed state 

transitions and their corresponding outcomes [4, 6]. 

While not completely proven in this specific study's results, 

the theoretical incorporation of Chapman probability into the 

Q-learning algorithm (explained in Section 2.8.1) possesses 

the theoretical potential to further improve the agent's 

probabilistic understanding of state transitions in dynamic 

network worlds and thereby provide more accurate long-term 

decision-making [9, 10]. Compared to traditional heuristic-

based approaches based on predesignated rules, Q-learning 
allows for a more inherently adaptable approach. It does not 

require an explicit model of the network dynamics and can 

only learn effective policies by trial and error and 

experimentation. It is therefore very well adapted to dynamic 

and complex fog computing environments where the network 

dynamics change rapidly. Whereas this study primarily 

contrasts Q-learning with a simple static baseline within the 

simulation, the enhancements revealed are consistent with the 

potential set forth by other research examining machine 

learning and reinforcement learning for resource management 

within fog and edge computing [7 , 9, 17]. 

And even without actual energy consumption outcomes 
presented in this paper, the task distribution optimization and 

congestion alleviation that Q-learning can achieve can 

indirectly improve energy efficiency by reducing unnecessary 

retransmissions (lowered drop rate) and possibly optimizing 

resource utilization among nodes from being overloaded 

continuously by some high-power nodes [13]. The flexibility 
capability further enhances network resilience by allowing the 

algorithm to continue to modify policies in real time with 

real-time performance metrics to help achieve sustained 

efficiency even in dynamic traffic or localized degradation (as 

studied in part in simulated channel variations). Difficulty 

remains, however, in applying reinforcement learning, 

including Q-learning, to actual fog computing environments. 

Some of these include computational expense of training and 

running the agent, convergence time to the optimal policy for 

the model, and achieving scalability and real-time 

responsiveness for very large-scale networks with distributed 
agents. The state space can increase exponentially in very 

complicated scenarios, which can compromise convergence. 

Additionally, development of an effective reward function 

that accurately reflects the preferred performance goals under 

any imaginable network situation is necessary and not 

straightforward [4]. Even though the simulated attack over the 

channel is already providing an indication of robustness, more 

sophisticated and distributed adversarial models would 

require more complex defense methods, potentially involving 

multi-agent Q-learning or incorporation with expert security 

modules [18, 19, 20, 21]. In summary, the simulation 

outcomes clearly confirm the superiority of the Q-learning-
based resource control mechanism over a static approach in 

improving throughput, response time, and drop rate in a 

simulated hierarchical fog computing system. This 

demonstrates the potential of reinforcement learning as a 

valuable tool to improve performance and manage complexity 

in dynamic fog scenarios and providing avenues for further 

innovation and deployment in real-world systems. 

5. LIMITATIONS 

However, the present study offers important revelations 

concerning the efficiency of Q-learning in resource 

management within simulated FogNet environments, it is 

advisable to note the following limitations: 

 Simulation-Only Evaluation relies on simulation with 

OMNeT++. Although the simulated environment was 

structured in order to mimic real conditions, the simulation 

environment cannot adequately reflect all the intricacies, 

uncertainties, and overheads present in re-al-world 

physical fog networks, e.g., varying hardware 

performance, intricate interference patterns, or diverse 

network technologies out of the range of the specified 

parameters. 

 The Limited Mobility Models in circular and linear 

mobility patterns the actual user movement is much more 
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dynamic, unpredictable, and subject to environmental 

barriers or social interactions, which might affect network 

connectivity and performance differently. More 

sophisticated mobility models such as Random Waypoint 

with pause times or with spatial constraints would be a 

more realistic approach [4, 15]. 

 Static Environment Assumptions about user load and 

mobility are dynamic, some underlying parameters such as 

wireless configuration (e.g., fixed 802.11g configuration) 

and fundamental task sizes were kept static. In reality, 

these parameters have extreme variations depending on 

the environment, application type, and underlying network 

infrastructure and affect the best resource manage-ment 

approach. 

 Simplified Security Scenarios contains a straightforward 

channel congestion simulation and a less complex Denial-
of-Service (DoS) attack scenario. This doesn't examine the 

entire range of advanced or distributed threat models (e.g., 

spoofing, man-in-the-middle, distributed denial of service 

(DDoS)) actual fog networks could encounter, nor does it 

discuss the Q-learning agent's particular defensive 

mechanisms beyond the implicit avoidance of deteriorated 

paths. 

 Q-learning Implementation like Deep Q-Networks (DQN) 

to cope with bigger state spaces, or multi-agent Q-learning 

(MARL) where learning agents are several in number and 

learn cooperatively or competitively, may possibly 

provide better performance, scalability, and resilience in 

more complicated and distributed fog contexts. 

 Uncertainty in Chapman Probability Application discussed 

conceptually, the tangible effect and strict implementation 

of Chapman probability concepts for quantitatively 

enhancing state transition modeling or reward shaping in 

the Q-learning update rule within this simulation were not 

measured or shown as a certain contribution. Its 

application remains more of a theoretical nature within the 

confines of the provided results. 

 In Energy Consumption Analysis despite being cited as a 

probable metric, an in-depth analysis and report of energy 
consumption findings were not provided, reducing the 

evaluation of the effect of Q-learning on energy 

efficiency. 

6. FUTURE WORK 

Based on the results and recommendations of this study, the 

following directions are proposed for future study in order to 

further develop the field of smart resource management in fog 

computing: 

1. Real-World Testbed Testing and Deployment 

Deployment testing of the Q-learning model as suggested by 

implementing it in a real-world testbed or combining it with a 

small-scale cloud-fog-edge system will be crucial in an 

attempt to mimic under realistic conditions, e.g., actual 

hardware constraints, random network jitter, and operation 

overheads. 

2. More Realistic and Varying Mobility Scenarios 

Having more realistic and varying mobility scenarios, for 

example, models such as Random Waypoint with realistic 

pause time, human mobility models, or obstacle-sensing 

movement with realistic geography topographies (e.g., city 

maps), would add much to the accuracy of the simulation and 

accounting for the agent's responsiveness in realistic city or 

industrial environments. 

3. Research on State-of-the-Art Reinforcement Learning 

Methods 

Future research will explore more sophisticated DRL methods 

like Deep Q-Networks (DQN), Proximal Policy Optimization 

(PPO), or Asynchronous Advantage Actor-Critic (A3C), 

which are better suited to deal with greater and potentially 

infinite state and action sets of large-scale complex fog 

networks, resulting in faster convergence and optimal 

policies. 

4. Multi-Agent Reinforcement Learning (MARL) Research 

As a result of fog computing's decentralized aspect, multi-

agent reinforcement learning research, in which cohorts or 

single fog nodes are treated as cooperative or competitive 

learning agents, can prove to be helpful in creating more 

scalable and fault-resilient resource management policies. 

5. Evoluted and Distributed Attack Instances 

Inclusion of evoluted and more distributed instances of 

security attacks (e.g., sophisticated jamming, data poisoning, 

distributed denial of service (DDoS) by a set of compromised 

devices, or node impersonation by malicious nodes) will 

assist in evaluating and hopefully improving the robustness 

and resiliency of Q-learning-based resource management 

against adversarial cyber environments [22]. 

6. Dynamic Capacity Allocation and Infrastructure 

Flexibility 

Adaptation strategy capacity building with the ability of re-

arranging broker capacity, access point coverages, or even 

virtual fog node spawning/placement dynamically based on 

expected load and Q-learning decision can make the system 

resilient to many requests and infrastructure bottlenecks. 

7. In-Depth Chapman Probability Integration Discussion 

More theoretical and empirical research needs to be carried 

out to thoroughly investigate the integration process of the 

Chapman probability idea both qualitatively and 
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quantitatively in the state representation, transition model, or 

reward function of the Q-learning algorithm for its further 

advancement in stochastic fog conditions. 

8. In-depth Energy Consumption Analysis 

An in-depth analysis of the energy consumption for individual 
fog nodes as well as for the entire network across various 

resource management approaches and methods (e.g., the Q-

learning method) must be presented to present an exhaustive 

performance analysis. 

9. Security and Privacy of RL-Based Fog 

Investigating how security and privacy can be ensured during 

training and decision-making for the data in Q-learning-based 

fog networks, for instance, through mechanisms like federated 

learning or differential privacy, is one of the essential aspects 

of constructing reliable systems [27, 5, 12]. 

7. CONCLUSION 

This paper introduced and analyzed a Q-learning-based 

optimization platform for resource management in a simulated 

hierarchical fog computing network. It focused on mitigating 

issues of dynamic task scheduling and resource allocation in 

fog environments with differential user load and mobility. By 

utilizing the performance of the simulated FogNet with and 

without including the Q-learning mechanism, the results 

validate the high potential in employing reinforcement 

learning for improving the basic network performance 

indicators. 

The results repeatedly indicate the superiority of the Q-

learning method over the baseline static resource allocation 
policy. In particular, the simulation results provide improved 

throughput, reduced average response time, and reduced 

packet drop ratios, especially for moderate to heavy loads [14, 

30]. The gains verify that the Q-learning agent is able to learn 

efficiently to make adaptive optimal resource allocation and 

task offloading decisions between the hierarchical master-

slave fog nodes from real-time network observations and 

performance feedback. 

The Q-learning adaptive feature enables the fog network to 

dynamically adapt to traffic conditions, user movement, and 

localized congestion. The capability is important in 
minimizing system bottlenecks, task load balancing, and 

ultimately enhancing the general Quality of Service (QoS) 

provided to end-users within a dynamic environment [27]. 

Simulation facilitated the belief that learning-based control 

can result in smarter use of resources compared to pre-defined 

static rules. 

While the simulation gave a sanitized setting to illustrate 

these advantages, subsequent studies need to pay attention to 

the realities of implementing Q-learning architectures in 

production fog computing systems. It will be important to 

address challenges pertaining to computational overhead, 

model convergence rate when scaled, and the engineering 

effort of constructing good reward functions for successful 

use. Additional studies in the field of advanced RL 

algorithms, like Deep Rein-force Learning or Multi-Agent 
Reinforcement Learning, and incorporating secure security 

and privacy functionalities would further enhance RL-based 

fog networks to become more scalable, flexible, and reliable. 

In conclusion, this article reaffirms the effectiveness of Q-

learning as a potential method for resource optimization 

management in fog computing [31]. The validated 

improvement in throughput, response time, and drop rate 

improvement opens the door to further utilization of 

reinforcement learning methods to build more intelligent and 

robust fog network topologies to cope with the increasing 

requirements of IoT and edge applications. 
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