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Abstract – Cloud computing demonstrates excellent power to 

yield cost-efficient, easily manageable, flexible, and charged 

resources whenever required, over the Internet. Cloud 

computing, can make the potential of the hardware resources to 

increase huge through best and shared usage. The growth of the 

cloud computing concept has also resulted in security challenges, 

considering that there are resource sharing, and it is moderated 

with the help of a Hypervisor which can be the target of 

malicious guest Virtual Machines (VM) and remote intruders. 

The hypervisor itself is attacked by hackers. Since the hypervisor 

is attacked, the VMs under the hypervisor is also attacked by the 

attackers. Hence, to prevent the problems stated above, in this 

study, Enhanced Particle Swarm Optimization (EPSO) with 

Hypervisor Attack Detection using Advanced Encryption 

Standard (HADAES) algorithm is introduced with the intent of 

improving the cloud performance on the whole. This work 

contains important phases such as system model, optimal 

resource allocation, and hypervisor attack detection. The system 

model contains the data center model, migration request model, 

and energy model over the cloud computing environment. 

Resource allocation is done by using the EPSO algorithm which 

is used to select the optimal resources using local and global best 

values. Hypervisor attack detection is done by using HADAES 

algorithm. It is helpful to determine the hypervisor and VM 

attackers also it is focused to provide higher security for cloud 

data. From the test result, it is concluded that the proposed 

algorithm yields superior performance concerning improved 

reliability, throughput, and reduced energy consumption, cost 

complexity, and time complexity than the existing methods. 

Index Terms – Cloud Computing, Hypervisor Attack Detection, 

Resource Allocation, Enhanced Particle Swarm Optimization 

(EPSO), Advanced Encryption Standard (AES) algorithm. 

1. INTRODUCTION 

Cloud computing is an innovative means of merging a suite of 

technologies for the implementation of a novel phenomenon 

generating a place for users to avail of shared and 

customizable resources over the internet on the fly. Pcs and 

similar devices may access sharing services, programs, and 

data as requested thanks to this Internet-based design. This 

system exhibits several features that are common with 

distributed systems, and therefore, cloud computing also 

makes use of the features associated with networking. Hence 

security forms the predominant challenge of this system since 

haring forms the basis of the services of cloud computing [1]. 

Cloud computing facilitates people to share; anything is its 

resources, services, and information. It enables the 

organization with a framework, which can be sufficiently 

elastic ensuring an efficient network for the enterprise. The 

best means of service provisioning using cloud computing has 

increased its fascination among an extensive range of 

businesses. 

Cloud computing becoming immensely popular is getting an 

increasing number of organizations getting adapted to the 

cloud. The adoption of the cloud in magnanimous numbers 

leads to bigger risks and problems, which can pose security 

hazards to cloud computing [2]. One further type of this 

vulnerability is extended loss of access, which impacts the 

services and the resources of the cloud. The distributed 

denials of services are highly complex and go on to advance 

with a quick speed getting rid of the entire authentication and 

the countermeasures. Four groups of assaults on virtual 

machines (VMs) may be distinguished: VM-to-VM, VM-to-

hypervisor, hypervisor-to-VM, and hypervisor-to-hypervisor. 

Therefore, the exclusive use of conventional network security 

mechanisms like firewalls, intrusion prevention systems 

(IPS), and intrusion detection systems (IDS) cannot handle 

intrusions. A hostile VM may utilize the hypervisor rather 

than the actual network to construct new communication 

channels. This emphasizes the need for innovative structures 

to safeguard network security without relying on networks. 
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The effectiveness of IDS depends on its capacity to strike a 

balance between the number of defenses and the number of 

false positives or detecting errors. 

Virtualization technology isolates the operating systems and 

the hardware on which they are run employing VMs and an 

underlying hypervisor. This separation isolation facilitates not 

just hardware resource sharing, but also the uncomplicated 

change of VMs between various physical hosts [3]. VM 

migration can be beneficial in terms of user mobility, load 

balancing, dealing with failures, and system administration. In 

the past years, researchers have primarily focused on the 

improvement of migration performance as studied in recent 

work [4]. The security aspects have been highlighted very 

less. But, the implementation of cloud computing is struck 

due to the missing security and trust assurance for the 

virtualization technology. Therefore, improvement of security 

and reliability must be focused more. 

As the hypervisor is the virtualization manager it is highly 

susceptible to attacks. The hypervisor is the primary element 

of the virtualized system which is accountable for 

emphasizing the separation between virtual machines and 

resource control of the hardware [5]. The hypervisor forms 

the software that allows several guest virtual machines to 

execute at the same time on the same server. The hypervisor 

again constitutes the single point of failure. Therefore, the 

hypervisor also has to be taken care of for risks of 

compromise painstakingly [6]. 

The primary challenge that this technical work-study is 

hypervisor attack detection in cloud computing. Many 

different research efforts and techniques have been presented, 

however, security is not ensured considerably. The available 

techniques have a setback with attacks and security factors. 

To get rid of the problems stated above, in this technical 

work, Enhanced Particle Swarm Optimization (EPSO) with 

Hypervisor Attack Detection using Advanced Encryption 

Standard (HADAES) algorithm is presented with the intent of 

improving the overall performance in the cloud. The chief 

contribution made by this study involves the construction of a 

system model, resource allocation, and hypervisor attack 

detection. The proposed technique helps achieve improved 

security by applying efficient algorithms for the cloud 

environment. The other sections of the study are structured as 

given: Section 2 presents an outline of a few literary works in 

hypervisor attack detection and resource allocation. The 

proposed technique for the EPSO+HADAES algorithm is 

explained in Section 3. Section 4 explains the experimental 

results and performance analysis. Lastly, Section 5 provides 

the conclusions. 

2. RELATED WORK 

In [7], Cao e al (2021) a DDoS anomaly detection 

methodology that analyses user commonalities to find DDoS 

attack origins. The main objective of the method is to locate 

DDoS by cheaply observing how similarly active individuals 

interact with current users. The suggested model, which 

incorporates the crucial actions below, achieves this purpose. 

An example user set is created first. The queries of the live 

customers are again monitored to determine how closely 

every living customer resembles the sample individuals. 

Finally, discovered individuals will be marked as abnormal 

ones if the variance of resemblance surpasses the set criteria. 

In [8], Velliangiriet al (2020) concentrated on creating a deep 

learning-based classifier that could predict DDoS attacks. 

Users' service requests are collected and categorized as log 

data. To reduce the classifier's straining time, a few key 

characteristics are selected from the log file using the 

Bhattacharya distance metric. Elephant Herd Optimization 

(EHO) is modified with the Taylor series to create the Taylor-

Elephant Herd Optimization-based Deep Belief Network 

(TEHO-DBN), and the algorithm created in this way is used 

to train the DBN to identify DDoS attacks. The simulated 

findings demonstrate that the suggested TEHO-based DBN 

classifier demonstrates superior effectiveness, producing an 

improved efficiency of 0.830 when compared to state-of-the-

art techniques while taking assessment criteria into account. 

In [9], Varadharajan et al (2014) centered on the privacy 

services that a cloud provider may provide to its customers 

(tenants) as a component of its infrastructure as a defense 

against these assaults. The main contribution is a safety 

paradigm that offers adequate safety as a service that a cloud 

provider may deliver to its tenants and the customers of its 

tenants. The safety-as-a-service approach makes it flexible for 

the tenants to add additional security features that best meet 

their security requirements in addition to providing basic 

security to the provider to protect its cloud architecture. In 

this study, the design of the security framework is described 

and how the architecture defends against various kinds of 

attacks is discussed. It is realized by the security framework 

and the research work studies the analysis and the results of 

performance analysis. Additionally, the decision by a renter to 

opt-in for extra security services might help the cloud 

provider create a structure for billing the occupants for these 

extra security services. 

In [10], Nikolaiet al (2014) presented the infrastructure and 

technique to make the best use of Utilizing hypervisor 

efficiency measurements, the virtualization technology at the 

heart of cloud computing performs intruder detecting 

protection. Using the hypervisor-collected efficiency metrics 

for virtual machines, which include attempts to read from and 

write to block devices, sent and collected packets, and CPU 

consumption, it can be demonstrated and checked if the 

malicious activity can be categorized with no extensive 

information on the operating system that runs within the 

virtual machines. There is no need for the proposed 
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hypervisor-based cloud intrusion detection system to install 

extra software installed in virtual machines and offers several 

benefits in comparison to using host-based and network-based 

intruder detecting methods that may supplement these 

traditional intruder detecting methods. 

In [11], Dildar et al (2017) recommended using Virtual 

Machines and Hypervisor Intrusion Detection System 

(VMHIDS), as a method for identifying and preventing 

hypervisor intrusions in a virtualization cloud environment. 

The VMHIDS has used a variety of features obtained from the 

other approaches through the execution of the tasks often 

which is capable of averting the occurrence of malicious 

events. The hypervisor attack is prevented by the VMHIDS. 

The hypervisor assault is lessened because of the VMHIDS. 

In [12], Fenget al (2012) highlighted the topic of resource 

distribution in cloud computing, which is thought to be an 

optimizer for a large firm given the potential scale of their 

clientele and resources. With this issue in mind, a Particle 

Swarm Optimization (PSO) method is created. The 

algorithm's goal is to determine the appropriate task scheduler 

for resources based on several factors, including total task 

execution time, resource reservations, and the quality of 

service for each job. A Pareto-domination strategy is used in 

the algorithm aiding the search for multi-objective optimal 

solutions. It is proven from the results of experiments that the 

proposed algorithm is both effective and resourceful. 

In [13], Tenget al (2020) analyzed Advanced Encryption 

Standard (AES) algorithm. Next, a modified advanced 

encryption standard aimed at data security in cloud computing 

is presented by using random disturbance information for 

enhancing data security. In addition, there is also 

improvement seen in column mix operation and key 

choreography in AES. At last, experiments are carried out on 

Hadoop. It is shown through a strategic security analysis and 

performance comparisons that the proposed solutions 

simultaneously guarantee the privacy of attributes and 

enhance the decryption efficiency in the case of outsourced 

data storage in mobile cloud computing.  

In [14], Anumukonda (2021) gave an in-depth analysis of 

several security vulnerabilities, and different solutions used 

to solve them, along with a comparison of their strengths and 

weaknesses. Additionally, numerous assaults against 

hypervisors are thoroughly discussed, along with the 

defensive and attacking strategies utilized in each case. The 

two particular methods that will be investigated are important 

for identifying various hypervisor threats. One strategy 

focuses on the effective use of Genetic Algorithms (GA) to 

stop malicious assaults that are being launched against cloud 

hypervisors. The second strategy is to create a positive 

defensive strategy to detect and stop threats, increasing the 

level of cloud security via the efficient usage of a select 

number of AI-based apps. 

2.1. Problem Statement 

IDS are very prone to single-point faults or flaws, which 

intruders might find and take advantage of. The number of 

undiscovered assaults may be decreased by using several 

intruder-detecting devices, although this solution comes with 

additional expense. The effectiveness of IDS depends on its 

capacity to strike a compromise between the number of 

responders and the number of false positives or detecting 

losses. The primary challenge that this technical work-study 

is hypervisor attack detection in cloud computing. Many 

different research efforts and techniques have been presented, 

however, security is not ensured considerably. The available 

techniques have a setback with attacks and security factors. 

3. PROPOSED METHODOLOGY 

In this work, we have to create a scenario in which the 

hypervisor itself is attacked by hackers. Since the hypervisor 

is attacked, the VMs under the hypervisor is also attacked by 

the attackers. Hence, to get over the above-stated problem, in 

this research work, proposed framework is proposed which 

will overcome attacks that happened by attackers. The 

suggested system's general block diagram is shown in Figure 

1. 

3.1. System Model 

The system model contains the data center model, migration 

request model, and energy model over the cloud computing 

environment. In this work, consider the number of resources, 

number of tasks, number of VMs, number of packets, and 

number of cloud users over cloud computing. A cloud is 

developed to finish a suite of programs/applications such that 

specific tasks can be completed. Running those programs 

necessitates using a few cloud resources [15]. The basic 

aspects comprising a resource allocation and VM migration 

problem in the cloud environment consist of the task of cloud 

users, cloud resources, data packets, and the resource 

allocation technique. Cloud resource allocation helps in the 

assignment of task-based resources considering that user 

satisfaction is ensured such that the task execution time is 

minimal. The cloud resources are shared by the users by 

entering tasks to the cloud, and the cloud resource allocation 

process re-assigns these tasks to the suitable resources 

abiding a mechanism, such that the effective allocation 

algorithm can leverage the processing capability of the cloud 

system to increase the throughput of the entire cloud system. 

3.1.1. Data Center Model 

The data center network is denoted in the form of a weighted 

graph 𝑔(𝑉, 𝐸). The vertices in 𝑉indicate are either a server or 

a network middlebox. 𝐸 is the set of all the edges in the data 

center network. 𝐴[𝑗, 𝑘] is the bandwidth capacity of two 

directly connected nodes 𝑗 𝑎𝑛𝑑 𝑘 𝑖𝑛 𝐸 and is zero otherwise. 

𝐶𝑖 is the capacity of node I in 𝑉. 
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Figure 1 Overall Architecture of the Proposed System 

3.1.2. Migration Request Model 

A VM migration request 𝑅 is represented as a quadruple 

𝑅(𝑠, 𝑑, 𝑏, 𝑚, 𝜇), where 𝑠 is the source host, 𝑑 is the destination 

host, 𝑏 bandwidth requirement, 𝑎𝑛𝑑 𝑚 is the amount of VM 

data that is to be transferred to the destination, and 𝜇 is a 

threshold on eviction time for the request. 

3.1.3. Energy Model 

Middleboxes consist of network elements that do specialized 

tasks like load balancing, security, and performance 

enhancement in the data center networks. Either servers or 

middleboxes are considered intermediate nodes for Scatter-

Gather VM migration. The power model considered for the 

server or middlebox is a utilization-based energy model. The 

power consumed by a server or middlebox at utilization as 

equation (1), 

𝑃𝑢 = (𝑃𝑚𝑎𝑥 − 𝑃𝑖𝑑𝑒𝑙)𝑢 + 𝑃𝑖𝑑𝑒𝑙   (1)  

Where 𝑃𝑖𝑑𝑒𝑙  is the power consumed by the node in an idle 

state, i.e when there is no load on it and 𝑃𝑚𝑎𝑥 is the power 

consumed by the node at the maximum (100%) load. The 

energy consumed by the intermediate node for a given 

duration of time as equation (2), 

𝐸𝑖 = ∫ 𝑃(𝑢(𝑡))𝑑𝑡
𝑡1

𝑡0
   (2) 

Figure 2 shows the total number of VM used in the 

simulation, and resources availability of VM. 

Optimal resource allocation 

Enhanced Particle Swarm Optimization 

(EPSO) 

Compute best fitness values by local and 

global optimum 

EPSO provides optimal resources 

Hypervisor Attack Detection using Advanced 

Encryption Standard (HADAES) 

Determine the hypervisor and VM 

attackers & provide higher security for 

cloud data 

Performance evaluation 

Request services 

Response services 
No. of .clients 
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Figure 2 VM Load and Resource Initialization 

3.2. Optimal Resource Allocation Using Enhanced Particle 

Swarm Optimization (EPSO) Algorithm 

In this work, resource allocation is done by using Enhanced 

Particle Swarm Optimization (EPSO) algorithm optimally. 

Resource Allocation (RA) addresses the allocation of the 

existing resources between cloud users and applications 

effectively and effectively. RA for IaaS in cloud computing 

yields many advantages: it is cost-economic since installation 

and update of the hardware or software is not necessary for 

the users to have access to the applications, and the system is 

flexible enough to permit access to applications and data on 

any system located worldwide, and no constraints exist on the 

medium or usage sites. 

PSO approach takes its inspiration from a simple paradigm in 

the animal world, where a flock of birds flies out in search of 

food. During their search for the food location, an individual 

flies based on the direction not just from their individual 

experience but also guided by other birds, particularly the 

ones that are more nearby foods. In PSO, a flock of birds is 

referred to as a particle swarm because they resembled 

particles. A particle is encoded to make describing scheduling 

easier. After each particle has been evaluated for a certain 

duration, the key concept of PSO is to choose the optimal 

scheduling from that particle. It showed the expressions 

created for each particle using the equations (3-4), 

𝑣𝑖
(𝑡+1)

= 𝑤𝑣𝑖
(𝑡)

+ 𝑐1𝑟(𝑝𝑏𝑖
(𝑡)

− 𝑥𝑖
(𝑡)

) + 𝑐2𝑅(𝑔𝑏𝑖
(𝑡)

− 𝑥𝑖
(𝑡)

) (3) 

𝑥𝑖
(𝑡+1)

=𝑥𝑖
(𝑡)

+𝑣𝑖
(𝑡+1)

  (4)   

𝑣𝑖
(𝑡)

& 𝑥𝑖
(𝑡)

 it denotes the speed and position of particle i in the 

tth iteration correspondingly. 𝑝𝑏𝑖
(𝑡)

and 𝑔𝑏𝑖
(𝑡)

indicatesthe 

respective localized greatest of component i and the overall 

best of the swarms. 𝑟 and 𝑅 signify the random values in 

[0,1], and 𝑤, 𝑐1and 𝑐2refer to weight parameters. 

In the PSO algorithm, every solution is regarded as a Particle 

in space. The individual position and speed exist for each one 

and the fitness value is decided using an optimal function. 

Moreover, every particle is aware of the best position and 

current location now in the whole swarm, which uses the 

following information to modify its current position: (a) The 

current position; (b) The current speed; (c) The earlier best 

position; (d) The ideal position of the whole swarm. 

At first, the initialization of the population is done. Next, the 

population is randomly divided into a group of subpopulations 

[16,17]. In addition, the problem space is divided into 

different virtual subspaces. Every subspace is given by a 

hypercube. Rather, every dimension amongst all 

the dimensions is divided into the same-sized partitions. 

Hence, it has subspaces. Later, the particles will be moved at 

a lower speed to the more useful subspaces. In addition, in 

every subpopulation, a specific group of movement 

coefficients is utilized. To add, the specific set of the 

movement coefficients for every subpopulation is changed 

adaptively during optimization. In the end, the best solution 

generated during optimization is regarded as the ideal solution 

for the problem that the proposed optimization algorithm 

known as the Enhanced Particle Swarm Optimization (EPSO) 
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algorithm. The best and the mean costs of the population 

members and the execution time when applying the EPSO 

method. In this study, an innovative time-adaptive PSO is 

proposed based on the movement patterns named the 

movement pattern adaptation PSO (EPSO). 

1. A large 𝑉𝑐 and a small |𝜌1| are desirable during the early 

phases to facilitate the particle in searching through an 

extensive range (high𝜌1)and not towards any specific 

direction (small |𝜌1|). F= 1 would be a balance between 

𝑝and𝑔, and this would prove to be a better selection during 

the start. 

2. With the rising number of iterations, a higher |𝜌1|is useful 

to maintain good directions that the particles get. A 

higher 𝑉𝑐is quite advantageous since the exploration could 

be still useful. 

3. It would be better for the next phases of the search to 

highlight the best-got solutions (bigger), surrounding the 

best-available solutions (lesser|𝜌1| and  lesser𝑉𝑐) 

The EPSO can be achieved by changing all the coefficients 

(𝑤, 𝑐, 𝑎𝑛𝑑 𝛼) at the same time. Depending on this 

configuration, the values of 𝑉𝑐 , 𝜌1, and F through equation (5), 

𝑉𝑐
(𝑡)

= {

𝑉𝑚𝑎𝑥                                       𝑡 < 𝑡1
(𝑡−𝑡1)(𝑉𝑚𝑖𝑛−𝑉𝑚𝑎𝑥)

𝑡2−𝑡1
+ 𝑉𝑚𝑎𝑥𝑡1 < 𝑡 < 𝑡2

𝑉𝑚𝑖𝑛                                   𝑡 > 𝑡2

 (5) 

It is ensured by this function that the value of𝑉𝑐is the highest 

at the initial and last at the final phases of the search when it 

is linearly decremented from iteration𝑡1 𝑡𝑜 𝑡2by equation (6), 

𝐹(𝑡) = {

𝐹𝑚𝑖𝑛                          𝑡 < 𝑡1

1                     𝑡1 < 𝑡 < 𝑡2

𝐹𝑚𝑎𝑥                            𝑡 > 𝑡1

                (6) 

This equation makes sure that the personal best is focused the 

most, and later a balanced search is carried out surrounding 

both personal and global best and at last focuses the search 

surrounding the global best. The values of coefficients are 

changed during the time of optimization. As discussed in 

Algorithm 1. 

1. For each resource 

2. Initialize the particles (resources) with velocity  

3. Initialize the position  

4. Do  

5. For each resource  

6. Calculate the fitness values 

7. If fitness value is more than the best fitness saved 

8. Fix  current value to be new pbest 

9. Fix  current value to be new pbest 

10. End  

11. End 

12. Select the resource having the best fitness value of all 

resources as the best 

13. For each resource 

14. Compute the resource with velocity  

15. Compute the resource position 

16. Update resources with velocity and position using 

equations (3-4) 

17. Adaptively change the coefficients using equations (5-6) 

18. No. of. Tasks and no. of cloud resources 

19. Compute execution time and response 

20. Select best resources 

21. Return optimal solution 

Algorithm 1 Enhanced Particle Swarm Optimization (EPSO) 

The essential parameters such as QoS are time, cost, and 

reliability. As such, cost and time are inversely proportional 

to each other; if a task can be allocated more users, thus 

advanced resources and tools may be used, resulting in lesser 

time for its completion and vice-versa. This research work 

aims at balancing the cost and time factor by using optimal 

resource allocation, henceforth, resulting in improved 

reliability as well as reducing failure rates. By allocation of 

resources as per user needs significantly raises the QoS 

coefficient values. 

Figure 3 shows the optimal number of resources used by VM 

with their energy usage achieved by proposed EPSO 

algorithm. 

3.3. Hypervisor Attack Detection Using Advanced 

Encryption Standard (HADAES) Algorithm 

In this work, hypervisor attack detection is performed through 

the Advanced Encryption Standard (AES) algorithm 

effectively.AES depends on a design paradigm called a 

substitution–permutation network [18]. AES is a variation of 

Rijndael with a key size of 128, 192, or 256 bits and a 

predefined block size of 128 bits. Rijndael per se, on the other 

hand, is specified using block and key sizes, which may be 

any multiple of 32 bits and have a bit count between 128 and 

256. For 128-bit keys, there are 10 rounds; for 192-bit keys, 

there are 12 rounds; and for 256-bit keys, there are 14 rounds. 

Each cycle includes several computing steps, one of which is 

dependent only on the encryption key. A group of inverse 

rounds is used for transforming the ciphertext into the actual 

plaintext making use of the same encryption key. 
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Authentication refers to the process through which the system 

makes a confirmation about the identity of a user and 

authorization indicates the access limits over what the user is 

permitted on the system after his/her authentication is done. 

The hypervisor also referred to as the VM monitor has the 

responsibility of VMs management in cloud computing. It 

carries out the monitoring of the resource sharing happening 

among the virtual machines. Additionally, it removes any 

virtual machines that are not licensed from the cloud 

environment [18]. Creation is one of the main duties of the 

hypervisors, termination, movement of the VMs, and resource 

allocation.

 

Figure 3 Optimal Resource Allocation and Energy Usage 

The Hypervisor attack classified as the external attack refers 

to the way the weaknesses of the hypervisor are taken 

advantage of letting the cybercriminal get access and get 

authorized with the hypervisors [18]. At first, the 

cybercriminals wage an attack on a specific virtual machine. 

The rogue virtual machine will then infiltrate the hypervisor. 

Later, the cybercriminals use the chances to increase the 

attacks on every VM, which runs under the compromised 

hypervisor. Finally, the compromised hypervisor will 

gradually infect all of the virtual machines. To detect and 

discard the hypervisor attacks, the double key-based AES 

algorithm is introduced. Hypervisor-based attacks observe the 

system metrics using the cloud requests that are made from 

the hypervisor and help in the detection of any probable 

misuse activities. A Hypervisor-based attack system carries 

out the tracking and monitoring of the communication 

happening between VM, hypervisor, and VM, and virtual 

networking. This detection approach operates within the 

hypervisor and it could prove to be efficient in the cloud. 

Keyword Generation: In this work, AES encryption key 

generation is an important process for encryption purposes. 

The input size and the size of the key used for encryption are 

equivalent. Here, the suggested method uses 16 bytes of the 

encryption key for encryption. The 16 bytes key is arranged in 

the form of 4 × 4matrices by equation (7), 

Key=

k0 k4 k8 k12
k1 k5 k9 k13
k2 k6 k10 k14
k3 k7 k11 k15

   (7) 

Generally, the AES algorithm has different phases of 

processing for the encryption of the input data files. 

Additionally, it creates an iterated block cipher with a 128-

block size and adjustable key length. The different 

transformations operate on intermediary outcomes known as 

states, which are primarily composed of a rectangle array of 

bytes. The rectangle array has the size of 4 x 4 matrices if the 

block size is either 128 bits or 16 bytes, as shown in the table 

below. 

Block size of the AES algorithm 

b0 b1 b2 b3 b4 b5 b6 …………… b15 

 

The arrangement of the input files is 4 x 4 as illustrated 

below. The first four-byte of the input by equation (8), 
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b0 b4 b8 b12
b1 b5 b9 b13
b2 b6 b10 b14
b3 b7 b11 b15

  (8)   

The state has few operations at each round. The operations 

include: 

 Sub-bytes 

 Shift row 

 Mix column 

 Add round key 

Sub-byte operation: The sub-byte’s procedure generally 

involves a nonlinear byte replacement that affects each state 

byte separately. The reversible substitution table (S-Box), and 

is built by making use of two transformations 

Round-based Shift operation: In this normal shift row 

operation, the following operations are performed, 

 1st row to 0 positions to the left 

 2nd row to 1 position to the left 

 3rd row to 2 positions to the left 

 4th row to 3 positions to the left 

Generally, for 128-bit, the AES algorithm carries out ten-

round operations. Here, the novel system is improved by 

changing the shift operation based on the round operation. At 

every round, the sub-bytes operation is carried out at first. 

Then, the round-based shift operation is conducted. At every 

round, the proposed technique checks if the round number is 

even or odd. If the round number is 1 (even), the shift rows 

transformation works on the rows of the state array. If the 

round number is 2 (even), the shift rows transformation 

moves to two places in the matrix. The shift operation, as 

illustrated in Figure 4 and Figure 5. 

 
Figure 4 Shift Operation for Round Number 1 (Even) 

 
Figure 5 Shift Operation for Round Number 2 (Even) 

 

Figure 6 HADAES Encryption of VMs 
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Mix-column operation: The mix-column operation utilizes the 

modern mathematical computations 

Add round key: The state is subjected to a bitwise XOR in add 

round key to apply the organization key to it. Utilizing the key 

scheduling, the round key may be derived using the cipher 

key. 

The HADAES technique provides security to both the 

hypervisor and VMs from both internal and external attacks 

launched on the cloud environment. The constant monitoring 

performed by HADAES from hypervisors or VMs facilitates 

the analysis of real-time occurrences for automatic detection 

and defense against suspicious events. HADAES observes 

and keeps track of every file and process, which involves 

communication within the hypervisor in cloud computing. In 

addition, since HADAES is positioned on both VMs and 

hypervisors, new attacks or malicious attacks launched on 

hypervisors can be identified conveniently for rapid 

countermeasures. 

Figure 6 shows the HADAES of resources used by VM. 

4. EXPERIMENTAL RESULTS 

In this CloudSim version, 4.0 were utilized for the simulation 

of a cloud data center, it comprises 800 heterogeneity physical 

hosts, of which 50% are HP ProLiant ML110 G4 and 50% are 

HP ProLiant ML110 G5, and which contains a mix of both 

types. Tables 1 provides the specifications for the physical 

hosts and virtual machines (VM) employed [18]. Security, 

energy, and QoS effects of the solution are evaluated. Table 2 

depicts the performance comparison using the current and 

proposed techniques. The parameters used for each parameter 

are as follows: 

Table 1 Physical Hosts Specification 

VM Type  Type 1 Type 2 Type 3 Type 4 

Total 

MIPS 

2600 1860 1000 500 

Total 

Processor 

units 

2 2 2 2 

Total 

RAM 

8 GB 8 GB 8 GB 8 GB 

Network 

bandwidth  

100  

Mbit/ 

seconds 

100  

Mbit/ 

seconds 

100  

Mbit/ 

seconds 

100  

Mbit/ 

seconds 

Total 

storage 

size 

2.5 GB 2.5 GB 2.5 GB 2.5 GB 

Table 2 Performance Comparison of Security Methods 

Methods 

 

Time Complexity 

(sec) 

Cost 

Complexity  

($ per GB) 

Throughput 

(Mbps) 

 

Energy consumption 

(J) 

Reliability 

(%) 

 

PSO 52 0.10 0.80 32 80.50 

TEHO-DBN 40 0.092 0.87 23 85.50 

VMHIDS 25 0.046 0.94 16 93.90 

EPSO+HADAES 10 0.010 0.98 8 96.80 

Security measure: The temporal average for a VMI's Ri 

throughout its existence will serve as a representation of the 

VMI's average risk score, and the mean of all average risk 

scores will serve as the total threat rating. The risk score of 

the cloud will be denoted by the mean value of all of the 

virtual machines (VMs) that are running in the data center of 

the cloud. It is described by equation (9), 

𝑅𝑎𝑣𝑔
𝑖 =

1

𝑡−𝑡0
∗ ∫ 𝑅𝑖(𝑡)𝑑𝑡

𝑡

𝑡0
  (9)   

where𝑡0indicates the start time VMI in the system, indicates 

the end time of VMI, Rispecifies the instance security risk of 

VMI and Ri avg gives the time average of security risk for 

VMI 

Energy measure: The rate of power requirements for a host 

at each given time instant may be approximated by utilizing a 

power model that is based on the amount of CPU utilization 

for each hot type. This model is provided in [19], and it makes 

use of the data that is provided in [20]. It is possible to 

express, using an equation, the amount of energy that a host 

uses throughout the period tp (10). 

Ep= (fromPower +(toPower-fromPower)/2) *tp  (10) 

Where power and power indicate the start and end times' 

respective power consumption rates. The overall amount of 

energy used E denotes the cumulative total energy used by all 

hosts throughout their existence. In this research work, the 

performance comparison between the proposed SDN-based 
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CAC algorithm and the available PSO and DVMC approaches 

is carried out in terms of reliability, time complexity, cost 

complexity, throughput, and energy consumption. 

Time complexity: The system yields improved performance 

less time is consumed for the execution of the proposed 

algorithm. 

 

Figure 7 Time Complexity vs. Attack Detection Methods 

Figure 7 shows the comparative analysis between the 

available and recommended methods according to their 

temporal complexity. The duration complication number is 

measured across the y-axis, while the methods are shown 

across the x-axis. The existing techniques including PSO, 

TEHO-DBN, and VMHIDS algorithms exhibit higher time 

complexity of 52 seconds, 40 seconds, and 25 seconds, while 

the proposed algorithm depicts lower time complexity of 10 

seconds. In this proposed research work, optimal resources 

are selected by using the proposed algorithm via the best 

fitness function. The proposed work increases the response 

time speed hence it maximizes the overall VM migration 

performance. It can be concluded from the results that the 

proposed algorithm helps improve the efficiency of resource 

allocation over cloud computing. 

Cost complexity: The cloud is superior to the proposed 

scheme demonstrating reduced cost complexity. 

 

Figure 8 Cost Complexity vs. Attack Detection Methods 

Figure 8 shows the comparison evaluation between the 

available and recommended methods according to expense 

difficulty. The cost complexity number is represented across 

the y-axis and the methods are displayed across the x-axis. 
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The contemporary techniques including PSO, TEHO-DBN, 

and VMHIDS algorithms exhibit higher cost complexity of 

0.10($ per GB), 0.092($ per GB), and 0.046($ per GB), while 

the proposed algorithm demonstrates lower cost complexity 

of 0.010($ per GB). In this proposed research work, optimal 

resources are selected by using the EPSO algorithm via best 

fitness function values. It can be concluded from the result 

that the proposed algorithm improves security during 

hypervisor attacks in the cloud environment. 

Throughput: The pace at which data packets are sent at a 

given transfer with success over the cloud or wireless links. 

 

Figure 9 Throughput Comparison vs. Attack Detection Methods 

Figure 9 illustrates the comparison between the PSO, TEHO-

DBN, VMHIDS, and EPSO+HADAES techniques for the 

throughput metric. It shows that the existing PSO, TEHO-

DBN, and VMHIDS  algorithms provide lower throughput of 

0.80 Mbps, 0.87 Mbps, and 0.94mbps, whereas the proposed 

scheme provides higher throughput of 0.98 Mbps. The 

proposed method improves the data transmission speed by 

allocating the optimal resources over the cloud environment. 

Hypervisor-based attacks observe the system metrics using 

the cloud requests from the hypervisor and identify any 

probable rogue activities. Thus it is used to increase the 

throughput efficiently in the cloud environment. 

Energy consumption: Energy consumption is defined as the 

average energy required for the transmission, reception, or 

relaying functions of a packet to a network node during a 

certain period. 

 
Figure 10 Energy Consumption vs. Attack Detection Methods 
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Figure 10, the comparison in terms of energy usage between 

the currently available, PSO, TEHO-DBN, and VMHIDS 

algorithms is shown. It is observed that the contemporary 

techniques consume much energy of 32 J, 23 J, and 16 While 

the energy usage of the proposed scheme is 6 J. The proposed 

method consumed lower energy for large data transmission 

through the best energy model construction.  

Reliability: The proposed scheme offers reliable performance 

while the algorithm yields higher security. 

 

Figure 11 Reliability Comparison vs. Attack Detection Methods 

Figure 11, it can be inferred that the comparison of reliability 

employing the contemporary, PSO, TEHO-DBN, and IOFM 

algorithms give lesser reliability values of 80.50%, 85.50%, 

and 93.90%. The proposed method provides a better security 

level of 96.8%, for large data transmission through the 

security measure. Un-authenticated users cannot able to 

access the data and it involves the prefer to entail limit 

imposed on accessing a place or any other resource when 

access management provides the process description. The 

purpose of the AES mechanism is to protect the data and 

detect hypervisor attacks effectively. The proposed technique 

provides security to both the hypervisor and VMs from both 

internal and external attacks launched on the cloud 

environment. 

5. CONCLUSION AND FUTURE WORK 

In this study, the EPSO+HADAES algorithm is introduced to 

detect and discard the hypervisor attacks and VM attacks over 

the cloud environment. Initially, the system model is 

constructed through the data center model migration model 

and energy model. Then the resource allocation is achieved by 

applying the EPSO algorithm and it is utilized for picking the 

resources optimally via local and global fitness values. After 

the allocation process is completed, we have to create the 

scenario the hypervisor itself is attacked by the hackers. Since 

the hypervisor is attacked, the VMs under the hypervisor is 

also attacked by the attackers. Then, the HADAES algorithm 

is proposed to detect and discard the VM attacks and 

hypervisor attacks considerably using a double key-based 

encryption process. Hence it increases the security higher 

using the AES process. Finally, the result proves that the 

proposed algorithm yields improved throughput, security, and 

lower energy consumption, time complexity, and cost 

complexity than the existing approaches. In future work, 

effective soft computing and machine learning algorithms can 

be developed to deal with various attacks prominently. 
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