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Abstract — Internet of Things is connection of equipment,
machine, software and everything around us to make smart
things which have unique IP address to distinguish from other
things. In Internet of Things everyday objects have capabilities
to identify, sense and process the data so they can communicate
with each other generating huge volumes of data. But data
security is the major issue as when communication takes place
the data can be altered through malicious attacks taking place on
network while the data is being transmitted from different
devices. So, in this paper a novel totalitarian approach is
proposed for detection of blackhole attack which drops the
packets being transmitted in the network leading to hacking and
loss of data. So, in order to eliminate this DoS attack from the
network proposed technique can be used where occurrence of
malicious infected path results in initiation of request sent by any
local node to all of its neighbor’s node for verifying the presence
of the malicious path in their routing tables which has a high
percentage of usage. We have used the approach of a modified
routing table along with analysis of the threshold value
generated by nodes which generates huge volume of big data and
variation in amount of data generated by malicious nodes we can
identify suspicious links before the attack is initiated and starts
disturbing within the network. This is done to establish
legitimacy of the node and on the corroboration of a malicious
attack a blacklisting message is broadcasted to exclude the
colluder nodes from the network. Results and analysis of this
technique is been done on the basis of packet delivery ratio,
throughput, power consumption and congestion control. Along
with this comparative analysis of this technique is done with the
other existing techniques proposed by various renowned
researchers for identifying these blackhole attacks taking place
in 10T Networks. The proposed technique makes use of a
modified routing table and utilizes Big Data analytics to
accurately ascertain the blackhole nodes in the 10T network. The
detection and isolation of colluder nodes is being done accurately
with minimalistic consumption of resources as opposed to some
of the existing techniques, which may require high power
consumption, synchronization, as well as other resources thereby
making these techniques resource intensive. Since this technique
makes use of multivariate parameter, it is more resilient to
faults. Our approach also aims to alleviate the security and
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privacy concerns associated with big data thereby being a
potential flag winner for the organizations.

Index Terms — Blackhole Attack, Internet of Things, Big Data,
Malicious Node, Cooja Simulator, Big Data Analytics.

1. INTRODUCTION

Internet of Things is connection of equipment, machine,
software and everything around us to make these as smart
things, which have unique IP address to distinguish from
other things. Smart home, wearable, health care, smart
environment are some examples of 10T applications. In paper
[1] Internet of Things connects devices where everyday
objects can be given capabilities of identifying, sensing,
networking and processing capabilities so they can
communicate with each other and transfer large amount of
data.

Physical A Controllers, Internet
Dhject [p\ A
d J., Actuators, —) of
Sensors Things

Figure 1 Communication of 10T Devices

As shown in Figure 1 these physical devices consist of
powerful sensors, have capability to communicate anywhere,
anytime, with any internet connection, and can be used for
any business purpose. The major advantage of using 10T is
that it does not require any central governing authority and
does not require huge infrastructure support. The popularity
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of 10T devices discussed in paper [2] brings with it a plethora
of problems with some noteworthy malware targeting loT
devices only. To be more particular, Internet of Things
provides the creation of mixture of privacy risks to customer
and the type of personal and sensitive information, which can
be collected from consumer. Smart home services industries,
medical devices are more prone to cyber-attack as mostly
service provider never bother about security constraints in the
starting. The major security threats in a smart home and
medical fields as stated by researchers in [3] are (DDoS)
attacks and hacking of data, confidentiality issues,
unauthorized access etc.

Some of the security threats in the loT network are as
follows:

a) End to End Data life cycle protection: Security of
information in Internet of Things environment as proposed in
[4] is required to provide end to end protection of information
throughout the network. This data is gathered from various
devices that are connected to each other and instantly shared
with other devices. Many hackers and intruders perform
malicious and DoS attacks while the data is transmitted
through 10T devices to alter or hijack the data.

b) Secured planning: As stated by researchers in [5] different
devices should be capable of managing high security level as
communication between various 10T devices may vary. For
instance, when local sensors are used in the home based
network they should work on same security policy when
communicating with external devices

c) Issues in Smart Home security and medical area: Smart
home services are more prone to cyber- attack as mostly
service provider never bothers about security constraints in
the starting. The major security threats in a smart home and
medical fields as stated by researchers in [6,7] are (DDoS)
attacks and hacking of data, confidentiality issues,
unauthorized access etc.

d) Authenticity of Data: The information being transmitted
should be authenticated. One should follow an authentication
process which allows transmission of data from only authentic
devices.

1.1. Usage of Big Data in loT

Recent studies done by authors in [8, 29] claim that the
number of devices connected to the Internet has surpassed the
number of human beings in the world. All of this coupled by
loT network gives rise to insurmountable amounts of
information as depicted in Figure 2. The overlap between the
growth of data consumption by 10T devices and the number of
devices connected to the 10T network signals the exponential
rise of Big Data. Furthermore, the data generated by the mesh
of 1oT devices bearing temporal and spatial characteristics by
its sheer volume is classified as Big Data and it is at a serious
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threat of being maligned and misused. Big data is of prime
significance and needs to be secured as often it bears
confidential information which is paramount to the
organization’s survival. An organization should strive to
provide security and establish trust as sensitive data could
very well turn out to be a potential goldmine to the
prospective attackers. Communication among devices leads to
a flood of unstructured, semi-structured and structured data
and this is the root cause of a profusion of security breaches.
The gamut of precious information presents a potential gold
mine to the attackers of an loT network and hence presents a
big security threat. This aggressive growth stated in [9] has
led to new challenges in data collection efficiency, security
and data analysis. A secure solution for sensitive information
comprising of big data is of utmost importance as its proper
implementation can fuel any big data initiative. Authors in
[10] said that one of the grave threats to the security and
integrity of Big Data is a Distributed Denial of Service
(DDoS) attack [30] which works by disrupting the services of
a network machine or host by making the network resource
inaccessible to the intended users.

Capture, Store,

Data collection )
analysis of Data

through loT

Data based
Learning

Figure 2 Big Data in loT
1.2. Blackhole Attack in loT Networks
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As depicted in Figure 3 the blackhole attack [21,23] is a DoS
attack where in a colluder node advertises a fraudulent path to
the destination. This colluder node acts as a sink absorbing all
incoming packets with the intention of dropping the same. In
the network where all 10T devices devices are communicating
with each other, each node is dependent on the other node for
forwarding of data and the intruders uses this dependency for
inserting the colluder nodes within the network. So, the
malicious nodes start dropping packets and hence the
blackhole attack takes place. The network of IloT
devices[25,28] is constrained in terms of computation and
power.

In this study, we aim to alleviate the privacy and security
threats prevalent in an 10T network by accurately identifying
and isolating the nodes which are a part of the blackhole
attack. The problem statement is therefore the guaranteed
isolation of participating nodes in the blackhole attack thereby
preventing the loss of data. The guarantee stems from the fact
that the vast amount of data generated by the devices in the
0T network has been used for decision making and at the
same time the authenticity, integrity and security of the loT
network has been maintained. Thus, our technique has the key
objectives of accurately detecting the blackhole nodes,
isolating them, simulating the process on the Cooja simulator,
collection and analysis of results using Google’s Big Query
analytics platform as well as comparison of our technique
with existing techniques of blackhole detection. The prime
motivation behind the study is to provide a secure, reliable as
well as resilient system which is able to thwart blackhole
attacks so that the loT network can operate without any
challenges thereby extending their utility in military, financial
sectors, defense as well as medical fields.

This paper proceeds as follows. Section 2 introduces
blackhole attack and its existing techniques. Section 3
describes methodology of detection of blackhole attack and its
isolation from loT Network. Section 4 shows the results of
implementation of this technique on basis of throughput,
packet delivery Ratio, congestion control and power
consumption. Also, performance of proposed technique is
compared with other existing techniques. Finally, Section 5
describes conclusion and future work.

2. RELATED WORK

Paper [11] mentions baiting technique which depend on its
own node id and identification of blackhole node is initiated
through broadcast of a bait request to all of its nearby nodes.
The bait request consists of source Wireless Communications
and Mobile Computing id and source sequence number (SSN)
if the source node receives reply then the node verifies when
there is a reply which has larger DSN value than its own SSN
which informs that the reply came from a black-hole as no
node within the network have a larger DSN than SSN of the
source node. Once blackhole node is identified the source
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node will broadcast a blackhole detection alarm to its
neighbors.

The researchers in [12] have proposed a technique which
incorporates Cooperative Bait Detection Method Scheme. In
CBDS three phases of detecting Black hole are implemented
as Bait, Reverse Trace and Reactive Defense. In first phase
source node chose any one of the neighbors to transmit a bait
request via its own id. In second phase various suspicious
nodes list is initiated from the RREP of the bait RREQ, along
with which the neighbor nodes enter in active mode in order
to detect whether an attacker node is existing in the path or
not. A black-hole alarm is broadcasted to neighbor nodes for
each blackhole detected in the network. In third phase the
source node will compare the PDR with pre-determined
threshold value if it is lesser than a predetermined threshold
value then it executes the first phase again.

Authors in paper [13] discussed a technique which depends
on usage of fake id scheme. The source node propagates a
broadcasting request which consists of an id that is not
existing within network. Then only black hole node will reply
to that RREQ as it normal can reply to any RREQ which
claims that it has the best path in the network. So, when a
blackhole node is detected an alert message is broadcasted
throughout the network. And the source node keeps a track if
there is any reduction below a threshold value, then it initiates
re-broadcasting of the message.

In [14], the authors proposed a model which initiates flooding
of fake requests in the network. Any node replying to fake
messages can be considered as a suspicious node because the
suspicious node starts forwarding packets to the destination
node then that means that blackhole node is present within the
network. The proposed model has a localization system which
can identify the position and presence of the black hole node.

In [15], the author has proposed a new system which is
dependent on a particular kind of nodes which is known as
guard nodes that helps in identifying the suspicious nodes in
the network which perform the blackhole attack. They are
nodes which are added in silent mode which keep a check on
behavior of rest of the nodes within 10T network. Also in
order to record the behavior of other nodes added in network
they keep track of updated tables.

In [16], authors have proposed a model which uses concept of
validity bit which is attached in RREP and the attacker node
is not aware of validity bit that shall be transmitted while
transmitting the RREP to other nodes. Later, validity bit is
checked by the sender if it is set to one, the node will use the
proposed path for data transmission otherwise it checks the
RREP given from the malicious node and then discards it.

In [17] the researchers have made a model known as SAODV
which identifies blackhole by trusting the opinion of neighbor
nodes. Every node in SAODV maintain two tables one is list
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of neighbors where it stores id’s of a neighbor nodes and the
other is opinion list used to identify activity performed by the
nodes within the network. Once the source node broadcasts
the opinion message to neighbors if it receives a reply for
route request and it request the opinions of its neighbors
regarding the node claiming that they have the shortest path.

Authors in [18,19] have proposed a model which uses
fabricated request in order to identify the black-hole nodes in
the network. A source node will broadcast fabricated request
to other nodes within the network and if blackhole node
response to the fake request then it will be considered as
malicious node node. Average value of DSN is stored by
source node which is compared with reply DSN numbers and
if it is closed to average value then the node is listed a
blackhole node else it is considered as normal node. It also
uses trust value and digital signatures technique and is one of
the most promising technique for detecting the black hole
attack.

In paper [22,26,27] hierarchal trust based scheme has been
proposed for Smart Grid stations where the Network is
categorized into three segments and from each segment one
cluster head is selected using cluster head selection algorithm.
The cluster head will collect the data and transfer to the Sink.
Hierarchical trust evaluation model implemented to
differentiate good nodes from bad ones where cluster head has
responsibility for managing the history of dropped packets.

The proposed technique consumes less power as compared to
some of the already existing techniques. It has also shown
outstanding performance in terms of ease of implementation,
fault tolerance, synchronization as well as quality of service in
comparison to some of the already existing techniques. The
proposed technique also has the distinction of using Big Data
analytics for the purpose of detecting the blackhole nodes
with certainty. The multivariate parameter approach adopted
by the proposed technique ensures that the blackhole nodes
are detected with certainty and are isolated from the rest of the
network thereby mitigating the security risks posed by them
in the network. The proposed technique is also free from the
drawbacks of approaches which rely on a central singular
authority whose failure may compromise the security and
integrity of the entire network.

3. PROPOSED METHODOLOGY

The proposed technique looks to modify the routing table
which forms the basis of routing packets. A clever use of Big
Data analytics also ensures that we are able to reliably detect
and finally isolate the colluder nodes. The successful isolation
and removal of colluder nodes from the IoT network ensures
that the participating nodes can carry out communication
without any hurdles and the entire communication can
proceed in a safe and secure manner. A colluder/malicious
node in an loT network [24,25] has the potential to seriously
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hamper the functioning of an 10T network. An attacker may
gain control of a node thereby transforming it into a malicious
node and may drop some of the packets, alter them in some
way as well as gain control of the information being passed
on the network. In order to fully comprehend the extent of this
problem, let us consider a sample scenario in which there are
25 nodes in the network. All these 25 nodes are connected to
each other and the initial state of the network is depicted in
Figure 4 the routing information is also present in the
adjoining routing Table 1 which contains information about
destination, path as well as information about the number of
hops. The information in the routing table can be further
analyzed if we consider the task of reaching node 25 from
node 3. The path being taken is given in the routing table as 3-
>8->22->19->18 where 25 acts as the destination node and
the number of hops are 6. A clever use of the information
present in this routing table forms the basis of our novel
approach. The nodes Cs and Cd are overtaken by malicious
attackers and are acting as colluder nodes in the routing table
for the network with the advent of the potential colluder nodes
is present in Table 1 and signifies the updated and changed
path along with updated hop information. A pattern of high
usage among the nodes labelled as Cs and Cd is observed and
the other striking feature which indicates the colluder node
presence is the drop in the number of hops. The following
steps, when morphed and simulated on nodes with the help of
Cooja simulator, help us in detecting the blackhole nodes.

i) Firstly, a local node will send information regarding
suspicious nodes to all the nodes connected in the network
and if the neighbor nodes also have high usage of these
suspected nodes then other nodes will be intimated.

ii) The information about the amount of Big data generated by
these nodes at alternating time intervals is broadcasted to
neighbor nodes along with routing information.

iii) After getting a confirmation reply from the neighbor node,
the initiator node broadcasts an encrypted message containing
timestamp/flag which can only be decrypted by legal and
legitimate nodes. A node whose signature is present in an
encrypted message is considered a legitimate node. Missing
node signatures can be indicative of blackhole presence.

iv) Apart from this, the variation of generated parameters
from predetermined threshold values generated by these
malicious nodes which are transmitting huge volumes of Big
data is the key indicator for identification of malicious paths
and their activity.

v) Once the malicious nodes are confirmed, the initiator node
will send a broadcasting message to blacklist the nodes from
the network. The above steps include usage of routing tables
along with Big data analytics for detecting the blackhole
attack in the network and isolating the illegal nodes.
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Figure 4 Advent of Blackhole Attack Being Followed by
Malicious Node

, PR

Blackhole Present

Destination | Path Hops
1 _ 0
2 2 1

ISSN: 2395-0455

3 3 1
7 6 2
8 3 2
9 3->7 3
10 6 2
13 6 3
17 7>3>9 3
18 Cs>Cd 3
19 3>8>22 4
20 Cs>Cd 3
21 Cs>Cd 3
22 3>8 3
23 Cs>Cd>21 4
24 Cs>Cd 3
25 Cs>Cd 3

Table 1 Routing Table with Advent of Blackhole Attack

Big Data analytics is useful in pointing us in the right
direction and helps us in identifying and isolating the colluder
node. In Figure 5 a network of 1000 nodes is created using the
Cooja simulator [20] which helps in simulating the motes. It
allows very close inspection of minute details of the network
behavior and how the system can be set up and testing can
also be performed using this flexible simulator.

In Algorithm 1 logs file is generated and Packet Delivery
Ratio Threshold, Mote Throughput Threshold and Power
Consumed Threshold are generated. Further in Algorithm 2
Packet Delivery Ratio Threshold, Mote throughput Threshold
and Power Consumed Threshold is received as input to mark
the suspected nodes as colluder nodes.
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Figure 5 Mote Isolation Using Cooja Simulator

Input :

Generated logs of information

Output:

Pdrthresh : Packet Delivery Ratio Threshold
Mthresh : Mote Throughput Threshold
Pconsumedthresh : Power Consumed Threshold
1 totalPackets = total packets received
2 totalTime = total time taken

3 Mtput = Mote Throughput

4, pdr = Packet Delivery Ratio

5 totalSent = total packets sent

6 totalUnits = total Power Consumption
7. foreach record in Logs do

if Logs[i].packetsRecevied != 0 then
totalPackets = totalPackets + Logs][i].packetsReceived

totalTime = totalTime + Logs[i].total Time

i=(l...n)
8. Mtput = totalPackets / total Time
9. Mthresh = Mtput / n

10. totalPackets = 0

11. foreach record in Logs do
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if Logs[i].packetsReceived != 0 then
totalPackets = totalPackets + Logs[i].packetsReceived

totalSent = totalSent + Logs[i].packetsSent

12. pdr = totalPackets / totalSent
13. Pdrthresh = pdr / n
14. foreach record in Logs do

totalUnits = totalUnits + Logs[i].unitsConsumed

15. Pconsumedthresh = totalUnits / n

Algorithm 1 DetectColluderNodes (Logs, Pdrthresh, Mthresh,
Pconsumedthresh)

Input :

Records : Log of data generated by motes
Pdrthresh : Packet Delivery Threshold

Mthresh : Mote Throughput Threshold
Pconsumedthresh : Power Consumed Threshold
Output :

MarkNodes : Mark Nodes to hold information about colluder
nodes

1. throughPut = Throughput
2. pdr = Packet Delivery Ratio
3. Pconsumed = Power Consumed

4.foreach log in Records do
if Records[i].packetsReceived != 0 then

throughPut =
Records[i].total Time

Records[i].packetsReceived /

pdr = Records[i].packetsReceived / Records[i].packetsSent
if Records[i].unitsConsumed != 0 then
Pconsumed = Records]i].unitsConsumed

if throughPut > Mthresh and pdr > Pdrthresh and Pconsumed
> Pconsumedthresh then

MarkNode[i] = true
i=1..n

Algorithm 2 MarkColluderNodes (Records, Pdrthresh,
Mthresh, Pconsumedthresh, MarkNodes)

The data generated by the devices in the 10T network can
easily run into volumes and if properly analyzed can give rise
to a gamut of useful information that can be utilized in a
myriad of ways to obtain meaningful results. The data
generated by the motes in our simulated 10T network on the
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Cooja simulator is converted into a CSV format for data
ingestion in Google Cloud Platform’s Big Query.The sample
set contains the data generated by 1000 motes in the Cooja
simulator. The Big Data tool by Google Cloud platform
namely Big Query helps us analyze the information given by
the 10T network. The information is loaded in the form of a
dataset fed to BigQuery and the CSV information is then
loaded in the form of a table.Post the configuration of
BigQuery. The SQL workspace by Big Query is being
utilized and appropriate queries are used to setup subsets
of data hich is being brought about by various factors
namely throughput, packet delivery ratio, power consumption.
The process of isolating the malicious nodes is depicted using
level 2 data flow diagram in Figure 6. The efficiency and
efficacy of the network brought about by these factors and
subsequent plotting of the same will point us in the direction
to identify reliably and with certainty colluder nodes.

/'ﬁ‘\
— /compute™
/Compute™, [mote packet)|
[ throughput \Il TN | delivery |
| threshold |/ compute \_Ratic /. / mark N
\. /| packet | S | suspected |
N \delivery Ratio/ | node
. \threshoid / = \ process /

™,

/ A E
[ Detect / If’/ compute \«
m >1|Icolluder nodes{’ — [ mote power |

\ Process / ;'/Compute \Qonsumptlop' / compute\‘.l

N [ power | S~ | mote |
.,Iconsumption/\ ‘-ﬂlroughp 1
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Figure 6 DFD for Isolation of Blackhole Nodes in loT
Network

4. RESULTS AND DISCUSSIONS
4.1. Throughput

Throughput prior to attack vs Throughput post the attack

== Throughput priorto attack == Throughput postthe aftack

2.0
. 1.5\//
E
E
§ 0.5 \_/______——————_____

0.0

200 400 600 800
Motes

Figure 7 Throughput Comparative Data Plot of Pre vs Post
Colluder Node Infusion
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The quantity of data packets received by the receiver per unit
of time is known as throughput and is measured in bits per
second.

Throughput = X NP/Z TT (1)

The above formula has been used to compute the throughput
of the network pre and post the influx of the colluder nodes in
the network where NP = Total Number of Packets and TT=
Total Time. Above formula has been used to compute the
throughput of the network pre and post the influx of the
colluder nodes in the network.

The Figure 7 showcases the variation of throughput on the
advent of the colluder nodes. This points us in the direction of
identifying the colluder nodes. The nodes with high usage are
the ones which are potential colluder nodes as the high usage
raises a strong suspicion.

4.2. Packet Delivery Ratio

It is a strong indicator of the network performance in which
we are able to determine how well the network is performing
or in short the efficiency and efficacy of the network. In
Figure 8 the packet delivery ratio can be measured as the ratio
of the total number of packets delivered vs the lost packets on
the network. It can be clearly seen that in the data set, the
Packet Delivery ratio of some of the nodes have clearly risen
as compared to the ratio prior to the advent of the colluder
nodes. This is one of the key indicators of the presence of
colluder nodes infiltrating and potentially harming the
network.

Packet Delivery Ratio prior to attack vs Packet Delivery
Ratio post the attack

== Packet Delivery Ratio priorto attack == Packet Delivery Ratio postthe attack

1.00
S I B

0.75
0.50
0.25

Total Packets Sent / Packets

0.00

200 400 600 800

Motes

Figure 8 Graph Plot of Packet Delivery Ratio of Pre and Post
Colluder Node Infiltration

4.3. Power Consumption

Power Consumption of Nodes in the 10T network varies with
usage. If a node is consuming and emanating more data, then
this should push its power consumption. As shown in Figure 9
if a node is frequently using more power as opposed to its
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normal usage then coupled with other factors it’s an
indication that some malicious nodes are present inside the
network. The visualization of Power Consumption of nodes in
the pre and post the advent of malicious nodes is done with
the help of Data Studio and is as follows:

Power Consumption prior to attack vs Power Consumption
post the attack

= Power Consumption priorto attack == Power Consumption postthe attack

—_—
1.0 /\
0.5
0.0

Power(mw)

200 400 600 800

Motes

Figure 9 A Comparative Graph Plot of Power Consumption in
loT Network in Data Studio Prior to and Post the Advent of
Colluder Nodes

4.4. Congestion Factor

The rise in the number of connected devices also leads to the
congestion of the network. The major objective of the loT
network is to deploy highly effective and high quality
services, which enables the network to deliver smart services.
The congestion factor of nodes shown in Figure 10 in the loT
network is an indicator of the node capacity wherein it can be
used to check for nodes exhibiting a high degree of
congestion.

Congestion Factor prior to attack vs Congestion Factor
post the attack

== Congestion Factor priorto attack == Congestion Factor postthe attack

. 08
iE
: 06
g /\
2 04
£ 0.2
8
3 0.0
= 200 400 600 800
Motes

Figure 10 A Comparative Graph Plot of Congestion Factor in
1oT Network in Data Studio Prior to and Post the Advent of
Colluder Nodes

4.5. Comparative Analysis of Our Novel Technique with
Existing Techniques

This approach requires less power consumption as compared
to existing techniques. This technique has shown outstanding
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results related to ease of implementation, synchronization,
fault tolerance and quality of service as compared to the
already existing approaches discussed in Table 2. Moreover,
this is the only approach using big data analytics for
identification of blackhole attack. The proposed totalitarian
technique for detecting Blackhole attack outperforms some of
the other techniques for Blackhole detection such as Baiting
technique, Cooperative baiting technique and SAODV as
these techniques are solely based on keeping track of routing
table or calculating threshold values which may lead to
suboptimal detection of colluder nodes. The proposed
technique takes into account multiple parameters which
makes it more accurate and resilient.

Novel Technique vs Existing Techniques

N
1.00
0.75
3
0.50
8
2
=)
S 025
L]
w
0.00
Faking ID Method A Hierarchal Trust  Nowel Technique for  SAQDV Techni
Based IDS Blackhole
discernment
Techniques for Blackhole Detection

Figure 11 Analysis of Fault Tolerance with Existing
Techniques

Novel Technique vs Existing Techniques

L |
1.00

075

0.50

QoS

0.25

0.00

Faking ID Method A Hierarchal Trust Movel Technique for SAODV Technique
Based IDS Blackhole

discernment

Techniques for Blackhole D

Figure 12 Analysis of QoS with Existing Techniques

Graphs depicted in Figurell and Figure 12 shows that
proposed technique outshines some of the existing techniques
of blackhole detection like SAODV, Hierarchical Trust based
IDS, and faking id technique in terms of QoS and Fault
tolerance. The trust based technique involves maintaining
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clusters which are managed by a head node and it is the sole
responsibility of the head node to ensure the detection of
Blackhole nodes in the network. The cluster head technique
also requires heavy synchronization among nodes as opposed
to the proposed technique. The proposed technique once again
outperforms the trust based technique as it takes a decision

based on multiple parameters and unlike cluster head
technique is not dependent on a single node whose failure
may lead to a compromised network. The flooding fake IDs
technique is limited to flooding of fake messages, which may
not be responded to by malicious nodes, which has a serious
limitation of maintaining Quality of Service.

METHODOLOGY FAULT SYNCHRONIZATION | RESOURCES QOs
USED TOLERANCE NEEDED
Baiting Technique High Synchronization is | Less resources are Low Delay
required .
Required
Cooperative Bait High Synchronization is | Less resources are Low Delay
needed. .
Required
SAODV Technique High No synchronization is | Medium as neighbor | Moderate delay
required. data is needed
Novel technique for High No synchronization is | Minimal resources are | No Delay
. required. required as routing
Detection of table undergoes
Blackhole modification
Discernment
Faking id Method Low Synchronization is | Medium as neighbor | Moderate Delay
needed data is needed
A Hierarchal Trust Moderate Synchronization is | Medium as neighbor | Low Delay
Based IDS needed data is needed

Table 2 Comparative Analysis of Our Proposed Technique with Existing Techniques

5. CONCLUSION AND FUTURE WORK

The approach discussed above is highly cost effective and is
easy to implement, as it does not need any infrastructure. No
synchronization is required for implementing this
technique. This approach is completely authentic and will
leave no stone unturned to detect the malicious nodes and
isolating them from the network.

In future, a thorough analysis can be carried out in order to
analyse the adoptability of this approach with changing
factors. Also, the technique can be further optimized in terms
of performance metrics to ensure that the detection is done as
soon as the colluder nodes start presenting themselves in the
network. The algorithmic technique can be highly useful in
the prevention of botnets which are a real threat to the
network security and can pose a significant threat to the
security and integrity of the network. The potential of the
technique can be further explored in terms of its detection
capability when it comes to the detection, prevention and

ISSN: 2395-0455

elimination of further threats to the security of the network.
The potential of the technique can be further explored in
terms of its detection capability when it comes to the
detection, prevention and elimination of further threats to the
security of the network. The proposed algorithmic technique
has displayed its efficacy however, a detailed analysis and
study of the proposed algorithmic technique is required to be
carried out in order to determine its feasibility and its acute
potency.
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