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Abstract — Wireless Sensor Networks (WSN) is arising as a
potential computing platform in diverse zones such as weather
forecasting, modern robotization, medical health care, and
military systems, etc. Since the sensors are constantly gathering
information from the actual world and communicate with one
another through remote connections, keeping up the security
and protection of WSN communication is a prerequisite. In this
paper, safe confirmation and key organization scheme dependent
on Elliptic Curve Cryptography (ECC) has been suggested to
make sure about information/picture transmission in WSNs. The
scheme proposed in this paper is protected, competent, and
appropriate for providing sensor technology based 10T services
and applications. The protocol provides all the security features
such as mutual authentication, confidentiality, data integrity,
perfect forward secrecy, fair key agreement, etc. and is secure
against hello flood attack, DoS attack, man-in-middle attack, etc.
Simulation software AVISPA has confirmed the safety of the
protocol for the known assaults. The performance analysis
ensures the superiority of the projected proposal over the
existing schemes.

Index Terms — WSN, Security, Elliptical Curve Cryptography
(ECC), Automated Validation of Internet Security Protocols and
Applications (AVISPA).

1. INTRODUCTION

In recent times, WSN is becoming popular due to its
versatility in providing services for monitoring activities of
surrounding environments, use in an extensive range of
applications, and ease of deployment. Wireless links are
established between the sensor nodes which are dissipated
over a specific region[1]. Sensor nodes have the capability to
process, sense, aggregate, and broadcast the information to a
federal node called base station or sink node. These nodes
have a battery that cannot be easily recharged which
ultimately reduces the lifetime of the sensor node and WSN as
well[2,3]. Another challenging aspect of WSN is energy
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efficiency. To overcome this challenge, sensor nodes are
arranged in zones called clusters, and a special node called
Cluster head(CH) is elected depending upon its energy
utilization to broadcast the information to the sink node[4,5].

With the evolution of smart computing devices and wireless
communication, visual communication is overpowering the
textual communication mechanisms. A large amount of data
can be transferred easily through images as compared to
textual information[6,7]. Many real-time applications prefer
embedded sensors that may have additional components such
as a camera for capturing images or videos, a microphone to
record audio, mobilize to change its location, and GPS to find
its location. After incorporating all these features, new
dimensions like vineyard monitoring, law enforcement, traffic
monitoring, health monitoring, target tracking in military
areas, etc. are discovered for applicability of WSN[8,9]. So,
CH can easily transfer these images to the base station.
Increased usage of WSN, the security of images transferred
along with energy efficiency turn out to be a necessary aspect
to be considered in WSN.

Consequently, while transferring the video and image,
security is a significant and challenging matter to be
considered. Disregarding the way that there is a lot of secure
pictures preparing plans expected for picture communication
over a WSN, the constrained resources make it insubstantial
to be used in this area[10,11]. Moreover, the recent protected
information communication patterns are focused on the
content information and cannot be used in application of
image transmission. Besides, protected picture transmission is
a major issue in this area particularly for the application that
utilizes image as its fundamental information, for example,
military applications[12,13]. As intruders can launch both
passive and active attacks on the images being transferred, so
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security should be provided either before or during the
transmission of data.

To evade asset utilization in WSN, like, energy utilization
while image broadcast, numerous specialists have coordinated
and proposed picture encryption and transmission strategies.
In any case, the storage capacity required for keeping the
encryption key in these techniques despite everything speaks
to an interesting issue for scientists.

Lightweight cryptography is one of the astounding areas of
research in security. It has been proposed for the areas where
highly constrained devices are interconnected by wireless
communication and work for the particular application.
Existing cryptography algorithms do not fit into constrained
devices[14].ECC provides high cryptographic strength similar
to the symmetric schemes like the RSA, but the key size is
very small. Due to the smaller key size, ECC comes out to be
an ideal option for an area like WSN which has devices with
limited resources like battery, memory, and processing
capabilities[15].

1.1. Research Motivation and Objectives

To resolve the excessive asset utilization in WSN such as
energy during image broadcast, several image encryption and
transmission schemes have been proposed over the years.
However, in these algorithms memory required for the storage
of the generated encryption key is large and hence still an
upcoming topic for researchers. Using elliptic curve
cryptography and a key agreement protocol, an authentication
scheme is proposed in this paper. Using this protocol, the
sensor nodes mutually produce a symmetric session key
which can be used to encrypt the image and transmit it over
the insecure channel to the receiving node. The receiving
node will use its own independently generated session key to
decrypt the encrypted image. ECC offers high cryptographic
strength similar to the symmetric schemes as the RSA
because of smaller size of key. For example, both ECC based
256-bit key and RSA key of size 3072-bit provide the same
level of security. That's why ECC gets the more priority
related to the security of devices which have low storage
capacity or limited data processing resources, e.g.in the field
of WSN.

1.2. Paper Organization

The paper is coordinated into various segments: Section 2
portrays the writing survey. ECC based authentication and
key generation procedure are proposed in Segment 3.
Informal security study of the planned procedure is discussed
in part 4. Segment 5 presents the performance analysis of the
investigated protocol as compared to existing protocols.
Section 6 covers the simulation detail, which is followed by
segment 7 that covers the conclusion part of the paper.
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2. LITERATURE REVIEW

Due to the high usage of WSN in various areas like military,
civil, hospitals, etc. both the industry and academia
researchers have been engrossed in this area. In this section
literature study of existing secure image transmission methods
in WSN and the proposed method to transmit the secure
image is done.

Extensive use of WSNs in many application areas like
military, indoor climate control, health monitoring, security,
industrial applications, environmental sensing, landslide
detection, water quality monitoring, and many more
compelled the researchers to increase their research in this
field. Due to sensitive data transmission in these applications
factors like authenticity, integrity and confidentiality should
be ensured[16]. To achieve secure data transmission an
appropriate authentication protocol is a very challenging
aspect to be considered. There are many researchers who have
addressed the area of secure data transmission in WSN using
cluster head, but, only few researchers raised the issue of
secure image transmission using cluster head in WSN. In the
current scenario when image transmission is overpowering
the textual data, there is an extreme requirement of the study
of the security of images transmitted through WSN.

To procure the security in WSN during image transmission,
either encryption key should be managed or data access needs
to be controlled. To overcome the various security threats,
diverse encryption key management schemes like novel hash-
based authentication,2-hop multipath, g-composite, and
random pairwise schemes have been proposed in[17]-[19] at
the cost of large scale attack and compromise of network size.
Also, these schemes lead to higher configuration efforts
before deployment and large energy consumption due to
higher  traffic.  TinyPK  system  demonstrated in
[20]authentication between node and third party and an
individual speck cannot be used to pretend the motes with
different identification.

Mykeletin et al. In [2006][21] have given EC-OU in WSN’s
to accomplish data concealment which increases rises the
communication  overhead. Olivia et  al.[2007]Sec
Leach[22]and Wu et al.[2008][23] have used symmetric key
methods of cryptography for security but SLEACH algorithm
decreased the network performance. Both the key methods
prove to be energy efficient and keep the transmitted data
safe.

Zhang et al.[2008][23] hashed a generated symmetric key
using ESODR algorithm as the hash function. However, the
size of the key microscopes, when combined with image
transmission. EDRLEACH [24] one of many SLEACH
dependent methods. It supplies an efficient way to bypass
energy usage whereas ORLEACH [25]increases the time limit
&ratio of used energy.
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Biswas and Muthukumarswami[2014][26]proposed an
encryption technique that is based on a Chaotic map and
ECC. Chatterji et al.[2015][10] have proposed attribute-based
encryption using elliptic curve cryptography. Labeled
ciphertext with attributes and the user’s secret keys have been
utilized. The proposed method has been proved to be better
than the existing schemes.

Jiang et al. [2016][27] proposed an ECC based authentication
scheme that follows the idea of sequential credential in
WSNs. The scheme meets the common verification and able
to defend against many attacks as compared to He.et.al.[2014]
[28].

Homomorphic encryption and ECC are wused by
Elhoseny[2017][29]for the security of data. Cluster formation
happens in virtue of GASONeC algorithm.ECC produces a
176-bit key, distance from CH, and node identification
number. The proposed method is valid for text as well as
image data.

Inter-cluster multiple key distribution key(ICMDS) is
proposed in mehmood[2016][13] to maintain the authenticity
of sensor nodes. Two-phase security is suggested. The
recovery mechanism helps to save the CH

Authors Harbi et al.[2018] [14]try to improve the
communication security in WSN by proposing a safe
information broadcast ECC based scheme that produces key
of very small size. The recommended protocol can
successfully defend against attacks like replay attacks, brute
force attacks, sinkhole attacks, and proves to be more secure
when compared to existing.

Authors Elhosney et al.[2019][30] encrypts the image by
Light Weight Ciphers(LWC). The proposed security model
helps in optimal key selection. Also while encrypting, the
proposed algorithm by Elhosney et al. takes minimum time to
generate the key for decryption of image and prove to be
better in term of security accuracy of input images like Horse,
Baboon, Barbara, Lena as compared to existing algorithms.

Sumalatha and Nandalal [2020][31] proposed a fuzzy based
cross-layer security technique for identifying nasty nodes
which  hinder the packet movement. Enhanced
Convolutionary Neural Network(ECNN) helps in the
implementation of false monitoring.

To provide security in WSNSs, Jayanthi Ramasamy[2020][1]
preferred the Elliptic Curve hill Cipher algorithm. Key’s
permutation helps in improving their size that is required for
the selection of image matrix size. Authors successfully
achieved more security, reduced setback, and enhancement in
packet release proportion due to a new framework using
clusters and ECC algorithm and cluster-based encrypting
routing algorithm.

Authors Chi-tung in[2020][32] proposes a distant user
validation scheme based upon active ID and temporal
credentials for WSNs. For validation of scheme, authors
preferred Burrows-Abadi-Needham(BAN) logic. Suggested
schemes prove to be better in terms of low energy
consumption for authentication, low computational cost.
Table 1 covers the limitations of the earlier work.

Authors Limitations

Chatterjee et al.[10]

Lacks in privacy preservation and prone to cluster head attack

Benenson et al.[33]

Issue of cluster head attack, manage insertion attack, Man-in-middle attack

Yeh et al.[34]

Mutual authentication, Privacy preservation, and insertion attack

Kumar et al.[35] Lacks in mutual authentication

Das et al.[36]

Man in the middle attack, Insertion attack, Mutual authentication

Lee et al.[32]

Stolen card attack , impersonation, Masquerade attack, and replay

Mishra et al.[37]

privileged insider attack, Denial of service attacks, password change phase, offline
password guessing was dependent on the server

Khan et al.[38]

Forward security, Lacks user anonymity, de-synchronization attack, impersonation attack

Table 1 Summary Table of Previous Work
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3. PROPOSED ECC BASED KEY GENERATION
PROTOCOL

In the assumed WSN, a total ‘m’ clusters are formed from ‘n’
sensor nodes. In every cluster, there exist ‘a’ number of
sensor nodes which comprise of member nodes as well as
Cluster Head (CH) node. Presumptions are made that after the
deployment, sensor nodes become static. Sensor nodes are
capable of communication with each other as well as with
cluster head. The CH can speak with one another
straightforwardly and hand-off information between its group
individuals and the Base Station (BS) which acts as a gateway
to some other network.

Two keys master key and an exceptional key are preloaded
into nodes which are used for communication with CH and
with BS respectively.

One-way Base station loads keyed hash function to all nodes.
Nodes maintain a pairwise secret key list. Elliptic curve
discrete logarithm help to maintain the safety of the secret key
by not transmitting via a network. Only node tampering can
be used to compromise it. It is assumed that after deployment,
the network remains secure for ‘t’ time an intruder can attack
after these t units of time. Keys are updated regularly after
every session and a table is maintained for updated keys.

3.1. Clustering Processes

In the proposed work, equal-sized zones are formed in the
network, and then, a suitable cluster head is elected from each
zone using ANP (Analytical Network protocol) method as
explained in Error! Reference source not found..
Connectivity based clustering model is being used which
considers the distance, energy of the cluster head, and its
distance from the BS.

Criteria like Distance of nodes from CH (DNCH), Residual
Energy(RE), Energy Consumption Rate(ECR), Initial
Energy(IE), Average Energy of Network(AEN) have been
finalized for the cluster head selection from a single zone
[39].

To maintain and update the cluster three processes are
followed. The process of joining and leaving a cluster is very
basic and is described below.

3.1.1. To Join a Cluster

As the nodes have the awareness about the identity of each
cluster and its boundaries, each node transmits a HELLO
message while inflowing a new cluster. If the cluster head
sends the acknowledgment, then that particular node may
become the cluster member. Otherwise, the node will appeal
to the server for a new process of cluster head election.

3.1.2. To Leave a Cluster
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Cluster member/node can leave a cluster without explicitly
notifying the cluster head or server. A node can be removed
from a cluster if: no beacons are arriving from it within a
stipulated period, neither the server nor CH receives a beacon
from it and the node is out of the cluster boundary.

3.1.3. Cluster Head (CH) Selection

Using certain metrics, the server associated with the cluster
can select the cluster head. The server executes the CH
election algorithm and after CH selection notifies it of its
status. Elected node after selection starts performing as the
CH until there is some change in the topology. Reselection of
CH is done as per the request of the server or under some
dynamic changes prevailing under the environment.

3.2. Assumptions

In the proposed work, an appropriate model has been
considered for these sensor networks. It depends upon
comparable models utilized in [4, 21]. Assumptions made for
the future network shown below:

e Homogeneous sensor nodes are
distributed and every node has a unique ID.

e The nodes share their knowledge with the CH at
periodic intervals.

e Each node can collect information and compress the
data packets into one packet before sending.

e It is assumed that the BS has a constant power supply
and so, has no energy constraints.

e Nodes have awareness about location, i.e. they have
GPS capability.

e Channel being used is bidirectional for the entire
network.

haphazardly

e Initially, the CH is selected using the proposed
algorithm 1 but the CH is reselected as per the
proposed algorithm if the residual energy of the CH
falls below the threshold.

The Cluster Head uses time-division multiplexing to receive
information from its member. It collects the information and
sends it to BS through image compression and transmission
techniques over a secure channel. Even nearer CHs of
different zones can communicate among themselves and one
nearest to BS can send all related information. During the
transmission, there can be depletion of energy which can be at
the end of the member sensor node or CH. There can be
chances that the energy of the current CH becomes below the
threshold or any of its member nodes. In that case, the
proposed scheme provides the following provision:

1. Reselection of Cluster Head
2. Selection of Super Cluster Head(SCH)
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Super cluster head is selected from among the various cluster
heads using PROMTHEE as described in Error! Reference

share the information regarding themselves and their complete
zone to the SCH. The goal of super cluster head is to analyze
the data shared and if any cluster head has the residual energy
less than any of its nodes, then SCH sends a message to that
particular CH and its members through selective flooding to
reselect the CH.

3.3. Network Scenario

The cluster heads are positioned at the upper level whereas
member nodes are placed at the lower level. The data is sent

source not found.. All the cluster heads are required to
periodically

to the respective CH by lower-level member nodes. Data
aggregated by CH is passed to BS, more energy is spent on
sending data to longer distances by CH node. Later, CH
cannot perform due to the consumption of high energy. To
balance the energy utilization, CH is changed periodically.
The following Figure 1 can explain the communication
process between single hop (intra-cluster) and multi-hop
(inter-cluster) communication.

£\

Cluster
Head

A

Sensor
Node

>

Intracluster
Communication
Base Station

--p
Intercluster
Communication

Figure 1 Network Scenario

Begin
Input pairwise comparison of IE, RE, ECR, AEN, DNCH
Calculate matrix sum of individual columns

Calculate the Eigen vector

o > w0 N E

Consistency Ratio(CR) is calculated from Consistency
Index (CI) and Random index(RI) using the formula

CR =CI/RI
6. Check the Consistency ratio.
7. If value of CR<0.1 then
Pairwise matrix is reliable
Else from repeat step 2
End if

8. Calculate unweighted and weighted super matrix

ISSN: 2395-0455

9. End

Algorithm 1 CH Selection
1. Begin

2. Input weights of IE,RE,ECR,AEN,DNCH obtained from
ANP

3. Input reference values of each criteria against the
alternative.

4. Calculate:

r(i.J)=[x(,j)-min(x(i,j)))/[max(x(i,j)-min(i.j)] (for
beneficial)

r(i,j)=[max(x(i,j)-x(i,j)}/[max(x(i,j)-min(i,j)] (for non-
beneficial)

5. Calculate the preference function
Pj(a,b)=0 if R(a,j)<= R(b,j) i.e D(Ma-Mb)<=0
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Pj(a,b)=R(a,j)- R(b,j) if R(a,j)>= R(b,j) i.e D(Ma-Mb)>0
All negatives are replaced by 0

6. Calculate the aggregated preference function taking into
account the criteria weights.

Pi(a,b)=[2wj.Pj(a,b)]/ 2 wj
7. Determine the leaving and entering outranking flows
8. Calculate the net outranking flow for each alternative
End

Algorithm 2 Super CH Selection
3.4. Proposed Protocol

The protocol includes set of three phases, which are
Registration, Login and Authentication. Table 2 describes the
different notations used in the protocol.

Symbol Description

SID The unique identity of the sensor
node

CID Unique number for each node
under a particular cluster

PID Pseudo identity of the sensor node

RC Unique request code

S A base station encryption key

a,p Unique random nonce

SK Session key

H Hash function

T, TS1,TS2,TS3,TS4 Time stamps

Table 2 Important Notations

3.4.1. Registration Phase

This phase deals with the node’s registration under the base
station. Primarily each and every sensor node carries a unique
identification (SID) and a secret key. Every node sends its
identity over a secure communication channel to BS. After
that BS allocate a unique number CIDto every node of the
cluster. Two important keys- First a Master Key(for
communication with CH), and a second Key that is shared
with BS, are preloaded in every node. A hash function H
which is one-way keyed is also loaded by BS.

When the deployment of sensor nodes finishes, BS forward
the message to the SN containing pseudo-identity H(PID)
and unique request code RC i.e. < PID,RC > where PID =
SID @ CID. BS will get the SID of every node and
encryption keys = H(SID) to communicate.
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As soon as the sensor node’s deployment finishes, BS sends a
list having details of sensor nodes of the clusters in the form
of a message < CID,RC, PID >to all the CHs over a secure
channel. BS takes the CID of every Cluster head and uses
encryption key x = H(CID)for communication. With the
same key, CH can also transmit information to the Base
station. After every valid period, the Base station forwards
restructured list to CH including transformed< PID,RC >,
and member nodes are informed by CH in an encrypted form.
BS always renewed the generator.

After following these means, every sensor node of the cluster
gets a legitimate login. Assume node N1, N2 two sensor
nodes of a specific cluster needs to converse with one another.
Firstly, both will transmit a request to CH and play out the
following steps for session key generation and mutual
authentication.

3.4.2. Login Phase

During the login phase sensor node will forward a valid login
appeal to the cluster head as described in Table 3. The
following steps are performed:

Stepl: The sensor node with identity SID computes <
H(PID), SID > and transmits the message.

Step 2: The Cluster head (CH) on receiving<
H(PID),SID >, will check the validity of H(PID),SID from
the stored list. If the values are valid, it will encrypt the sensor
id SID using MK=H(RC) and compute EyxH(SID) and sends
< EyxH(SID),p, q,Q, G, E > back to the sensor node.

Step 3: On receiving < EyxH(SID),p,q,Q,G,E >, the
sensor node will compute M1 = H(RC @ SID) and send <
M1 > back to the cluster head.

3.4.3. Authentication Phase

In this phase both the sensor nodes who wish to communicate
with each other to exchange data such as text or images, will
commonly validate each other and produce a secure fresh
session key for encrypting their data and securing it from
known attacks as presented in Table 4. The steps are:

Step-1: Sensor node N1 will generate a random nonce « € Z,
and calculate the ECC point A = a.G. After that, It will send
the message < A,TS1 > to the sensor node N2 where TS1
represents the present timestamp.

Step-2: On receiving< A, TS1 > message, N2 will first verify
the legality of the time stamp TS1 to avoid a replay attack. If
found invalid, the process is terminated else continues. N2
will generate a random g € Z; and compute the ECC point
B = B.G and the ECDLP pointC = B.A. it will send its
response to N2 < B,TS2 >, where TS2 is the current
timestamp of N2.
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Step-3: On the reception of the response message < B, TS2 >
of N2, N1 will first check the validity of TS2. If invalid, the
process is discontinued, otherwise, N1 will compute D =
Step-4: Once the response message < M1,TS3 > is received,
N2 will validate TS3, if invalid the process is terminated else

a.B and M1 = SIDy,||H(PIDy,)||ITS3. It then sends <
M1,TS3 >message to N2.

Step 5: On getting the response message < M2,TS4 >, N1
and N2 will compute the session key independently using the

continued. N2 will compute  parameters exchanged, ie.,
M2 = SIDy, [|H(PIDyy)||TS4 and sends <  SK = h(D||ITS1||TS2) by N1 and
M2, TS4 >message to N1. SK = h(C||ITS1||TS2) by N2.
Sensor Node (SN) Cluster Head (CH)
computes MK = H(RC)
< H(PID),SID > .
checks the validity of H(PID),SID from
the stored list
if valid sends EmxH(SID),p,q,Q,G,E
< EyxH(SID),p,q,0Q,G,E >
computes M1 = H(RC & SID)
<M1> R
Table 3 Login Phase
Sensor Node (N1) Sensor Node (N2)
SIDn: SIDn2
generates random a € Z;
computes A = a,G
< ATS1> -
"~ validates TS1
generates random g € Zg
computes B = .G
computes C = . A
< < BTS2 >
validates TS2
computes D = a.B
computes M1 =
SIDy||H(PIDy)|ITS3
<M1, TS3> >
validates TS3
computes M2 =
SIDy, ||H(PIDy,)||TS4
P <M2, TS4>
SK = h(D||ITS1||TS2) SK = h(C||ITS1||TS2)
Table 4 Authentication and Key Generation Phase
ISSN: 2395-0455 ©EverScience Publications 73
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Using the generated SK, the image is encrypted and

transmitted to the other node.
3.4.4. Image Transmission using the Generated Session Key

Once the session key is generated mutually by the sensor
nodes, data can be exchanged between both the nodes using

the generated symmetric key SK = h(C||TS1||TS2) as
described in Figure 2 Image Transmission using the
Generated Session Key Figure 2 The nodes in
communication can be a sensor node and CH or BS, and a
cluster head.

A

y

/

Input image and extract data from the plain image

A

Encrypt image using the generated symmetric session key SK =
h(D||TS1||TS2

A

Encrypted image

A

Send encrypted image to the destination node via insecure
wireless channel

A 4

Receiving node again decrypts the image using the same mutually
generated symmetric session key SK= h(C||TS1||TS2)

A 4

Plain

image

A4

Figure 2 Image Transmission using the Generated Session Key

4. INFORMAL SECURITY ANALYSIS

The following section covers the informal protection testing
of the anticipated protocol, which further depicts that the
recommended protocol maintains the security of sensor data
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4.1. Provides Privacy Preservation

By using the mentioned protocol, the node’s data is forwarded
to a particular CH only that further collects the relevant data
for transfer it to the base station. Consequently, no other node
and CHs can access the data of an individual node. This
allows the protection of the isolation of the individual
sensor’s data and eliminates data hacking probability.

4.2. Provides Confidentiality

During the data transmission, the messages/images are
encrypted by using the generated session key SK =
h(C|ITS1||TS2), which is symmetric. To communicate with
the CH, BS, or sensor node, encryption of image or data is
performed by sensor node by utilizing generated symmetric
key SK = h(C||TS1||TS2). Hence, all images/messages are
transmitted to the destination nodes securely, thereby
providing confidentiality.

4.3. Provides Mutual Authentication

In the above protocol, Key exchanged phase occurs without
the involvement of any third party. Every one of the session
keys is generated mutually within the communicating parties.
At that point, the key is expressly validated by a common
affirmation session key SK = h(C||TS1||TS2).During data
transfer phase, respective keys SK = h(C||TS1||TS2)are
utilized for the encryption of image/data and destination
validates the received data depending upon the timestamp, ID,
and shared key.

4.4. Resists HELLO Flood Attack

During this attack, HELLO packets are transmitted by
attackers to the sensor nodes with aim of consuming the
resources of the sensor nodes. In this protocol, BS
periodically sends a message comprising of a list of secret
parameters of each node in the cluster to all the cluster heads
in a secure manner. Hence, the proposed protocol resists the
HELLO flood attack as the nodes will be able to defend it by
first checking a valid cluster head sends the validity of the

received message or not. Base station authenticates the node
for data transmission.

4.5. Resists Compromised Cluster Head Attack

In this assault, the invader tries to compromise a cluster head
to extract sensor nodes' data to derive sensitive node
information/parameters. In the proposed protocol, CH
forwards the encrypted form of data received from the
member nodes to the BS. Therefore, the future protocol can
defend against the compromised cluster head attack.

4.6. Resists Insertion Attack

Suppose an assailant tries to amend a few messages and
interleave a tweaked message to the correspondence channel
with the goal that an incorrect message is passed to the
collector. The proposed protocol resists this attack since the
invader needs to be acquainted with the shared session key
SK = h(C||TS1||TS2)for a specific session. To know the
shared session key, the attacker should have awareness about
the secret parameter C, that is not shared on the
communication channel. Because of the unavailability of the
session key, the attacker cannot modify the message.
Replacement of the message is possible, but it is impossible to
create the same signed message.

5. PERFORMANCE ANALYSIS

This segment covers the performance study of the future
authentication method for key agreement in terms of attack
resistance, safety features, and some real-time metrics used in
WSN.

To compute the computational costs, the notation
Ty, represents computation time of hash’, Tp, represents
addition computation time for the elliptic curve point °,
Tpp represents ‘the multiplication computation time of elliptic
curve point ‘, and T, denotes ‘time for symmetric
encryption/decryption‘. Computational Cost comparisons for

the three phases are shown in Table 5.

Computational Load Chaterjee et al. [10] Das[36] elf:;Fgasr] Proposed protocol
Registration phase 1T, + 2T, 2T, 3T, 2T, +1T,
Login phase 1T, +1T. +1T,, +1T,,, + 2T, 3T, 3T, 1T, +1T,, +1T,,, + 2T,
Authentication & key 2T, + 2Ty + 2T, +1T. +3T, | 5T, T, 2T, + 2Ty + 2T, + 2T,
generation phase on each side
Total computation time AT, + 3Ty +3Tpy + 2T + 7T, | 10T, | 13T, 5T, +3Tg, + 3T, +5T,

Table 5 Computational Cost Comparison
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Mas | S [ B [ Veetd KA T sy | P
Privacy preservation ‘No’ ‘No’ ‘No’ ‘Yes’ ‘Yes’ ‘Yes’
Mutual authentication ‘Yes’ ‘Yes’ ‘No’ ‘No’ ‘No’ ‘Yes’
‘Confidentiality’ “’Yes”’ ‘Yes’ ‘Yes’ ‘Yes’ ‘Yes’ ‘Yes’
Hello Flood attack ‘Yes’ ‘Yes’ ‘Yes’ “Yes’ ‘Yes’ ‘Yes’
Compromised CH attack ‘No”’ ‘No”’ ‘No”’ ‘Yes’ ‘Yes’ ‘Yes’
‘Man-in-the-middle attack’ ‘Yes’ ‘No’ ‘Yes’ ‘Yes’ ‘No’ ‘Yes’
Insertion attack ‘Yes’ ‘No’ ‘No’ “Yes’ ‘No’ ‘Yes’

Table 6 Security Features and Attack Resistance Comparison of the Proposed Scheme with Existing Protocols

Table 6 shows the evaluation of the recommended protocol in
terms of resistance to several potential attacks. The
comparison represents that the projected scheme is opposed to
all the known attacks such as the hello flood attack,
compromised cluster head attack. The protocol by Benenson
et al.[33] Fails against Man-in-middle attack, insertion attack,
and node compromise attack. Yeh et al.[34]protocol fails to
provide security against compromised CH attack, insertion
attack. Kumar et al.[35] Protocol successfully handle Hello
flood, compromised cluster head, Man-in-middle, and
insertion attack. Das[36]fail to provide security against
insertion attacks and Man-in-middle attack.

Table 6 also depicts the comparison of the proposed protocol
as far as security features provided. Our proposed scheme can
provide all the necessary safety characteristics such as privacy
preservation, confidentiality, mutual authentication, etc.

6. FORMAL SECURITY VERIFICATION USING
AVISPA

Extensive use of the internet and wireless communication lead
to the development of many new security protocols. To find
the flaws of security protocols and to enhance the security

level, there is an extreme requirement of the tools that can
help to analyze these protocols and can also establish their
correctness. For the analysis of medium to small-scale
protocols, many semi-automated tools exist in the literature.
However, for large scale internet security protocols, AVISPA
tool provide suitable support. It includes high-level protocol
specification language (HLPSL) which has capability to be
modular and expressive and role-based also. It helps to
analyze various protocols varying from falsification of
protocols to abstraction based verification methods. Users can
specify a security problem to the tool in HLPSL. AVISPA
automatically translates the ‘problem into an Intermediate
Format IF’. Most of the available back-ends easily understand
this intermediate IF language and are used to test and analyze
various properties of protocols. Figure 3 shows the four back-
ends which have been integrated into the tool [40].

Output Format (OF) is produced from the above back-ends,
which consists of the summary, detail of the settings of
protocol, proposed protocol name, back end used and goal of
the analysis. The framework of the AVISPA tool is shown in
Figure 4.

Constraints Logic based Attack Searchers (CL-AtSe)

Back-ends of | On the Fly Model Checker (OFMC)

AVISPA

Tree Automata based on Automatic Approximations for the Analysis of Security Protocols (TA4SP)

SAT-based Model-Checker (SATMC)

Figure 3 Back Ends of AVISPA

=] HLPSL

=S| SPECIFICATION

\/

v

E

IF
SPECIFICATION

|cL-Atse|

| oFmc | | saTmc |

| TAssP |

\/

VERIFICATION DIAGNOSIS
Figure 4 Structure of AVISPA[40]
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6.1. Results of Simulation

Most commonly used back-ends OFMC and CL-AtSe have
been used for the simulation purpose. For the affirmation of
replay assault, both the back ends performs a passive intruder
search to ensure protocol execution by legal agents. Followed
by this, back-ends notify the intruder with information of
some normal sessions between the legal agents. For the
‘Dolev—Yao model checking’, OFMC and CL-AtSe also
confirm the presence of any man-in-the-middle assault. Figure
5 and Figure 6 reveal the results of simulation of both the
back-ends which clearly exhibit the safety of proposed
protocol against man-in-the-middle and replay attacks.

% OFMC

% Version of 2006/02/13

SUMMARY

SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
/home/avispal/web-interface-computation
Jtempdir/workfile77gXob.if

GOAL

as_specified

BACKEND

OFMC

COMMENTS

STATSTICS

parseTime: 0.00s

searchTime: 0.10s

visitedNodes: 18 nodes

depth: 4 plies

Figure 5 OFMC Simulation Analysis Results

SUMMERY

SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
/home/avispal/web-interface-computation/
Jtempdir/workfile77gXob.if

GOAL

As Specified

BACKEND

CL-AtSe

STATISTICS

Analysed: 8 states

Reachable: 8 states

Translation: 0.02 seconds
Computation: 0.01 seconds

Figure 6 CL-AtSe Simulation Analysis
7. CONCLUSION

With the acceleration in IOT and IOE, everything will be
always best connected to the Internet allowing one to connect

ISSN: 2395-0455

to anything at home, in the office, and so on. Sensors will be
utilized with 10T to associate these things remotely for
moving information. This means vast data in the form of text,
images will be exchanged between devices leading to security
risks. In this paper, a protected ECC based verification and
key agreement scheme have been explained for secure image
transmission in WSNs. The recommended scheme is
protected, competent, and suitable for many IoT applications
which are WSN-based. The informal security analysis of the
proposed model proves that the protocol provides the desired
safety qualities such as mutual authentication, confidentiality,
fair key agreement, data integrity, perfect forward secrecy,
etc. Also, the protocol is protected against hello flood attack,
DoS attack, ‘man-in-middle attack,” etc. Results received
from Simulation tool AVISPA confirm the safety of the
protocol against the known attacks. The performance
comparison also proves the superiority of the proposed
security model over the earlier schemes.
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