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Abstract – Cloud Computing (CC) is denoted as web-based 

computing that offers devices or users a shared pool of 

information, resources, or software. It permits small companies 

and end-users for making the use of different computational 

resources such as software, storage, and processing ability 

offered via other companies. But the main problem in CC is data 

security because of malware and attacks. So this paper 

developed a novel Hybrid Bat and Cuckoo-based Pallier 

Homomorphic Encryption (HBC-PHE) scheme for enhancing 

the data security of the cloud from malware and attacks. 

Initially, collected datasets are stored in the cloud using the 

python tool, and collected datasets are transferred into the 

developed HBC-PHE framework. At first, generate the key for 

each dataset and separate the private key for all datasets. 

Moreover, convert the plain text into ciphertext using the bat 

and cuckoo fitness function in PHE. Finally, cloud-stored data 

are encrypted successfully and the attained performance 

outcomes of the developed framework are associated with other 

existing techniques in terms of confidential rate, decryption time, 

encryption time, efficiency, and throughput. Additionally, the 

developed model gained a throughput of 654Kbps, decryption 

time of 0.05ms, encryption time of 0.08ms, and efficiency of 

98.34% for 500kb. As well, the designed model gained a 

confidential rate of 98.7% and a computation time of 0.03s for 

using a 500 kb. 

Index Terms – Homomorphic Encryption, Secrete Key, Cloud 

Computing, Data Security, Attacks, Malware, Plain Text, 

Ciphertext. 

1. INTRODUCTION 

In recent years, CC becomes the most important technology 

because of the rapid growth of big data methodologies and the 

internet [1]. Moreover, CC provides more opportunities 

related to on-demand and trading solutions that are useful for 

consuming services through the cloud [2]. The cloud 

infrastructure achieves various activities such as business 

development, service organization, and data maintenance [3]. 

As well as it deals with different kinds of cloud services to 

each other. Many researchers have developed encryption 

techniques to secure the cloud data from attackers and third 

parties [4, 5]. Generally, encryption is the method of 

transforming original format plain text into an unreadable 

format like ciphertext which is transferred and stored in the 

cloud [6]. Consequently, encryption is the most real 

component which addresses significant security issues such as 

compliance, unauthorized access, and so on [7]. 

Consequently, the basic process of privacy and cloud security 

is exposed in Figure 1. 

Furthermore, encryption leverage is the advanced algorithm 

for encoding the data which makes it meaningless to any users 

who do not have the key [8]. Also, authorized user leverage is 

the key to decoding the data which transfers concealed data 

back into the readable format. Thus the generated keys are 

transferred and shared only with the trusted parties and data 

owners [9, 10]. The encryption algorithm contains two types 

such as symmetric encryption and asymmetric encryption 

[11].  

Consequently, symmetric encryption contains the same 

encryption and decryption key but asymmetric encryption 

contains two keys such as a private and public key to 

authenticate the user data [12]. As well, the advantage of 

using cloud encryption is integrity, compliance, security, and 

reduced risk. But the most challenging task of data encryption 

in the cloud is key management, data loss, time, and cost [13]. 

The basic ingredient to encrypting the data is security which 

is the common security measure when comparing password 

systems [14]. The cloud server gathers the different data and 

certainly gathers a massive amount of sensitive information 

about the users that sensitive information harms the security 
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and privacy of the users [15]. So, the protection of private 

information is essential in a cloud environment. Since the 

privacy of the data is receiving more attention from foreign 

and domestic experts [16, 17]. The service of the cloud 

database is the most attractive solution to handle the large 

quantity of the data of their users [18]. Consequently, privacy 

concern is more essential before uploading the private data to 

an untrusted server [19]. 

Senderr recipient

Public key Private key

Encrypt Decrypt

Plain text Ciphertext Plaintext

 

Figure 1 Cloud Privacy and Security 

The main problem in CC is a lack of security and privacy 

which tends to hack the user information [20]. So designing a 

secure cloud environment is essential to secure our data from 

attackers and third parties. There are many researchers are 

designed to attain better security such as new video 

encryption model [21], privacy-based associate rule mining 

technique [22], authenticated key management technique [24], 

etc but still have the issues of large encryption and decryption 

time, error, noise, and attack.  The key contribution of this 

research work is detailed as follows 

 Initially, the cloud user dataset was collected and trained 

in the system using the Python tool. 

 Hereafter, a new HBC-PHE is planned with appropriate 

parameters for securing the cloud data from attacks and 

third parties. 

 Moreover, the decryption and decryption process is 

processed using a secure key. 

 Subsequently, to check the strength of the designed 

model, a harmful attack had been launched in a cloud 

environment. 

 At last, performance metrics of the developed model 

were measured and compared with prevailing models for 

efficiency, throughput, decryption time, confidentiality, 

and encryption time. 

The organization of the research paper is summarized as 

follows: related works of cloud security are discussed in 

sector 2 and sector 3 details the system model and problem 

definition. Similarly, sector 4 elaborated on the process of the 

planned methodology, and sector 5 described results and 

discussions. Finally, the finishing summary of the designed 

model is discussed in sector 6. 

2. RELATED WORKS 

Some literature surveys based on cloud data security are 

detailed below, 

Geetha et al [21] proposed a new video encryption model for 

enhancing the security of the transmission video. Moreover, 

the homomorphic encryption technique is developed to 

increase the speed of the encryption process. Thus the 

designed model is useful for reducing computational 

complexity and cloud user communication. Moreover, the 

developed framework is secure and highly efficient but the 

error rate is high when comparing other techniques. 

Day by day, the development of data analytics, CC, and big 

data plays a significant role in producing huge market values. 

Hongping and Baocang [22] developed a privacy-based 

associate rule mining technique to encrypt the data using 

homomorphic encryption. The designed technique supports 

multiple cloud users through altered public keys. However, it 

has the problem of lack of data security. 
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Byung et al [23] proposed ring learning by an error-based 

communication protocol scheme to authenticate and manage 

the message in a cloud environment. Moreover, the designed 

communication protocol is used for security and safety by 

conducting a performance analysis of the IoT environment. 

Furthermore, the developed technique offers strong security 

and an equivalent level of efficiency. The designed model 

offers safe communication from user authentication to 

transferring the data to the users. 

In the big data environment, data security is the main issue, 

also the distribution of keys, management, and transfer of 

server users are the most critical problem. Algaradi et al [24] 

proposed authenticated key management technique for 

enhancing the two-level securities of cloud users. The first 

process is user communication with the server and the second 

process is data encryption. The gained performance is 

compared with other existing techniques that also protect user 

data but the delay is high. 

Nir Drucker and Shay Gueron [25] developed an encryption-

based trusted execution technique for guaranteeing the 

correctness and integrity of database code. Moreover, 

homomorphic encryption is designed to encrypt the data 

securely. Also, explain the combined technique for the easy 

use of multi-party computations. Finally, construct the voting 

system which influences the capability of the designed model 

but it lacks data security. The summary of the literature 

survey is detailed in table 1. 

Table 1 Summary of Recent Literature Survey 

Author Method Advantage Disadvantage 

Geetha 

et al 

[21] 

Novel 

video 

encryptio

n model 

 Enhance the 

security of the 

transmission 

video 

 Increase the 

speed of the 

encryption 

process 

 The error 

rate is high 

 Less 

efficiency 

Hongpi

ng and 

Baocan

g [22] 

Privacy-

based 

associate 

rule 

mining 

technique 

 Reduce 

computational 

complexity 

 Encrypt the data 

using a public 

key 

 Lack of data 

security 

 Low 

robustness 

Byung 

et al 

[23] 

Ring 

learning 

by error-

based 

communi

cation 

 Authenticate and 

manage the 

message 

 Provide strong 

security and 

 High 

complexity 

 High 

encryption 

protocol 

scheme 

efficiency time 

Algarad

i et al 

[24] 

Authentic

ated key 

managem

ent 

technique 

 Protect user data 

 High security 

 The delay 

rate is high 

 Less 

efficiency 

Nir 

Drucker 

and 

Shay 

Gueron 

[25] 

Encryptio

n-based 

trusted 

execution 

technique 

 Guaranty the 

correctness and 

integrity 

 Easy use of 

multi-party 

computations 

 Lack of data 

security 

 Less 

confidential 

rate 

3. SYSTEM MODEL AND PROBLEM DEFINITION 

Security issues are the biggest issues for developing CC; 

encryption is the central technology for ensuring CC data 

security. Moreover, security infrastructure is essential to 

safeguard cloud services and the web. The basic system 

model is shown in Figure 2. It contains privacy protection, 

data processing, and ciphertext retrieval. Furthermore, privacy 

protection transmits the user data and is stored in the cloud 

through encryption. While CC offers and handles easy 

information of plaintext. For the encryption used Fully 

Harmonic Encryption (FHE) which enables the users or third 

party for converting ciphertext. Finally, cipher data are 

retrieved by direct searching of ciphertext which improves 

efficiency and privacy. Then the retrieval data was 

successfully added with the corresponding plain text. 

However, the main problem behind the CC techniques is 

security threats because of errors, system flaws, internal 

controls, and problems in encryption. That leads to cause the 

digital records and attacks vulnerability. Hence, the threat is 

something that can recognize the vulnerability and interrupt 

the sources against the authenticated users. Furthermore, less 

accuracy, less encryption time, attacks, and error are the most 

common problem in CC. To overcome these types of issues, 

this research has designed a security model in the cloud 

environment. 

4. PROPOSED METHODOLOGY 

Design a novel Hybrid Bat and Cuckoo-based Pallier 

Homomorphic Encryption (HBC-PHE) Scheme for enhancing 

the data security of the cloud from malware and attacks. The 

various user dataset is collected from the net source and 

stored in the cloud. Then the collected dataset is updated to 

the developed HBC-PHE framework for securing the data 

from third parties ana attacks. Furthermore, generate the key 

for each dataset and they are separated into private keys to 

enhance the security. Moreover, convert the plain text into 

ciphertext using the bat and cuckoo fitness function in PHE. 
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In encryption, plain text is converted into cipher text, and in 

decryption, the ciphertext is converted into plain text. The 

architecture of the proposed technique is shown in Figure 3.

User

User terminal equipement

Data storage system
Data 

retrieval

Data process system

Data 

operation
Data 

update

Data processing system

Apply 

management 

system

Key management and 

authentication module

Cloud

 

Figure 2 System Model and Problem Definition 

Generally, the developed technique contains two entities such 

as data owner (Dos) and users. Moreover, the data owner is 

represented as one who stores the normal data or confidential 

files on the database of the cloud server. Furthermore, users 

are the parties or authorized entities that need the stored 

information of file content or any service from the cloud. 

Furthermore, IoT-based datasets are collected and trained in 

the system. The total dataset used for the developed 

framework is 916. From that training used 733 datasets and 

testing used 183 datasets. More than 70% of data are used for 

training and 30% of data are used for training. Thus the 

developed framework is trained and tested using 

homomorphic encryption which encrypts the data to improve 

the security in a cloud environment. 

4.1. Processes of HBC-PHE 

Initially, collected datasets are stored in the cloud they are 

updated to the designed model for converting the plain text 

into ciphertext. It secures the data from third parties and 

attacks. Afterward, the key is generated based on the user 

details and then convert the plain text into ciphertext using bat 

optimization which is the heuristic algorithm for identifying 

the prey using their echolocation and guiding the microbats 

based on their foraging behaviour. It senses the difference 

between food or prey and background barriers by 

echolocation. The purpose of using bat fitness is accurately 

converted the plain text into ciphertext which is stored in the 

secrete key. For the decryption process, cuckoo optimization 

is utilized for the random decryption which covert the 

ciphertext into plain text. The purpose of cuckoo optimization 

is to identify the good habitat by laying eggs that are used to 

identify the user and attacks present in the network. 

4.1.1. Pallier Homomorphic Cryptosystem (PHC) 

The PHC technique is executed with the support of addition. 

Where ash   is represented as modulus through two equal 
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sizes of the prime factors a  and s . Also, ZW   and
*

21, nZFF  . Then the basic function of pallier encryption 

and decryption is expressed in Eqn. (1) and Eqn. (2). 

         hmFFhmFeFeD oonne ........, 11

2

21         (1)                  

       hmgFhmFeD oo

g

ne .......... 1

2

1                      (2)       

Moreover, encryption and pubic key are represented as

 1Fen ,  2Fen  the message 1F  and 2F  respectively. 

Furthermore,  21 FFen   is represented as the possible 

computation with  1.Fgen  of constant g . 

Cipher text 

Request for data

Plain text
Provide data

Data owner Cloud

Encrypt the data

Input text

Developed HBC-PHE 

technique

Key generation

Decrypt the data

User

 

Figure 3 Proposed Methodology 
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4.1.2. Key Generation 

In this stage, Dos verify the received data of user details 

which gathers the corresponding secret details such as an 

address, user name, ID, MAC address, and so on. Also, it asks 

the end-user to generate a suitable password for data. 

Furthermore, Dos establish the collected information in a 

sequential manner which converts the original information 

into binary numbers. The key generation is obtained using 

Eqn. (3) 

    11  skn                                       (3) 

Let,  n  is denoted as the key generation, k  is represented 

as user details key and s  is denoted as password. Moreover, 

generated key is tested using Eqn. (4) 

    1,1  sksKpn m                          (4)                      

Where, mp  is denoted as the pallier function and  sK  is 

represented as plain text. 

4.1.3. Data Encryption 

The plaintext of the data is divided into several blocks with 

256 bits each also PHC maintains the property of additive 

homomorphism. It includes the product of two ciphertexts 

which are selected by random numbers, the conversion of 

ciphertext is processed using Eqn. (5) 

 
   

 tbnR

sKAp
hmPjD

s

m
oqse


                   (5)                     

Let, sj  is denoted as public keys, qP  is considered as input 

data block,  hmo  is represented as ciphertext, and  tbs  is 

denoted as bat fitness function. Consequently, user 

information is secured and converted into cipher text which is 

stored in the cloud. The process of the designed model is 

elaborated in algorithm 1. 

Start 

{ 

Designed HBC-PHE 

Initialize input data, key k , and password s  

// qP is called as input data block 

//256 bits 

Key generation 

// Generate a suitable password for data 

For all  n = 1 

{ 

Generate key and password 

} 

End for 

Send to designed model 

// for securing the data from hackers 

Data encryption              // update bat fitness 

// public key to encrypt the data 

Step 1 

{ 

plain text 

 ,.....101,001,110,010  

// input 

} 

Step 2 

{ 

Plain text is separated into blocks 

    01,11,10,01  

} 

Step 3 

{ 

Converted into ciphertext 

    11,00,01,10  

// encrypted output 

} 

Ciphertext 

Data decryption                 //update cuckoo fitness 

//retrieve the input data using secrete key 

{ 

Convert cipher text into plain text 

    11,00,01,10 ->  ,.....101,001,110,010  

Recovered plain text 

} 
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Output 

} 

End 

Algorithm 1 HBC-PHE Scheme for Securing Data in the 

Cloud 

4.1.4. Data Decryption 

During the decryption update the cuckoo fitness for retrieving 

the data using a correct secret key. The ciphertext of the data 

is converted into plain text by maintaining the property of 

multiplicative homomorphism. Moreover, decryption is 

obtained using Eqn. (6) 

   
 
 tC

Mp
sKPtSD

u

m
qkde                   (6)                            

Let,  tCu  is denoted as fitness cuckoo fitness. In the 

decryption, ciphertext  hmo  with a secret key  tSk  is 

used to retrieve the information and covert the ciphertext into 

plain text. 

5. RESULTS AND DISCUSSIONS 

In this section, for securing data proposed an HBC-PHE 

model and it is implemented in the python tool. Initially, more 

than 256 bits of data are transferred into the cloud then the 

bits are separated into a block by 64 bits. Thus the developed 

framework classifies the encrypted message, decrypted 

message, and user data. Finally, convert the plain text into 

ciphertext using a generated secret key. Frequently, the 

developed HBC-PHE mechanism secures the data from 

malicious activity and unauthorized access by encrypted data 

also the gained performance metrics are compared with other 

existing techniques for checking the efficiency of the 

developed technique. For the simulation used a cloud 

simulator that is useful for several cloud applications through 

virtual machines, creating data centers, and other utilities that 

are activated based on the cloud research. The developed 

model simulation parameters and their types are detailed in 

table 2. 

Table 2 Simulation Parameters  

Simulation parameter Type 

Simulation area 100m x 100m 

Encryption and 

Decryption Algorithm 
PHE 

Cloud type Cloud storage 

Memory usage (RAM) 2.00GB 

Cloud storage Google drive 

Simulation time 200s 

Data packet size 256 Bits 

Encryption key size 64 Bits 

5.1. Performance Metrics 

The performance metrics of the planned HBC-PHE technique 

were calculated by calculating the key metrics of existing 

methods. Therefore, Efficient FHE to Secure Video (EFHE-

SV) [21], Privacy Association Rule Mining (PARM) [22], 

Secure Communication Protocol (SCP) [23], DNA-Based 

Encryption in CC environment (DNAE) [26], DNA 

Computing (DNAC) [27], and Integrating Encryption (IE) 

techniques were associated with the developed technique in 

terms of encryption time, decryption time, delay, and 

throughput, etc. 

5.1.1. Encryption Time (ET) 

ET is well-defined by the overall time reserved for converting 

the Plain Text (PT) into Cipher Text (CT). Therefore, the 

gained ET of the developed technique is associated with other 

models like EFHE-SV, PARM, DNAE, SCP, DNAC, and IE 

are exposed in table 3. At this point, the designed HBC-PHE 

model has reached 0.08 ms for 500kb. Accordingly, PARM 

and SCP methods have attained 1.19 ms, and 3.2 ms 

respectively, EFHE-SV has obtained 1.8 ms, then the DNAC 

technique achieved 4.5 ms for 500kb. Finally, DNAE and IE 

techniques achieved 3 ms and 0.35 ms for 500 kb as 

established in Figure 4. 

Table 3 ET Comparison 

File size 

(kb) 

Encryption time (ms) 

EFHE-SV PARM DNAE SCP DNAC IE Proposed 

500 1.8 1.19 3 3.2 4.5 0.35 0.08 

1000 1.15 1.29 3.9 3.11 4.12 0.41 0.10 

1500 1.24 1.37 3.15 3.23 4.17 0.45 0.12 

2000 1.33 1.42 3.21 3.31 4.21 0.51 0.14 

2500 1.40 1.48 3.25 3.39 4.28 0.57 0.16 
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Figure 4 Comparison of ET 

5.1.2. Decryption Time (DT) 

DT is well-defined as the overall time engaged for converting 

the CT into PT. It is the opposite performance of the 

encryption process which is called data DT. Furthermore, the 

DT of the developed HBC-PHE model was associated with 

prevailing techniques like EFHE-SV, PARM, DNAE, SCP, 

DNAC, and IE. Additionally, the gained DT of the developed 

model graph is demonstrated in Figure 5. 

The EFHE-SV technique proceeds 0.05 ms, the PARM model 

attained 1.76 ms, the DNAE technique attained 5 ms, the SCP 

model gained 4.1 ms, the IE replica has taken 0.59 ms then 

the DNAC model gained 3 ms for 500 kb. Nonetheless, the 

planned HBC-PHE technique gained 0.05 ms and the 

comparison of DT indicates the developed model's finest 

result which obtained less DT while comparing other models 

that are described in table 4. 

 

Figure 5 Comparison of Decryption Time 
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Table 4 DT Comparison 

File size 

(kb) 

Decryption time (ms) 

EFHE-SV PARM DNAE SCP DNAC IE Proposed 

500 0.56 1.76 5 4.1 3 0.59 0.05 

1000 0.62 1.82 5.11 4.8 3.9 0.65 0.07 

1500 0.70 1.89 5.21 4.15 3.17 0.71 0.09 

2000 0.86 1.93 5.33 4.23 3.22 0.75 0.11 

2500 0.92 2.1 5.41` 4.32 3.29 0.83 0.13 

 

5.1.3. Throughput 

Throughput is the most required parameter for evaluating 

secure data communication over a cloud storage system. Thus 

the throughput may change depending on the computation 

time of the designed technique. Here, the throughput of the 

designed method is associated with prevailing models which 

are detailed in table 5. 

The achieved throughput of the developed HBC-PHE model 

gained 654 Kbps for 500kb which is compared with the 

EFHE-SV (123Kbps), PARM (356 Kbps), DNAE (88Kbps), 

SCP (74 Kbps), DNAC (218 Kbps), IE (76 Kbps)  has 

achieved for 500kb file sizes which are illustrated in Figure 6. 

The overall validation of the throughput indicates the 

performance of the developed model which gained high 

throughput while comparing other techniques. 

Table 5 Throughput 

File size 

(kb) 

Throughput (Kbps) 

EFHE-SV PARM DNAE SCP DNAC IE Proposed 

500 123 356 88 74 218 76 654 

1000 113 344 81 68 203 69 643 

1500 102 332 75 60 184 62 630 

2000 87 310 69 56 173 58 623 

2500 64 295 63 49 166 52 618 

 

 

Figure 6 Throughput 
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5.1.4. Computation Time (CT) 

CT is defined as the count of data encrypted in the cloud 

multiplied by CP and encrypted data execution time. 

Computation time is also called running time, and it is the 

process of time required to complete the program. Moreover, 

CPU time is measured by the computer for obtaining a final 

solution. The comparison of computational time is discussed 

in Table 6. 

The computation time of the EFHE-SV replica achieved 0.03s 

and the PARM technique computation time is 0.33s. 

Moreover, the DNAE model attained 0.18s in computation 

time, and SCP accomplish a computation time of 0.14sec. 

Furthermore, the DNAC model attained 0.38s in computation 

time, and IE accomplishes computation time as 0.11sec. The 

comparison of computation time is elaborated in Figure 7. 

Moreover, the HBC-PHE technique achieved CT is 0.3s 

which is less while comparing other techniques. 

Table 6 Comparison of computation time 

Technique Computation Time (s) 

EFHE-SV 0.23 

PARM 0.33 

DNAE 0.18 

SCP 0.14 

DNAC 0.38 

IE 0.11 

Proposed 0.03 

 

 

Figure 7 Comparison of Computation Time 
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5.1.5. Confidential Rate (CR) 

CR is denoted as the modification among original data and 

received data through the performance of data propagation. 

Moreover, the CR of the designed technique is validated with 

prevailing models like EFHE-SV, PARM, DNAE, SCP, 

DNAC, and IE are shown in table 7. Likewise, the CR of the 

developed HBC-PHE technique gained 98.7% for 500 kb, 

which is associated with the other conventional methods like 

EFHE-SV, PARM, DNAE, SCP, DNAC, and IE. 

Consequently, the EFHE-SV method has attained an 88% of 

CR, PARM gained a 77 % CR, and then DNAE achieved 

64% CR for 500 kb. Accordingly, the SCP method gained 

90% of CR, DNAC accomplish 68 % CR, and IE achieved 

92% CR for 500 kb. Nonetheless, the planned HBC-PHE 

model gained 98.7% of CR for 2500 kb, and the comparison 

of CR is demonstrated in Figure.8. Moreover, the overall 

comparison indicates the developed HBC-PHE technique is 

more CR than the other prevailing techniques. 

Table 7 Confidential Rate comparison 

File size 

(kb) 

CR (%) 

EFHE-SV PARM DNAE SCP DNAC IE Proposed 

500 88 77 64 90 68 92 98.7 

1000 83 75 62 
88 

66 89 98.2 

1500 78 69 58 
86 

64 86 97.9 

2000 73 66 56 81 62 84 97.5 

2500 68 64 54 
78 

59 82 97 

 

 

Figure 8 Comparison of Confidential Rate 



International Journal of Computer Networks and Applications (IJCNA)   

DOI: 10.22247/ijcna/2022/214502                 Volume 9, Issue 4, July – August (2022) 

  

 

   

ISSN: 2395-0455                                                  ©EverScience Publications       396 

     

RESEARCH ARTICLE 

5.1.6. Efficiency 

One of the important parameters in a cloud environment is 

efficiency which proves the performance such as 

communication overheads and measurement. Additionally, 

the efficiency of the developed HBC-PHE technique is 

validated with other conventional models such as EFHE-SV, 

PARM, DNAE, SCP, DNAC, and IE as shown in table 8. 

Moreover, the efficiency of the proposed HBC-PHE (98.34%) 

is compared with the conventional EFHE-SV (56%), PARM 

(75%), DNAE (64%), SCP (86%), DNAC (73%), and IE 

(90%) has achieved. Consequently, the efficiency of the 

developed model with other techniques was illustrated in 

Figure 9. 

Table 8 Comparison of Efficiency 

Technique Efficiency (%) 

EFHE-SV 56 

PARM 75 

DNAE 64 

SCP 86 

DNAC 73 

IE 90 

Proposed 98.34 

 

 

Figure 9 Comparison of Efficiency 
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5.2. Discussions 

The proposed model of HBC-PHE has shown good 

performance by attaining the best results in encryption time, 

efficiency, confidential rate, decryption time, computational 

time, and throughput. Thus, the developed scheme generates 

the key for securing the data in the public and private keys. 

Next, data encryption is processed to convert the plain text 

into cipher text. Thus the developed HBC-PHE technique 

enhances the performance of security in the cloud through 

secure encryption. 

The outstanding metrics comparisons are tabulated in table 9, 

in all parameter validation, the proposed HBC-PHE has 

gained the finest results. Moreover, the developed framework 

gained less encryption time of 0.08ms, less decryption time of 

0.05%, high throughput of 654Kbps, and less computation 

time of 0.03s. Moreover, high efficiency and confidentiality 

rates are 98.34% and 98.7%. Hence, the robustness of the 

proposed HBC-PHE is verified and it can secure the data from 

malicious activity and unauthorized access by encrypted data. 

Here, the proposed technique has achieved better performance 

to secure the data in a cloud environment. 

Table 9 Overall Performance Metrics 

Methods Performance Assessment with Key Metrics 

Encryption 

Time (ms) 

Decryption 

Time (ms) 

Throughput 

(Kbps) 

Computation 

Time (s) 

Confidential 

Rate (%) 

Efficiency 

(%) 

EFHE-SV 
1.8 0.56 123 

0.23 88 56 

PARM 
1.19 1.76 356 

0.33 77 75 

DNAE 
3 5 88 

0.18 64 64 

SCP 3.2 4.1 74 0.14 90 86 

DNAC 4.5 3 218 0.38 68 73 

IE 0.35 0.59 76 0.11 92 90 

Proposed 0.08 0.05 654 0.03 98.7 98.34 

 

6. CONCLUSIONS 

Design a novel Hybrid HBC-PHE Scheme for enhancing the 

data security of the cloud from malware and attacks. Initially, 

collected datasets are stored in the cloud and they are 

transferred into the developed HBC-PHE framework. 

Initially, keys are generated and they are separated into the 

blocks using a private key. The designed model converts the 

plain text into ciphertext using the bat and cuckoo fitness 

function in PHE. Finally, cloud-stored data are encrypted 

successfully and the developed technique was validated with 

other prevailing techniques and has attained the finest result 

through attaining the correctness score of securing data 

encryption time as 0.08ms, decryption time as 0.05ms, and 

throughput as 654 Kbps. 
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